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Preface

The use of state-of-the-art cryptographic methods on RFID tags opens a new
range of applications for these tags and for cryptography. The aims of the
ECRYPT! workshop on RFID and Lightweight Crypto are to increase the aware-
ness for cryptographic methods and solutions among RFID developers, and for
the requirements of this heavily constrained environment among cryptographers.

The workshop brings together researchers and developers from industry and
academia, in order to exchange novel ideas and experiences. The scope includes,
but is not limited to, the following topics:

— Applications for RFID tags
— Cryptographic algorithms for constrained environments
— Cryptographic protocols adapted to RFID applications
— Low-power implementations

The workshop program consists of invited talks and contributed presenta-
tions. The workshop proceedings contain the revised articles that were accepted
for presentation.

Thanks go to Vincent Rijmen for serving as program chair. Thanks go to
Phong Nguyen, Christof Paar, Bart Preneel and Matt Robshaw for serving as
program committee.

July 2005 Elisabeth Oswald

! The work described in this paper has been supported in part by the European Com-
mission through the IST Programme under Contract IST-2002-507932 ECRYPT.
The information in this document reflects only the author’s views, is provided as is
and no guarantee or warranty is given that the information is fit for any particular
purpose. The user thereof uses the information at its sole risk and liability.
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A Scalable, Delegatable Pseudonym Protocol Enabling Ownership
Transfer of RFID Tags

David Molnar, Andrea Soppera, and David Wagner

UC Berkeley, British Telecom Research, UC Berkeley

Abstract. The ability to link two different sightings of the same Radio Frequency Identification
(RFID) tag enables invasions of privacy. The problem is aggravated when an item, and the tag at-
tached to it, changes hands during the course of its lifetime. After such an ownership transfer, the new
owner should be able to read a tag but the old owner should not. We address these issues through an
RFID tag pseudonym protocol. Each time it is queried, an RFID tag emits a different pseudonym using
a pseudo-random function and an increasing counter. Without consent of a special Trusted Center that
shares secrets with the tag, it is infeasible to map the pseudonym to the tag’s real identity. We present
a scheme for RFID pseudonyms that works with legacy, untrusted readers, requires only one message
from tag to reader, and is scalable: we require work only logarithmic in the number of tags for the
Trusted Center to link readings.

Our scheme gives an exponential improvement over the previous pseudonym schemes of Ohkubo, Suzuki,
and Kinoshita, and of Avoine and Oeschlin, which achieve O(N) and O(N 3 ), respectively. Our scheme
further allows for delegation, which gives an RFID reader the power to disambiguate a limited number
of pseudonyms without further help from the Trusted Center. Next we show that our approach require
little storage on an RFID tag and a small amount of over the air communication; we give example
parameters for a deployment of one million tags in which each tag need store only 192 bits, make 4
PRF evaluations, and send 112 bits each time it is read.

Keywords: RFID, privacy, pseudonym protocol, cryptography.

1 Introduction

Radio Frequency Identification (RFID) technology holds great promise, but it also raises significant
privacy concerns. The term RFID represents a family of emerging technologies that enable object
identification without physical or visual contact. The main idea is to give a unique identity to every
object by embedding a tag. A tag is a small chip, with an antenna, that stores a unique ID and
other information which can be sent to a reading device. The reading device uses a database to link
the ID with the object information stored in other databases.

The major security issues of these systems can be divided into two classes: threats to the integrity
of the system and threats to the privacy of the user. The first threat is due to the fact that a tag
does not provide any method to prove the claimed identity. In today’s RFID systems, a tag always
replies with the same ID, so it is hard to distinguish between a real and a fake tag. The second
threat is associated with the nature of the tag/reader interaction. Tags can be read remotely and
invisibly by any reader. This leads to unwanted consequences, such as the surreptitious tracking of
objects and people through time and space. For instance, any party could use the RFID tags to
track people’s movements without authorization, since the ability to recognize an RFID tag allows
for tracking items, and by extension, the people associated with them.

The seminal work of Weis, Sarma, Engels and Rivest proposed “hash locks,” a kind of mutual
authentication, as an answer to this problem. Infineon, one of the first producers of enhanced
security RFID chips, incorporates a mutual authentication functionality based on a proprietary
encryption algorithm with 64 bit keys to secure access to memory sectors. This class of tags are
used today in item-level tagging operations that raise privacy concerns, such as library books [10].
Unfortunately mutual authentication cannot be considered the final answer. Mutual authentication



is overkill for many RFID applications, because in most cases we simply want to know the tag’s
identity. Writing to the tag or authenticating other commands from the reader are not necessary.
In many supply chain applications of RFID, a large number of items will pass a reader in a short
amount of time. Even if performing mutual authentication with a single item is fast, authenticating
a reader to dozens of tags at once may be challenging.

We propose a cryptographic scheme that protects privacy while retaining many of the legitimate
benefits of current RFID technology. The main idea is to introduce an RFID pseudonym scheme
and to use a trusted center as a mechanism to delegate access to tag identifiers. Each time the tag
is read, it generates a new “pseudonym” and sends this pseudonym to the reader. This response
is generated using a ’tree of secrets’ stored on the tag. The tree structure allows reader devices
to determine the tag’s identity with logarithmic work. Legacy readers, however, can simply pass
upwards a pseudonym which they do not understand; the mapping from pseudonym to identity can
occur anywhere in the network. Therefore, we do not need to change legacy readers.

Our scheme achieves two properties that are new for RFID protocols, as controlled delegation
and ownership transfer. Delegation is the ability to give a reader the limited-time ability to deter-
mine when it has seen a particular tag. We can use delegation to limit the exposure if an adversary
breaks into the reader; instead of losing the secrets for all tags for all time, we lose only what was
delegated to that particular reader. Delegation also gives us a way to tolerate poor quality network
connections between reader and Trusted Center. We also show how delegation gives us a way for
Alice and Bob, who both trust the same Trusted Center but do not trust each other, to securely
transfer an RFID-tagged item from one to the other. After the transfer, Bob has assurance that
Alice can no longer read the RFID tag on the item, even though she could before. Our methods
for ownership transfer require minimal or no online interaction by the Trusted Center itself.

In short, our scheme leaves the existing infrastructure of readers unchanged, while limiting com-
plexity on the tag to the use of symmetric key cryptography and an increasing counter. “Contactless
smart cards” proposed for United States passports from 2005 will have chips holding at least 64K B
of data, along with optional 3DES based mutual authentication. Tags from Infineon and TAGSYS
provide evidence that symmetric key cryptography is possible on RFID tags. Given these existing
tags, along with recent work by Feldhofer et al. on small implementations of AES, we believe that
our assumptions may be reasonable even for cheap supply chain tags in the near future [3].

2 Towards a Secure RFID Tag Protocol

In this section we outline the key aspects of the protocol that contribute to providing a robust
solution to RFID security and privacy protection.

Pseudonym Scheme We wish to allow authorized readers to identify the RFID tag, while prevent-
ing unauthorized readers from determining anything about the identity of tags they interact with.
Our approach is to build a RFID pseudonym protocol [12]. In our scheme, the RFID tag replies
with a unique pseudonym that changes each time it is queried. The pseudonym is generated based
on some secret key that is stored on the tag and known to authorized readers, so that authorized
readers can identify the tag. However, without that secret, the pseudonym provides no information
about the tag’s identity. In particular, pseudonyms are unlinkable, so that unauthorized readers
will be unable tell if two pseudonyms came from the same tag. In this way, possession of the secret
key controls the ability to link sightings of the same tag.

The tag-reader protocol is very simple: the reader interrogates the tag, and the tag responds
with its current pseudonym. Our use of pseudonyms allows the scheme to be compatible with legacy
readers, because the reader does not need to know anything about the way that pseudonyms are
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Fig. 1. The Trusted Center delegates access to two different Readers.

generated. Instead, the reader can provide the pseudonym it received to some other entity with the
appropriate keys, and that other entity can recover the tag’s identity from the pseudonym.

Privacy Control In many settings, we may wish to have a single party manage access to many tags.
Thus, we assume the presence of a central trusted entity, which we call the Trusted Center(TC).
When a tag is enrolled into the system, it is loaded with a secret key generated for it by the TC.
The TC keeps a database listing for each tag with the secret key that was provided to that tag and
any data that is to be associated with that tag (such as its identity, or access policy). Given any
pseudonym from such a tag, the TC can determine the identity of the tag using the secret keys
stored in its database.

Note that this also provides a simple way to delegate access to specific readers. In the future, a
RFID infrastructure might consist of thousands or even millions of RFID readers deployed across
the planet, and we need a way for legitimate readers to be allowed to read the tag. In a naive
implementation, a TC for the tag would give a copy of the tag’s secret key to each reader that
is authorized to read the tag. However, this form of delegation is too coarse-grained, because the
reader then permanently receives the ability to identify this tag for all time. We may not wish to
place this much trust in every RFID reader that ever encounters the tag; the challenge is to provide
controlled delegation, where a reader’s ability to read a tag can be limited to a particular time
period.

Controlled Delegation If readers are online, one simple approach is to have the reader simply
act as a dumb relay, passing on the pseudonym from the tag to Trusted Center and letting the TC
reply with the identity of the tag. In such a scheme, the TC can indeed authenticate the reader
and check the privacy policy of the tag before responding to this reader’s request. If a reader Alice
wishes to determine a tag’s ID, she must ask the TC. The TC can then decide whether Alice is
allowed to see this information based on the tag privacy policy stored in the database. However, one
limitation of this approach is that it requires a costly interaction between the reader and TC every
time a tag is read. Because today’s readers may repeatedly broadcast queries to all tags within
range at a rate of 50 times per second or so, the burden on the TC and the database may be very
high: if there are 10 tags within range, we require 500 round-trip interactions per second with the
TC, multiplied times the number of readers. We instead focus on the problem of offline delegation.

In our scheme, the TC can compute a time-limited secret that only allows ability to disambiguate
pseudonyms for a particular tag for a limited number of times. In particular, the TC computes a
secret that allow to recognize the next ¢ pseudonyms from this tag, where ¢ is arbitrary and can
be specified by the privacy policy. This secret can be communicated to Alice, the reader, through
any channel, and thereafter the reader does not need to interact with the TC in any way.

In Figure 1 we show a diagram of how delegation works in our scheme with different RFID
readers and the Trusted Center. Delegation is helpful for cases where readers have intermittent or



low-bandwidth connectivity. When a reader first sees a tag it is unable to recognize, the reader can
send the pseudonym it received to the TC. If this reader is authorized this tag, the TC can return
not only the tag’s identity but also a secret that allows reading the tag for a limited time (say,
for 1000 queries). Because tags typically repeatedly query their environment many times a second,
this allows any arbitrary number of subsquent queries to be disambiguated locally at the reader,
without requiring further interaction with the TC (until the query limit is exceeded). Thus, our
scheme can still be used with online readers, and the ability to exploit the locality in tag sightings
can be used to greatly improve the performance.

Ownership Transfer A related problem to delegation is that of ownership transfer, when Alice
gives an RFID-tagged item to Bob. After the transfer of ownership, Bob should be able to read the
item but Alice should not. Pseudonyms allow us to cleanly deal with ownership transfer from Alice
to Bob. If Alice has not been delegated the ability to disambiguate pseudonyms, no further work
is needed: the TC simply denies Alice’s requests to disambiguate pseudonyms after Bob registers
his ownership of the item. If Alice has been delegated linking ability, we have two methods for
ensuring Alice can no longer link a tag after it is passed to Bob. First, a method we call soft killing,
and second a method for securely incrementing a tag’s leaf counter. We describe both methods in
more detail in Section 6. Previous work on ownership transfer focused on a “recoding” technique
with writeable RFID tags, in which a tag is overwritten with a new identifier that does not change
between recodings. Therefore the RFID tag is still vulnerable to tracking and hotlisting until it
is recoded [9]. Recoding also introduces the problem of managing secure access to the recoding
operation in order to prevent other parties rewriting the tag.

Scalable Lookup A major technical challenge in the design of such systems is how to make
them scalable to a large number of tags. Consider a TC with a database of N tags that receives
a pseudonym to be disambiguated. Naively, one might check, for each of the N tags known to the
TC, whether this pseudonym could have been generated by that tag. This results in O(N) work if
the number of potential pseudonyms for each tag is limited. Ohkubo et al. introduce a pseudonym
scheme for RFID that works in this manner [11].

To improve scalability Ohkubo et al. propose storing the expected next output of each RFID
tag as an optimization, but this cannot be kept up to date unless the trusted authority is online
for every tag read. Avoine and Oeschlin propose a time-space tradeoff technique that improves the
complexity of the Ohkubo et al. protocol to O(N%) time with a table of size O(Ng), but their
protocol does not support delegation as ours does [2].

Instead, we design a scheme with logarithmic workload: in our protocol, the TC needs only do
O(log N) work to disambiguate a pseudonym. The logarithmic complexity does not apply to readers
who have been delegated access to a subset of tags: a reader can disambiguate each pseudonym in
O(D) time, where D is the number of tags delegated to the reader. In practice we expect D will be
small compared to the total number of tags; for example, D might be the number of tags in a single
shipment of goods. Fortunately, since there is a great deal of locality in tag-reader interactions,
most readers will only be associated with a small number of tags, so we expect this performance
level to be more than adequate in practice. In Figure 2 we show a comparison to previous RFID
privacy schemes.

3 Protocol Overview

The main idea of our scheme is to store a “tree of secrets” on the RFID tag. Our solution requires a
pseudo-random function and a non-volatile counter on the RFID tag. Given recent results on AES



Scheme Treader Sreader TTC Src  # Msg Comm Delegation?

OSK [11] O(N) O(N) NA  NA 1 o(1) No
AO [2] O(N3) O(N3i) NA  NA 1 o(1) No
MW [10] O(log N) O(1) NA NA Of(log N) O(log N) No

Basic Scheme O(D)

O(D) O(logN) O(2%1) 1 O(logN) Yes
Optimized Scheme| O(D) O(D)

(log N) O(1) 1 O(log N) Yes

o O

Fig. 2. Comparison to previous RFID privacy schemes. Here Tr¢c and St¢ stand for the time and storage requirements
of the Trusted Center, with the Reader requirements marked similarly. N is the total number of tags in the system,
d; is the depth of the Trusted Center’s tree, and D is the number of tags delegated to a particular reader. In practice,
we expect D < N. The Optimized Scheme uses a PRF to generate the TC’s tree of secrets and truncates the tag
outputs, as described in Section 7.

implementation for RFID by Feldhofer et al., this appears reasonable for a large class of tags [3].
Fach tag keeps a counter, which is incremented on each read. The counter stores the index of the
next leaf of the tree to use. The path from root to leaf, combined with a random nonce, determines
the tag’s response to an RFID reader. After each response, the tag “updates” itself and its key
material to the next leaf in the tree. A part of the tree from the root to a given depth (d;) is shared
between the Trusted Center and the tag alone. This shared key material allows the TC to determine
the tag’s identity with logarithmic complexity. Molnar and Wagner [10] showed how to use a “tree
scheme” to reduce reader work in private mutual authentication from linear to logarithmic in the
number of tags. Unfortunately, the scheme requires at least 3 and possibly as many as O(log N)
rounds of communication between tag and reader, while we achieve one message from tag to reader.
Further, their work does not support delegation, nor does it work with legacy readers. Our work
uses a similar tree construction to achieve logarithmic work, but applies the scheme to a different
problem, that of RFID pseudonyms.

Secrets from the tree below depth (d;) may be given by the TC to an RFID reader. Because the
tag evolves its key with each step, this delegated key material will “expire” after a certain number
of tag reads. For simplicity, we will describe our protocol as if a random number generator exists on
the RFID tag. In some RFID technologies, this may not be realistic; therefore we show in Section 7
how to replace this with an increasing counter. We will also limit the description to a binary tree of
secrets, but in practice we will want to pick a tree with a high branching factor to make a tradeoff
between reader work and tag communication. Again, we treat this in more depth in Section 7.

4 Notations and Background

— A pseudo-random functions (PRF) uses key k from a key space K on input M of length n-bits
and output n-bits. F': K x {0,1}" — {0,1}". We write Fy(M).

— A pseudo-random generator (PRG) on input M of length k-bits is defined as: G : {0,1}* —
{0,1}% x {0,1}*. We write G101} (M). By Go(M) we denote the first k bits output G on input
M. By G1(M) we denote the next k bits output G on input M.

— Let {0, 1}=" denote the set of bitstrings of length at most n. If s € {0, 1}* is a bitstring, let s1_;
denote the first i bits of s, and let len(s) denote the length of s (in bits).

— We also view $12" 1 4. ..+ 5,12+ s,. Each bitstring s € {0, 1}§d identifies a node in the tree;
s = 0 and s = 1 are its left and right children, respectively.

— If f: 58 — T is a function and S C S, let f|s : S — T denote the function f restricted to S.
When given a function A : {0, 1}=% — K defined on {0, 1}=% we extend it to a function defined
on all of {0,1}* as needed by defining h(sb) = Gy(h(s)) for every s € {0,1}>% b € {0,1}.
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Fig. 3. An example tree of secrets for four tags in our RFID pseudonym scheme. The nodes drawn with solid lines
correspond to secrets shared only between the tags T1,...,T4 and the Trusted Center. Each of these secrets is drawn
uniformly at random and independently of each other. The dashed line nodes are secrets in delegation trees, where
child nodes are derived by the GGM construction of applying a pseudo-random generator to the parent. On each read,
a tag updates its state to use the next leaf in the delegation tree for its next pseudonym. To delegate limited-time
access to a Tag, the Trusted Center can give out subtrees of the delegation tree; for example, the immediate parent
of 1 and 2 allows learning T1’s identity in time periods 1 and 2, but not in time periods 3 and 4.

We define a rooted full binary tree of depth d with k-bit string stored in the nodes and edges
labeled 0 or 1. The tree stores random k-bit strings in all nodes < d1. In the nodes of succeding levels
it stores k-bit string computed by applying G as follows. If a k-bit string is stored in an internal node
v, then Go(v) is stored in v's left son and G'1(v) is stored in v's right son. If s € {0,1}¢ is a bitstring
representing the position of a node v at the leaf. Let s1._4_1 denote the position of v's parent. The
ancestor path from leaf to the root is defined by the nodes in position: (s1.4-1), (S1.4-2), -, (51..1)
and the function h(s; ;) represents the k-bit string value of the node in position s _;.

5 Our Protocol

We assume a central Trusted Center role that can authenticate and authorize readers. Each Tag has
a unique ID, which we would like to keep secret from a Reader unless the Reader’s request meets
a privacy policy associated with the Tag. The Reader interacts with a Tag and learns a one-time
pseudonym p. Then the Reader asks the Trusted Center to identify the Tag. We first describe the
basic "tree of secrets” used to generate the one-time pseudonym, including a description of the
setup phase. We then describe the process through which a tag responds to the reader. Next we
describe the mapping from pseudonym to tag identity, focusing on the problem of delegation. Later
we will show how our protocol enables a secure transfer of ownership without need to rekey the
tag.

Tree of Secrets To ensure our privacy goal the pseudonym needs to be updated whenever a tag
response is generated. Our protocol is based around a tree of secrets of depth d = dj + d2 as shown
in Figures 3. Each node represents a cryptographic secret of length k-bit.

The first dy levels contain node secrets that are chosen independently of each other. The Trusted
Center maintains the tree and generates these secrets at system initialization time using the al-
gorithm TC.GENTC. The TC associates each tag with one node at depth d; and the following



Tag State:
¢, a counter in {0,1}¢. Initialized to 0.
h, where h = H|s for some set S C {0,1}=%1.

Algorithm TAG.RESPOND():
1. Pick r €x {0,1}* uniformly at random.

2. Set pi= (Fh(cl..l)(r)r Fh(¢1..2)(r)7 R Fh<cl..d)(r))'
3. Set ¢c:=c+ 1.
4. Return (r,p).

Fig. 4. Algorithms and state for the RFID tag.

property will always hold: each tag knows all the keys from its node at depth d; up to the root
node, but not other nodes in the tree. Secrets above d; in the tree are shared only between a Tag
and the Trusted Center; a Reader will not have access to these secrets. We model the secret gener-
ation as a random function H kept by the TC and generated during TC.GENTC. All provisioning
is done by the TC, which also ensures no tags are given the same secrets at level d;. This algorithm
is shown in Figure 5 (see TC.ENROLLTAG). The TC at enrollment time also records each tag’s real
identity ID, which may be an arbitrary string.

The next ds levels of the tree contain node secrets that are derived using a GGM tree construc-
tion [4]: each node is labelled with a secret, and the secrets for its children are derived by applying
a PRG. Knowing a secret in the tree allows computation of the secrets for every descendent, i.e.
the subtree rooted at that node, but nothing else. As shown in Figure 3, if we denote a secret
x stored in a node v at depth d; then Go(v) is stored in v's left son and G (v) is stored in v's
right son. Let s = 512" "' 4+ ... + s5_12 + s4 be a binary string. The value of a node at depth d is
Gs,(Gsy (- (Gsyy(2)))). These secrets are shared between a Tag and the TC and can be shared
with a reader during the delegation process.

Tag Response Having access to subtrees of secrets is important for a Reader, because these
subtrees allow the reader to map the Tag’s pseudonym (r,p) to an ID without needing the TC.
Each Tag T keeps a counter c. A Tag responds to a query from the reader by generating a random
number r and sending a pseudonym

(T,p) = (Tv (ph s 7pd)) = (7’, Fh(C1.A1)(T)7 Fh(CLz)(r)? s Fh(cl,,d)(r))

where the h(c; ;) values represent secrets along the path in the tree of secrets from the root to the
Tag’s current leaf T'.c. The Tag then increments the counter c. In practice, the counter value might
be 64 bits.

Pseudocode for computing the response is shown in Tag. RESPOND. Each leaf value ¢ corresponds
to a new pseudonym of the tag. Below we discuss how the TC and the Reader can use their trees of
secrets to map the pseudonym (r,p) to the Tag’s ID. Note that because the counter ¢ increments,
the Tag will use a different path of secrets, and therefore a different pseudonym, for every Reader
response: this is what ensures that the Reader’s subtree of secrets will “expire” after a certain
number of tag reads. The complexity of Tag.RESPOND depends on the overall depth of the tree,
however, not directly on the size of the counter. By varying the branching factor and depth of the
tree, we can trade off between the complexity of Tag. RESPOND and the complexity for the reader;
we return to this in more depth in Section 7.

Mapping and Delegation To map a pseudonym p to the Tag’s identity, the TC starts at the
root of the tree of secrets. Then the TC performs a depth-first search over the tree, looking for the



TC State:
H:{0,1}% — K, a function.

Algorithm TC.GENTC():
1. Let H : {0,1}% — K be a random function, i.e., pick H(s) €g K uniformly at random
for each bitstring s of length at most d;.

Algorithm TC.ENROLLTAG(ID):

1. Find the smallest integer ¢ € {0, 1}d1 that hasn’t been assigned to any other tag. Assign t to this tag.
2. Set S = {tl_,j : 0 S] S dl}

3. Return (¢ 092, H|g) as the state for this tag.

Algorithm TC.DELEGATE(L, R):
1. Set S:={z1..4, : L <z < R}. Return H|s.

Algorithm TC.IDENTIFYTAG(r, p):
1. Return DFS(r,p, 1,¢€), where € denotes the empty bitstring.

Algorithm DFS(r,p = (p1,..,pd), %, 5):

1. Set ids := 0.

2. If Fr(s0)(r) = p: then set ids := ids U DFS(r,p,7+ 1, s0).
3. If Fr(s1)(r) = ps then set ids := idsU DFS(r,p,i+1,s1).
4. Return ids.

Fig. 5. Algorithms and state for the Trusted Center.

Reader State:
h:S — K, for some S C {0,1}2% with S initialized to 0.

Algorithm READER.IDENTIFYTAG(r,p = (p1,..,d)):
1. For each s € S, do:

2. If Fys)(r) = Pien(s), then return s.

3. return L.

Fig. 6. Algorithms and state for the Reader.

path in the tree that matches the response p. At each node s, the TC can check whether the left
child s0 or the right child s 1 matches entry p; in the response by checking whether Fyy(r) = p; or
Fs1(r) = pi, respectively. Pseudocode is shown in Figure 5 (see TC.IDENTIFYTAG). Then the TC
can map from the identity of the tag’s current node to the tag’s real identity ID. Based on ID,
the identity of the Reader, and a privacy policy, the TC can then decide whether to reveal ID to
the reader. This provides a mechanism for enforcing a privacy policy regarding which readers are
allowed to learn which Tag IDs.

With this approach, the TC must be online for every tag read, which may incur too much
overhead for the TC. Our protocol also allows for “offline delegation” the TC to delegate access to
a certain interval of pseudonyms to the Reader. This allows the Reader to perform the mapping
itself from a pseudonym (r,p) to the Tag’s identity 1D, but only if the Tag’s counter value is in a
prescribed interval [L, R] (for some 1 < L < R < 29).

Recall that each leaf of the tree corresponds to a different pseudonym for a tag. To delegate
access to leaves in an interval [L, R], the TC first determines the set S of all z; such that i is of
length dy and z; falls in the interval [L, R]. The TC then sends H|g to the Reader along with the
Tag’s identity. Pseudocode is shown in TC.DELEGATE. In terms of our tree, the set S corresponds



to the minimal set of nodes that cover the interval [L, R]. Now, when the Reader sees the Tag’s
pseudonym (r,p), the Reader no longer needs to communicate with the TC. Instead, the Reader
computes Fj)(r) for all s € S, which it can do because it has access to H|s. If the Reader
finds a match between the tag response and an s value, then it has learned the Tag’s identity.
Pseudocode for the Reader’s computation is shown in Figure 6 (see Reader.IDENTIFYTAG). After
the Tag updates itself past the leaf R, however, the Reader can no longer map the Tag’s pseudonym
(r,p) back to the Tag’s identifier ID. This is because the counter TAG.c will have updated past
the subtree of secrets known to the Reader. At that point, the Reader must re-apply to the TC for
more access.

During the depth-first search, the TC determines which node at level d; is currently in use by
the Tag. This requires 2d; evaluations of a PRF. Because each tag has at least one node at level dy
of the tree and none of these values are shared between tags, this requires only O(log V) evaluations
of the PRF. If the TC further wishes to learn the exact counter value used by the Tag, this requires
another 2ds evaluations of a PRF.

The Reader, by contrast, must check every value in its delegated subset S to see if it finds a
match with an entry of the Tag’s response. This takes time O(D), where D = |S|. In the case of
large subsets S, the Reader could apply the precomputation technique of Avoine and Oeschlin to
achieve time O(Dg) with a table of size O(Dg) [2].

6 Ownership Transfer

Ownership transfer in RFID is the following problem: Alice gives an RFID tag to Bob. How do
we prevent Alice from later reading the RFID tag? This problem is crucial for limiting the trust
required in readers which may need to read tags at some point in the tag’s lifetime.

In the case that Alice has not been delegated access to the RFID tag, ownership transfer in
our model is simple. The Trusted Center is notified of the transfer and updates a privacy policy
associated with the tag. Afterwards, Alice requests access to the tag’s ID. The TC then checks the
privacy policy, sees Alice no longer owns the item, and denies access. In case Alice has already been
delegated access to the tag, we introduce two methods for ownership transfer.

Soft Killing. Bob queries the TC and learns how many leaves were delegated to Alice. Suppose
this number is k. Bob then reads the tag k& + 1 times. The tag will then have updated past Alice’s
access, so she will no longer be able to disambiguate the tag’s pseudonyms. Notice that even if Bob
knows how many leaves were delegated to Alice, he still cannot distinguish a tag delegated to Alice
from any other tag without Alice’s help; this is because the tag will emit a new, pseudorandom,
pseudonym on each read. Therefore knowing the number of leaves delegated to Alice does not hurt
the privacy of our protocol.

The benefit of soft killing is that it does not require shared secrets between the tag and reader.
The downside is that soft killing requires many tag reads. Soft killing also opens up the possibility
for a denial of service attack if an adversary reads the tag many times; Alice can recover from this
by simply asking the Trusted Center to delegate more access.

Increasing The Tag Counter. We allow Bob to increase the counter on a tag from ¢ to ¢. Bob
does so by sending the Tag a random seed r, after which Bob and the Tag can perform mutual
authentication and establish a secure channel with the shared secret Fj.)(r). Bob then sends ¢’
to the tag. We require that ¢ > ¢, so Bob can only increase the tag’s counter, not decrease it.
Alternatively, Bob can send the Tag a similar message identifying a subtree; the tag then updates
itself to the least leaf in that subtree. By doing so, Bob can “leapfrog” the tag over Alice’s delegated



leaves and be sure that Alice can no longer read the tag. Increasing the counter requires only one
read, but also requires that Bob share a secret with the tag. Notice that the Trusted Center need
not be involved at all in the transaction in this case.

7 Security Analysis and Optimizations

Threat Model.We now outline the security goals and threat model for our scheme. First, our
protocol provides privacy for RFID tag readings: without specific permission by the Trusted Party,
a reader cannot determine the tag identity from the pseudonym or otherwise link different readings
of the same tag. Privacy should hold even when the adversary is allowed to ask for delegated
access to tags of its choice. In particular, an adversary cannot map a tag’s pseudonym to the
tag’s ID unless it has been specifically delegated access to the tree leaf currently used by that tag.
Second, we provide replay-only security against impersonation attack. In an impersonation attack,
an adversary wishes to pretend it is a legitimate RFID tag without knowing that tag’s secrets.
Because a pseudonym protocol uses only one message from tag to reader, it necessarily falls victim
to a replay attack in which an adversary records a tag’s pseudonym and replays it later to an RFID
reader. We want a protocol where replay is the “worst” an adversary can do: without the secret
keys of a tag, an adversary cannot generate valid tag pseudonyms it has not yet seen. We believe
this limited replay-only security is tolerable, as duplicate readings of the same pseudonym can be
detected and handled by a back-end database correlating RFID information.

We say an adaptive radio-only adversary is allowed to query tags of its choice in the order of
its choice. We also assume the adversary can use the legitimate reader as an oracle to learn the
“true” identity of any given pseudonym. In Appendix A we formalize this adversary’s capabilities
with a left-or-right definition of privacy. Even stronger than this is a tag-breaking adversary, which
can compromise tags of its choice. We show in Appendix A that our protocol is private against
an adaptive radio-only adversary, even if the adversary is allowed to ask for delegated leaves. Our
protocol further achieves replay-only security against impersonation attack even against a tag-
breaking adversary.

In contrast, we lose some privacy in the case that an attacker can compromise a tag. This is
because two tags may share secrets if they share the same path in the tree. The likelihood that two
randomly chosen tags share a secret is controlled by the branching factor of our tree of secrets. At
one extreme, a tree with one level and a branching factor of IV gives each tag a different secret.
At the other, a binary tree of depth d means that two randomly chosen tags have a (%)k chance of
sharing k secrets. Each deployment can pick the branching factor that makes an acceptable tradeoff
between privacy loss under tag compromise and reader work; our scheme still yields benefits from
delegation even at high branching factors.

From PRFs to Hash Functions. Throughout we have assumed the use of Pseudo-Random
Functions for generating tag responses. Because of the structure of our protocol, however, a Hash
function would suffice. It remains an open question whether Hash are more efficient to construct
than PRFs in practice on RFID devices and there may be not practical differences in the context
of low-cost RFID tags [13].

Truncating PRF Values. Instead of sending full PRF values in a tag response, we could send
truncated versions. This approach reduces communication overhead at the cost of causing potential
misidentification. Regarding the size of the communication, if the output of the PRF used to produce
the elements of the tag output is k’ bits, then the output message length will be size(r) + k'd bits.



Number of Tags|Tag Storage|Communication| Tag Compute|Reader Compute
270 192 112 5 5. 210
230 256 116 6 6210
210 320 120 7 72"

Fig. 7. Concrete resource use of our scheme for some example parameters. We use a branching factor of 2'° in all
cases, use a 64-bit r value with truncation, and we assume tags will be read at most 22° times. Tag and reader
computation are both measured in expected number of PRF evaluations.

Instead of sending full PRF outputs, we could send truncated versions. This approach raises the
costs of identifying the tag only slightly since we might navigate more than 2d branches.

We define a truncation function R, : X — X mod 2% where 1 < a < &k is the length in bit
of the truncated output. When truncation is applied a Tag responds to a query generated from a
reader with (7,p) := (7, Ra(Fhe, 1)(7))s s Ba(Fhiey 5)(7)))-

While ” Truncating PRF Values” improves the communication efficiency, it necessarily intro-
duces false positives in the identification process. By using truncation a tag cannot be positively
identified from a single node secret, but must be probabilistically identified using multiple nodes.
In the following analysis, for simplicity, we consider a tree with branching factor 2.

— Probability of False Positive. False positives or misidentifications occur when a message identifies

at least a leaf when and only when the function R, is applied. An upper bound of the probability
to get a false positive is given by 2 (¢=1(d)
The exact probability can be calculated by the recursion: Py = 1 and P,,1 = 2pP,, — p*P?,
where p = 1/2%. Again by recursion we can show that 0 < P, < (2p)". We can therefore
limit the probability of false positive to € by choosing a so that (2p)™ < ¢, or in other words,
a>1—Ine/(nln2).

— Search Complexity. There are two main usages for tag identification: to recognize valid messages
from tags owned by the TC and rejecting messages from unknown tags. In terms of PRF
computations a non-truncated scheme has a complexity of 2d in the first case and just over 2
in the second. A truncated scheme has the same order of complexity for values of a > 4 as we
show below.

We define D,, as the average number of tests to check that a message is not in a tree of depth
n. Again D,, can be defined by recursion as: D1 =2, D,,41 =2+ 2pD,,(1 — P,)/(1 — pP,). By
recursion we can show that 0 < D, < 2/(1 — 2p).

We then define V,, as the number of tests necessary to authenticate a valid message from the
tag. Vi, =n+1/2(D1 + ... + Dy—1). For a > 2, we can show that V,, < (14 d/2)n + 1. So the
number of operations to validate a message is of the order (1 + d/2)n which converges towards
2n for high enough values of a. We conclude that four-bit truncation leads to a probability of
false positive of 4.5 x 1074 for d = 48 and search complexity of 2.13 - d. Overall, the number of
verification operations does not increase while the communication overhead is greatly reduced
by a factor of a/k’.

Branching Factor and Concrete Examples. As we have noted, in practice we would employ
trees with branching factors much larger than 2. A larger branching factor reduces the depth of
the tree, and therefore reduced tag storage and communication, at the cost of more computation
for the Trusted Center and Reader. For example, consider an RFID system with 22°, or about
one million, tags each of which will be read at most 220 times. We construct a five-layer tree of



secrets with branching factor 1024 = 210 at all levels. Each tag stores three 64-bit secrets s1, sa, 53,
with the third secret being the root of a GGM tree that covers the final two tree levels. For each
pseudonym, the tag runs a PRF twice to obtain sy, s5, the secrets completing the path to its current
leaf. Total tag storage is 3 - 64 = 192 bits and total tag computation is 5 applications of the PRF.
If we truncate the tag’s responses to 4 bits except for the leaf value, then use a 64-bit r and 32-bit
truncation of the leaf value, the tag’s total communication is 64 + 16 4+ 32 = 112 bits. The work for
the reader, on the other hand, is only 5-2'% applications of the PRF. We show concrete parameters
for this and some other examples in Figure: 7.

8 Conclusions

Several large-scale deployments of RFID devices already exist, and more are on the way. Unless we
address the privacy issues in RFID now, we will find ourselves with legacy RFID devices that do not
support privacy at all. At the same time, mechanisms for RFID privacy must be as lightweight as
possible, both for the tag and for the supporting infrastructure. We have shown an RFID pseudonym
scheme that requires only a PRF and counter on tag, and achieves logarithmic work for the Trusted
Center to identify a tag. We argued that these assumptions are reasonable for some current RFID
deployments, such as passports and libraries, and showed that we can support large deployments
with modest tag state and communication. Further, we can delegate the ability to identify RFID
tags, a novel primitive for RFID that eases ownership transfer between mutually distrusting parties
and allows limiting the trust placed in a single RFID reader. By using our protocol, we can enhance
the privacy properties of a wide range of current and future deployments of RFID technology.
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A Security Analysis

A.1 Definitions

Exp-NoDelegation(): Exp-Delegation():

1. Call IN.GENTC(1%). 1. Call IN.GENTC(1%).

2. For i :=1to N, do: 2. For i := 0 to N, do:

3. Set T; := IN.ENROLLTAG(). 3. Set T; := IN.ENROLLTAG().

4. Choose b €r {0, 1} uniformly at random. 4. Choose b €r {0, 1} uniformly at random.
5. Set b/ .— AREADER,Ob(i,j). 5. Set b/ = AREADER,,INADELE(}ATE,Ob(i,j).

Fig. 8. Experiments for definition of private RFID pseudonyms, with and without delegation.

EXPERIMENT-REPLAYONLY-TAGCOMPROMISE():
1. Call IN.GENTC(1%).

2. For i := 0 to N, do:

3. Set T; := IN.ENROLLTAG().

4. Return AREADER,IN.DELEGATE,IN.IDENTIFYTAG,BREAKTAG,Ob (%,5)

Fig. 9. Experiment for definition of replay-only security of RFID pseudonyms under tag compromise attack.

We define privacy for our RFID pseudonym protocol by the experiments shown in Figure 8.
In these experiments, we define a sequence of tag oracles T1,...,TxN. On a query, an oracle runs
Tag.RESPOND , updates the tag’s state, and returns the corresponding result. Our experiments use
a “left-or-right” style of definition in which the adversary is given a special oracle Oy(i, j), where
b € {0,1}. If b = 0, the oracle O, will behave like the tag oracle T; on query (i, j), otherwise O,
will behave like the tag oracle Tj. The adversary, based on its interaction with O(4, j) and other
tag oracles, must decide whether b = 0 or b = 1. The adversary may make as many queries as it
wishes to the special oracle Op.

Notice that the adversary has access to an individual tag oracle T; by querying the left-or-
right oracle with (7,7). This access does not allow for trivial distinguishing because tag oracles are
stateful and update their counters on each invocation. Further note that while we have provided
the adversary with an oracle for the RFID reader, in this experiment interaction with the reader
cannot help the adversary, as the reader produces no output.

When we do not allow delegation, we use EXP-NODELEGATION and define the advantage of
such an adversary as AdvVoPelegation 4 .— | Pr[h = ] — %\ We say that a pseudonym protocol is
(t,q,€)-private against no-delegation adversaries if the advantage of an adversary A that runs in
time at most ¢ and makes at most g queries is at most e.

We can also define privacy against an adversary that asks the Trusted Center for delegated
access to tags. We model this by augmenting the adversary with an IN.DELEGATE oracle that gives
the adversary access to the Trusted Center’s DELEGATE functionality, with a special restriction on
the queries of the adversary. We will stipulate that the adversary may not query O(i, j) with a tag
T; such that the adversary previously queried the value T;.ctr of that reading to IN.DELEGATE but
not T.ctr or vice versa.



Similarly, if the adversary has queried Oy(4, j), we prohibit the adversary from calling IN.DELEGATE

on a range of leaves used by ¢ in its state at that query but not j or vice versa. We enact similar
restrictions for the cases of ¢ and j whose leaf values have both been queried to IN.DELEGATE.
These restrictions rule out “trivial” tag distinguishing, in which A distinguishes a tag for which it
has legitimate access from IN.DELEGATE from a tag for which it has no such access, or distinguishes
two tags for which it has legitimate access.

We also consider security against impersonation attacks. In an impersonation attack, the adver-
sary wishes to falsely convince a reader that a tag is present. Our protocol admits a replay attack,
because an adversary can record a tag’s response and replay it later to a reader. Replay, however, is
the worst the adversary can do. Even if the adversary can choose tags, compromise them, and learn
all secrets of the chosen tags, the adversary cannot create non-replayed pseudonyms for any of the
remaining tags. We formalize this notion, which we call replay-only security against impersonation
under chosen tag compromise by the experiment in Figure 9.

In the experiment, BREAKTAG is a special oracle that on query ¢ returns the internal state
for the tag oracle T;, including the tag’s secret key T;.T K. We define the advantage of A as the
probability that A queries IN.IDENTIFYTAG with a value v not previously returned by 7} that causes
IN.IDENTIFYTAG to return j for some j not previously queried to BREAKTAG or IN.DELEGATE.
We define (t, g, €) replay-only security under chosen tag compromise to mean that an adversary
running in time ¢ and making more than g queries has advantage at most e.

A.2 Proofs of Security

We now prove that our pseudonym scheme satisfies the definition of privacy in the previous section
both with and without delegation. We also show our scheme provides replay-only impersonation
security under tag compromise attack.

Theorem 1. Suppose {Fs}sck is a (tprr,qprF, €prF)-PRF and G is a (tprr, e€pra)-PRG. Then
our pseudonym protocol for a tree of depth d and delegation tree of depth dy is (t',q',€) pri-
vate against a no-delegation adversary, with t' = d(tpgrr) + d2(tpra), ¢ = (qprr/d), and € =

2
¢?d(eprr + 2% + ¢'depra).

Proof. The main idea of the proof is to first analyze the protocol as if all r values that appear
in pseudonyms are distinct and all secrets in the tree are generated randomly.We then bound the
probability that the pre-conditions fail to hold.

Lemma 1. (Pseudonym Indistinguishability (PI) Lemma). Let a; and b; be the secrets for tag
oracles T, and Ty, and assume that for all i, we have a; and b; chosen uniformly from K. Then
the response of Tg, A := (11, Fa,(11), ..., Fa,(r1)) is (tprr/d,2d - eprr)-indistinguishable from the
response of Ty B = (ro, Fy, (12), ..., Fy,(r2)) over r1,m2 «—pg {0,1}*, provided v # r2 and a; # b;
for all i and j.

Proof. (Lemma) We build hybrids between A and B. At some hybrid ¢ we distinguish between
F,,(r1) and Fp,(r2). This contradicts the PRF Which-Key Lemma. The security loss is a factor
of d, which when combined with the factor of 2 from the Which-Key Lemma gives us a total of

2d - €pRrF.

Lemma 2. (Precondition Lemma). The probability that the preconditions of the PI Lemma are not

/2
met over q' queries is at most 2% 4+ ¢'d - epra.



Proof. (Lemma) Let BAD be the event that not all the preconditions of the PI Lemma are sat-
isfied. We see that Pr[BAD] = Pr[RCOLLIDE] + Pr[KEYCOLLIDE]| 4+ Pri[GGMFAIL]. Here
RCOLLIDE is the event that some r appears twice as a response to an adversary query. By

the Birthday Paradox, after ¢ queries, Pr[RCOLLIDE] ~ %%j. By a similar argument, the event

KFEYCOLLIDE that two keys in the tree of secrets are equal is at most (‘1;7%)2.

The event GGM FAIL is the event that the adversary can distinguish the PRFs in a tag’s
response keyed with elements of a GGM tree g; from PRFs keyed with truly random values ¢;. We
bound the probability of GGMFAIL by building hybrids between (r1, Fy, (r1), ..., Fy,(r1)) and
(ro, Fy,(12),...,Fy,(r2)). As we walk from hybrid to hybrid, there must be some ¢ such that A
distinguishes F},(r1) from Fy,(r2). This contradicts the security of the PRG. We lose a factor of d
for a total probability of depgrq for each query, a total of ¢'deprg.

Combining the PI Lemma and the Precondition Lemma for each of the adversary’s ¢’ queries,
we see that the responses of the oracle O1(i,5) and Oy(i, ) are (¢, ¢'deprr)-indistinguishable from

each other for all ¢"? pairs of i and j with probability at least 23—2 + qde pre. Therefore our protocol

is (t',¢, ¢"*deprr +2‘§ +¢'deppe)-private. Because each query has d PRF invocations and do PRG
invocations, we have ¢’ = qprp/d and t' = dtprp + dotprec

Theorem 2. Suppose F KX{O, l}k — {0, l}k/ 18 a (tpRF,qPRF, 6PRF>—PRF and G is a (tpRg, qug)—
PRG. Then our protocol is (t',q',€") private for a tree of secrets of depth d against an adver-
sary with access to a delegation oracle, with t' = d(tprr + tprc)d,d = qprr/d, and € =

/2
¢*2eprr + ¢'d(2eprr + €pra) + 2%4;.

Proof. The main idea of the proof is to show that the tree values obtained by the adversary via
IN.DELEGATE do not give the adversary much advantage at distinguishing PRFs keyed with the
remaining, unrevealed values g; in the same subtree. We express this in the following lemma:

Lemma 3. (GGM Resilience Lemma). Let t1, ..., tq, and g1 be chosen uniformly from {0,1}*. Let
g1, ---, 9d, be a path of secrets in a GGM tree with root gi. Let v1,...,v, be a subset of secrets in
the same GGM tree such that no g; is a descendant of v; for all i and j. Then for all v; and g;,

| PrA" Tz (o)) = 1] = Pr[AT T (v ]| < €, where €' = d(2eprr + €pre)-

Proof. (Lemma) We build a hybrid sequence of oracles between Fy,, ..., F; ds and Fy,,..., F, dy
Because A distinguishes the extreme hybrids, there must be some ¢ for which A distinguishes the
oracle sequence Fy,..., Fy,, Fy, ... ,ng2 from Fiy, ... Fy, Fgppyse- ,ngQ. Therefore A distin-
guishes F}, from Fy,.

Now there are three cases. In case 1), if £ = 1, then by the PRF Which-Key Lemma we see
that Fy, and Fj, are distinguishable with probability at most 2eprp, as both ¢; and g; were chosen
uniformly at random.

In case 2), there exists a v; such that v; is a descendant of gy. Let a be the bit-string which
encodes the sequence of Gy and G applications which produce v; when applied to g¢. Then we can
build a distinguisher A% re that contradicts the security of G. On on input m, A2 RrG computes
Go(m) and runs ATem (G, (m)). We see that if G is an eppg-secure PRG, then F;, and F,, are
distinguishable with probability at most eprg.

In case 3), no v; is a descendant of gy. Let v; be the value that minimizes the edge distance
between g, and a, where a is the least common ancestor of v; and gg. By the argument of case 2), a is
distinguishable from a random value with probability at most e pra. Therefore gy is indistinguishable
from random, and so F}, and F}, are distinguishable with probability at most eprg.

Putting it together, we obtain a bound of d(max(2epr, epra)) < d(2¢prr + €PRG)-



Now consider the adversary’s queries to Oy(i, 7). If the adversary has asked for delegated values
in the same GGM tree as Tj.ctr or Tj.ctr, we apply the GGM Resilience Lemma. Otherwise we
apply the bound on GGM F AIL from the Precondition Lemma. As before, we apply the Birthday
Paradox to bound the probability that an r re-appears in any query of the adversary and the
probability any keys are repeated. Finally we can apply the PI Lemma to see that the responses of
Oy are indistinguishable from the responses of O for all ¢’? pairs of 4 and j. This yields the result.

Theorem 3. Suppose F : K x {0,1}* — {0, 1}":, is a (tprr,qpPRF,€prF)-PRF. Then our protocol
is (t',q', €') replay-only secure under chosen tag compromise, with t' = dtprrq',q = qprr/d, and

/d2
€ =deprr + (qzk) .

Proof. Assume for contradiction that there exists an adversary A that breaks replay-only security
under chosen tag compromise. Let S := {s1,..., Spreak} be the secrets obtained by A from calls to
the BREAKTAG oracle. Let W := (r,z1,...,xq) be A’s successful query to the IDENTIFYTAG oracle
and j be the value returned by that oracle. By the definition of IN.ENROLLTAG , there exists some
s; ¢ S and some £ such that Fy, (r) = x4, assuming all keys in IN.H are distinct, which occurs with

2
probability approximately (1 — (q;i) ). By the construction of our experiment, r never appeared in a

response from tag j and so Fj; (r) has not appeared in a response to an adversary query. Therefore
z¢ predicts an output of Fy, contradicting the fact that Fy, is a PRF.
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Abstract— Radio frequency identification (RFID) is the latest technology to play an important role
for object identification as a ubiquitous infrastructure. However, current low-cost RFID tags are highly
resource-constrained and cannot support its long-term security, so they have potential risks and may
violate privacy for their bearers. To remove security vulnerabilities, we propose a robust mutual au-
thentication protocol between a tag and a back-end server for low-cost RFID system that guarantees
data privacy and location privacy of tag bearers. Our protocol firstly provides reader authentication and
prevent active attacks based on the assumption that a reader is no more a trusted third party and the
communication channel between the reader and the back-end server is insecure like wireless channel.
Also, the proposed protocol exhibits forgery resistant against simple copy, or counterfeiting prevailing
RFID tags. As tags only have hash function and exclusive-or operation, our proposed protocol is very
feasible for low-cost RFID system compared to the previous works. The formal proof of correctness of

the proposed authentication protocol is given based on GNY logic.

Keywords:

1 Introduction

Radio Frequency Identification (RFID) is currently
considered as the next generation technology that is
mainly used to identify massive objects and will be
a substitution for an optical bar code system in the
near future. The typical RFID system consists of Ra-
dio Frequency (RF) tags, or transponders, and RF tag
readers, or transceivers [8, 12]. A back-end server is
usually included in RFID system as an individual com-
ponent [4, 11, 12, 14]. The micro-chip equipped on a
tag has a unique identification information and is appli-
cable for various fields such as animal tracking, supply
chain management, inventory control, etc.

The existing RFID systems are vulnerable to many
security risks and imply potential privacy problems,
since the implementation of well-known cryptographic
algorithms remains hard due to the restricted compu-
tational power and the memory size of a low-cost RFID
tag [3, 4, 6, 11, 12, 14]. User privacy issues are con-
sidered as a big barrier for the proliferation of RFID
system applications since the data of a tag can be trans-
mitted by an illegal interrogation without its bearer’s
attention.

RFID, tag, reader, back-end server, authentication protocol

To remove security vulnerabilities, an authentication
protocol for RFID systems can be considered as a se-
curity measure. As discussed in [1, 3, 11, 14], one of
the important issues to provide the security services
under RFID environment is to design an authentica-
tion protocol keeping the low computational power of
RFID tags in mind. In this paper, we propose a ro-
bust mutual authentication protocol that fits the low-
cost RFID system environment. Our protocol meets
the privacy protection for tag bearers, which requires
confidentiality, anonymity, and integrity in the crypto-
graphic point of view. The proposed protocol is robust
enough against the active attacks such as the man-in-
the-middle attack, and the replay attack as well as the
data loss [11, 12, 13]. Our protocol is based on mutual
authentication between a tag and a back-end server,
and provides authentication for the reader in a special
case the reader is no more regarded as the trusted third
party (TTP). We consider forgery resistance against the
attacker who copies or counterfeits a prevailing RFID
tag.

The remainder of the paper is organized as follows:
In Section 2, we introduce RFID system primer and



its related works, and then propose new authentication
scheme in Section 3. We discuss the security proof of
our scheme and suggest its security and performance in
Section 4 and Section 5, respectively.

Finally, we conclude this paper in section 6.

2 Related Works

A hash function is a powerful and yet computational
efficient cryptographic tool. Based on the one-wayness
of hash function together with authentication process
for low-cost RFID system are currently considered as
the proper solution in the aspect of security require-
ments and hardware implementation for low-cost RFID
tags. According to [9], a hash function can be imple-
mented with only about 1.7 K-gate.

Weis et al. [14] introduced two hash-based authenti-
cation schemes; hash-lock scheme and extended hash-
lockscheme. Their schemes mutually authenticate a tag
and a back-end server, and try to provide the user pri-
vacy protection features such as anonymity on a tag’s
data. However, their proposed protocols are neither pri-
vate nor secure against eavesdroppers since the attacker
can track metalD and (r, fs(r) ® ID) and imperson-
ate the tag to a legitimate reader. Extended hash-lock
scheme also has an implementation issue like a random
number generator into each tag.

Recently, Henrici and Miiller [4] proposed a simple
and efficient authentication protocol for low-cost RFID
system. Their protocol is based on a hash function
embedding in a tag and a random number generator
on a back-end server to protect the user information
privacy, the user location privacy, and the replay attack.
Their scheme also provides a simple method for the data
loss. However, this protocol cannot resist against the
man-in-the-middle attack. The attacker can be located
between a legitimate tag and a legitimate reader and
obtain the information from the tag. Thus, the attacker
easily can be authenticated by the legitimate reader
before the next session.

In the previous schemes, a reader is generally re-
garded as a TTP without the loss of security. However,
the wireless communication channel between a reader
and a back-end server can be considered as the inse-
cure channel. Thus, an adversary can impersonate as
a legitimate reader. Previous schemes cannot prevent
the man-in-the-middle attack when a reader is no more
a TTP. Besides, previous results did not clearly denote
the linkage between the authentication information and
the tag, so forgery is easily enabled with the passive
eavesdropping.

3 Owur Proposed Protocol

3.1 Notations

We use the notations as summarized in Table 1 to
describe the protocol throughout the paper. Like [4],
we adopt the similar database structure and the same
mechanism to prevent the data loss.

Table 1: Notations

T RF tag, or transponder.

R RF tag reader, or transceiver.

B Back-end server, it has a database.

D A database of B.

C Chip serial number that is embedded into 7.

Er() Symmetric-key encryption function with the key, k.
Dy() Symmetric-key decryption function with the key, k.
h() One-way hash function.

hi() Keyed hash function with the secret key k.

ID Temporary identification value of 7, it is used to
make the shared secret ko randomized.

1D’ Temporary value to be used to make the shared secret
k1 randomized.

k Secret key shared between R and B.

k1 Shared random secret between 7 and B.

ko Shared random secret between 7 and B.

RNG Random Number Generator in R.

Random number generated by RNG.
Keyed one-way hash value of hg(r).
Exclusive-or (XOR) function.

Verification operator to check whether the left side is
valid for the right side or not.

— Update operator from the right side to the left side.
Ty A field for the shared random secret, k1.

Ts A field for the shared random secret, ks.

AE A field for the pointer linking a pair of records.

CN A field for the chip serial number, C, of 7.

DATA A field for all other application related data of 7.

[~ & =

3.2 Assumptions and Attacking Model

Our protocol works under the natural assumption
that 7 has a hash function, XOR gate, and the capabil-
ity to keep state during a single session. The widely ac-
ceptable low-cost RFID tags likely require the usage of
passive tags [12, 14]. To design our proposed protocol,
we assume the low-cost RFID tag is passive and has a
re-writable memory like EEPROM with reasonable size
like EPC Class 2 of EPC Global [13]. In Crypto 2004,
Biham et al. [5, 15] showed that collision of SAHO,
MD4, MD5, HAVAL-128, and RIPEMD in a special
case is easily found. With this in mind, we expect that
the cryptographic hash function used in our protocol
has the desirable security like preimage resistance, sec-
ond preimage resistance, and collision avoidance. In
our protocol, we assume 7 has a hash function. In [9],
a hash function unit with block size of 64-bit can be
implemented with only about 1.7 K-gate, so it is also
assumed that there will be the practical implementa-



tion of hash function for the low-cost RFID tag with
the desirable security. Like [4, 11], we assume that 7
only has its authentication related information. A tag
also has a memory for keeping values of ID, ky, and
ko to process mutual authentication. The simple struc-
tures for the database record and the tag memory are
shown in Figure 1. Other required data of 7 for an
application are stored in the database of B.

In the previous schemes [4, 14], they assumed that
R is a TTP and the communication channel between
R and B is secure. However, we assume that R is not
a TTP and the communication channel is insecure like
the current wireless network. We also assume that k is
the secret key for keyed hash function shared between
R and B, and R and B has enough capability to manage
the symmetric-key cryptosystem and sufficient compu-
tational power for encryption and decryption.

To solve the security risks and privacy issues, the
following attacking model must be assumed and pre-
vented [4, 12, 13, 14]. However, in our protocol, we do
not consider a physical attack like detaching RFID tag
physically from a product because it is hard to carry
out in public or on a wide scale without detection. We
consider the following attacks:

- Man-in-the-middle attack: The attackers can im-
personate as a legitimate reader and get the in-
formation from 7, so he can impersonate as the
legitimate 7 responding to R. Thus, the attacker
easily can be authenticated by the legitimate R
before the next session.

- Replay attack: The attackers can eavesdrop the
response message from 7, and retransmit the mes-
sage to the legitimate R.

- Forgery: The simple copy for the information of
T by eavesdropping is enabled by the adversary.

- Data loss: The protocol can be damaged from the
denial-of-service(DoS) attack, power interruption,
and hijacking.

3.3 Security Requirement

To protect the user privacy, we consider the following
requirement in cryptographic point of view [13, 11].

- Data Confidentiality: The private information of
7T must be kept secure to guarantee user privacy.
The information of 7 must be meaningless for
its bearer even though it is eavesdropped by an
unauthorized R.

- Tag Anonymity: Although the data of 7 is en-
crypted, the unique identification information of

T is exposed since the encrypted data is constant.
An attacker can identify each 7 with its con-
stant encrypted data. Therefore, it is important

to make the information of 7 anonymous.

- Data Integrity: If the memory of 7 is rewritable,
forgery and data modification will happen. Thus,
the linkage between the authentication informa-
tion and 7 itself must be given in order to pre-
vent the simple copy for 7. On the other hand,
the data loss will happen from the DoS attack,
power interruption, message hijacking, etc. Thus,
the authentication information between 7 and B
must be delivered without any failure, and the
data recovery must be provided.

Besides, we must consider and evaluate the following
security feature in the design of RFID authentication

protocol.

- Mutual authentication and reader authentication:
In addition to access control, the mutual authen-
tication between 7 and B must be provided as a
measure of trust. By authenticating mutually, the
replay attack and the man-in-the-middle attack to
both 7 and B is prevented. B also must authenti-
cate R to avoid the man-in-the-middle attack by
an illegitimate R over the insecure channel.

3.4 Protocol Design
The overall protocol is shown in Figure 1. The de-

tailed procedures for each step are described.

3.4.1

1) Each 7 is given two fresh random secrets and a

Initial Setup

database, D, of B also stores them as the shared
secret. The temporary used two shared secrets
are k; and ky €y {0,1}. 7 has a hash function
and a XOR function. 7 does not need to have the
additional storage for its serial number, C', since
C is unique and permanently embedded into each
7 [8]. The initial identification data, h(ky), k1,
and ko are initially stored into I D, kq, and ky of
each 7’s memory, respectively.

2) R has a RNG with a keyed hash function, gen-
erates a fresh random nonce, r €y {0,1}!, and
calculates hi(r) for every session. R and B man-
age the secret key k for keyed hash function. We
simply denote hg(r) by S.

3) The database, D, of B manages a record pair for
each tag consisting of (Th,T, AE,CN,DATA)
like [4].
try exists initially at this moment.

AF is not set since no associated en-
CN, keeps



the unique chip serial number, C, for each 7. B
has a hash function and a keyed hash function to
verify 7 and R, respectively. The pair of records
point each other with the pointer field, AF.

3.4.2 Detailed Description

We describe the proposed protocol according to the
sequence of message exchange and also discuss the se-
curity goals that are achieved during the execution of
each protocol message.

T
(hQ), ®)
ki, k2, C

B R
(h0, h0, ®) (RNG, hi.0)

k1,ko,C

r, S = hg(r)
query with S

1) challenge
ID = h(k1 ® 5@ C)

ID,S,r ID

3) R-B response

2) T-R response

Verify S = hy(r) (abort if not)
then
Retrieve (k1, k2, C) from (T1,T>,CN) € D
Verify ID = h(ky @ hy(r) & C)
(abort if not)
then ID’' = h(k2)

4) B-R reply 5) R-7T reply
2
kl — kl [<3) 1D’ th(s) (DATA) Verify ID = h(kQ)
ko «— ko @ ID (abort if not)
then
ki — ki ®ID’
ko «— ko ID

Database Records

Ty, Te, AE, CN, DATA

[ I I I I ]
[ | I I I ]

Tag Memory
IDa kl: ko
T T 1

Insecure Channel Insecure Channel

Figure 1: Proposed Authentication Protocol

Step 1 (Challenge) In this step, R usually applies a
collision-avoidance protocol like the secure binary
tree walking [2, 13] or the standard protocols of
ISO 18000-3 MODE [7] to singularize 7 out of
many. R generates a fresh random nonce, r, and
randomizes it with the keyed one-way hash func-
tion, S = hg(r). R sends S to the queried 7.
The key, k, is shared by R and B, and S is used
to authenticate the validity of R. With S, the
man-in-the-middle attack is prevented against an
active attacker. It is also used to detect the ille-
gitimate R by B after step 3.

Step 2 (7-R Response) When queried, 7 sends ID
to R. ID is the output of one-way hash function

and used as the identification information. ID
has two purposes: One is to verify the legitimate
R with S, and another is to prevent the forgery
with C' by the passive eavesdropping. ID is ran-
domized with the shared secrets, k; and ko for
every read attempt.

Step 3 (R-B Response) R simply forwards ID to B.
At the same time, R also transmits .S and r to pre-
vent the man-in-the-middle attack and to detect
the illegal R. Within this step, B authenticates
R and 7 consequently with ID.

At first, B verifies whether the forwarded r is valid
or not by comparing S with hy(r). k is the shared
secret key only between R and B, so B can detect
the illegal R and discards the forwarded message.
So, the man-in-the middle attack by the illegiti-
mate R and a passive eavesdropper can be pre-
vented.

If R is valid, B retrieves the records corresponding
to ID and get k1, ko, and C from T3, Ts, and CN,
respectively. Then, B authenticates 7 with ID.
B calculates h(ky @ hy(r) ® C) and compares with
ID.

Since B initially stores the chip serial number, C,
B can evaluate the linkage between the forwarded
authentication information ID and 7 itself in or-
der to prevent forgery. Forgery can be detected
and prevented by B at this moment.

At the same time, B can detect and prevent the
man-in-the-middle attack since S is used as the
factor of the man-in-the-middle attack detection.
Similarly, the replay attack can be also detected
and prevented simultaneously.

If B successfully finishes the authentication pro-
cess, B generates I D’ with its one of shared ran-
ID’ will be used to make the
shared secret, ki, anonymous in the remaining

dom secrets ko.

steps.

The database of B generates a new record to con-
sist of a pair of records and updates with the cor-
responding record. AF has the value to point the
pair of records each other. When errors or the
data loss in message for the current session hap-
pens the database of B can refer to the record of
the previous session pointed by AFE of the current
session. Thus, the protocol is reliable for the data
recovery against the data loss.

Step 4 (B-R Reply) B encrypts the DAT A using h(5),
the randomly created shared secret key between B



and R. Then, B replies ID’ and Ej, (S)(DATA).
Then, B makes its shared two keys, k1 and ko,
randomized simply by Xoring. The same process
will be applied to the next step for making the
corresponding shared secrets of 7 to be anony-
mous. After this step, the corresponding decryp-
tion process, Dy, (S)(DATA), is processed by R
to get DATA. Thus, DATA of 7 is securely
obtained only by the legitimate R although the
adversary eavesdrops the reply messages on the

insecure channel.

Step 5 (R-7 Reply) Like step 3, R forwards ID’ to
the corresponding 7. Then, 7 processes the mu-
tual authentication. 7 verifies the forwarded ID’,
calculates h(ks) and compares it with ID’. If
matched, the mutual authentication is finally suc-
ceeded, and 7, as the last process, updates the
shared secrets k1 and ks simply exclusive-ors with
ID and ID’, respectively. Otherwise, 7 will not
updates them in a case the replay attack to 7

occurs.

4 Correctness

In this section, we prove the correctness of the pro-
posed protocol based on GNY logic [10]. Specifically,
the correctness means that after the protocol execution,
the communication parties, 7 and B, believe that they
are sharing two fresh secrets, k1 and ks, and ensure
that this belief is confirmed by the other side. In addi-
tion to this, two entities, R and B should believe that
they share the secret keys in a case the communication
channel between the two entities is insecure.

In the forthcoming description, we use the conven-
tional notations as follows: T, R, and B are entities, 7,
R, and B, respectively; Ki and K& are shared secrets
for i-th session between 7 and B. H() is a one-way
hash function and Hk () is a one-way keyed hash func-
tion; Ng is a random nonce generated by R; K is a
shared secret for Hi () and Kgp is a shared secret for
conventional encryption;m is data; other notations like
T1, P1, F1, etc. follow the logical postulates of GNY
logic [10].

4.1 Formalized Protocol

The conventional notations of the generic type of pro-
tocol are not convenient for manipulation in a logic. In
this section, we, at first, simplify the protocol and de-
scribe it as a generic type. Then, we formalize the
generic type of the protocol for verification goals as

shown in Table 2.

Table 2: Generic Type of Protocol

Protocol Generic Type:

MSg. 1R—T: HK(NR)

Msg. 27 — R: H(K: ® Hx(Ng)), H(K! ® Hx (Ng) @ C)
Msg. 3 R— B :

H(K} @ Hy(NR)), H(K} ® H(Ng) ® O), Hi(Ng), Ni
Msg. 4 B— R: H(K3),{m}kpp

Msg. 5 R— T : H(K})

Formalized Protocol:

Msg. 1 T ax(Hg(Ng)) ~ RER <& B

Msg. 2 Rax(H(K} ® Hi (NR))) ~ TE ¢(H(X))

Msg. 3 B<*(H(Ki® Hx (Ng)))~ BER <5 B

Msg. 4 Rax(H(K3), {R <12 By, )~ BER 1B B
Msg. 5 T <*(H(K3))~ T 3 K}

Table 3: Goals of the Correctness Proof

1. BETHt(H(K! @ Hk (NR)))
3. RER B
5. RER BB,

2. TE B H(H(K3))
4. BERE B
6. BER 22,

4.2 Proof Goals and Assumptions

The proof goals of correctness are shown in Table 3.
The first two goals, (1) and (2), are for the shared se-
crets. Those beliefs are to state that two entities shared
secrets each other exchange fresh messages. The goals
(3-6) are about shared keys between two entities. (3)
and (4) are for a keyed hash function to guarantee the
validity of reader, and (5) and (6) are for message en-
cryption and decryption based on the symmetric key
cryptosystem.

Table 4 shows the initial assumptions for our proto-
col. Assumptions (1-4) state that 7 has a hash func-
tion, B has a hash functions and a keyed hash function,
R has a RNG and a keyed hash function, and the ran-
dom nonce Ny of R and the keyed hash value Hx (Ng)
are fresh. The next six assumptions (3-8) are for two
fresh shared secrets, K7 and K5, between 7 and B. As-
sumptions (9) and (10) are based on the assumptions
(1-8) and R must be a trusted entity in the viewpoint of
B since the authentication messages from 7 are trans-
mitted via R. The abilities for verifying the hashed
authentication message transmitted from 7 by B and
from B by 7T respectively are based on assumptions (11-
14). Assumptions (15-20) mean that both entities, R
and B, trust each other with those keys, K and Kgp.

4.3 Verification

In this section, the formal proof of our protocol is
stated. The proof based on GNY logic is processed
with the assumptions of Table 4. We strictly follow



Table 4: Initial Assumptions for Proof

1. T > H(X) 2. R2 Hk(X)
3. B3 (H,(X)zHK(X)) 4. TEHY(NR)
5. T > (K}, K}) 6. B> (K}, K3)
7. TE4(K, K3) 8. BE#(K?, K3)
Kl Kz Kl K2
9. TET =B 10. BET =B
11. TEB > (Ki,Ki,0) 12. BET 3 (Ki,K§,0)
13. TEB = Tg B 14. TEH#(H(KY))

, K3
15. TE R B H(K}) 16. BET =T =B
K,Krp
—>

17. R> (K, Krp) 18. RER B
19. B> (K, Kgrp) 20. B R KRB, g
21. BER= R KRB, g 99 ReB e g SERE B

the logical postulates of [10]. We refer n is the num-
ber of list and denote the list of proof goals of Table 3
by Gn, the list of assumptions of Table 4 by An, and
the verification steps by (n). The extensions to mes-
sages are the precondition and are valid since they hold
when messages are sent as are evident from the initial

assumptions.
Message 1 T <x(Hg(Ngr))~ RER LB
1. T<Hg(Ng) /*By T1*/
2. T 5 Hg(Ng) /*By P1*/
3. TE{(H(NR)) /*By F1*/
4. TEY(Hk(NR)) /*By (2),F10*/
Message 2 R<*(H(K! & Hi(NRg))) ~ TE¢(H(X))
5. R<H(K} ® Hx(NR)) /*By T1*/
6. R> H(K{® Hrx(NRr)) /*By P1*/
7. RE#(H(K] ® Hx(NR))) /*By F10*/
8. RE¢(H(K{ ® Hi(NR))) /*R6*/
9. REY(H(K{®©Hxk(NR))) /*For (7), by A18,(5),(6),(8),11*/
10. RER <5 B /*By A20,A22,J1%/
Message 3 Bax(H(K! & Hi(Ng))) ~ BER <5 B
11. BaH(K! ® Hg(NRg)) /*By T1*/
12. B> H(K} ® Hx(NR)) /*By P1*/
13. BEH#(H(K! ® Hix(NR))) /*By A3,A6,F10%/
14. BE¢(H(Ki ® Hix(Ng))) /*For (12), by R6*/
15. BERPNH(K{ ® Hi(NR))
/*For (13), by A3,A6,A20,(11),(13),(14),11%/
16. BER <5 B /*For A18,A21, by J1*/

17. BETN H(K! ® Hx(NR))
/*For (13), by A3,A6,A10,(11),(13),13*/

18, BETM(H(K;‘@HKWR))) J*For (17), by (13).F1%/

Message 4 Rax(H(K}), {R B}KRB)«»BER Kns, g

19. Ra(H(K3), {R <22,
20. R< H(K}) /*By T2*/
21. R> H(K}) /*By P1*/
22. REY(H(K})) /*By P1*/

}KRB) /*For (19), by P1*/

% BYkpp) /*By T1*/

23. B> (H(K}), {R &

24. REBp (H(Ki) R &BB, By /*For (19), applying A18,11%/

25. RIEB}vR —L£B, B /* By IT*/

2. RER <“E5, B /*By A20,J1%/
Message 5 T <*(H(K3))~ T 3 K&

27. T < H(K3) /*By T1*/

28. T > H(KY) /*By P1*/

29. TEH(H(KS)) /*By A7,F10*/

30. TE B H(K3) /*By A5,A9,(27),13%/

31. TEBN(H(K3)) /*By (29),F1*/

As shown above, the proof goals of Table 3 are ac-
complished by verification steps (10) for G3, (16) for
G4, (18) for G1, and (26) for G5, respectively. We omit
the proof for G6 since, for the encrypted message with
the key, Krp, there is no further message exchange af-
ter this step. That is, the encrypted message of the
entity, B, is replied to R and decrypted by R.

5 Evaluation

5.1 Security Analysis

We evaluate our protocol in the view point of the
security requirement.

Our protocol guarantees the secure mutual authenti-
cation only with the hashed messages, ID = h(k; ®S®
C), ID' = h(ks), and S = hy(r), and T does not store
user privacy information. Thus, data confidentiality of
tag owners is guaranteed and the user privacy on data
is strongly protected. In every session, we use the fresh
random nonce as the keys between entities. These keys
are randomized and anonymous since they are updated
for every read attempt. Thus, tag anonymity is guaran-
teed and the location privacy of a tag owner is not com-
promised, either. Based on the mutual authentication,
our protocol guarantees the data integrity between 7°
and B. By using the pair of database records and man-
aging AFE as we described in the authentication step
3, our protocol provides the data recovery against the
data loss during the authentication processes.

To give the forgery resistance feature, we exclusive-or
the embedded chip serial number, C, of 7 to the au-
thentication information, I'D. C' is initially embedded
during the chip manufacturing. Whenever 7 generates
ID, it refers to C, so we can come up with the linkage
between I D and 7 itself. B keeps each tag’s chip serial
number initially and authenticates the ownership of the
authentication information for 7.

Through the authentication step 1 to step 3, R sends
S to 7 and S, r to B for preventing the man-in-the-
middle attack. B can verify S with the calculation of
the keyed hashed value of r transmitted from R. Also,
the man-in-the-middle attack by R as an illegitimate



Table 5: Comparison between Protocols

Table 6: Computational Loads and Required Memory

Protocol HLS EHLS HBVI Our Protocol Entity HLS EHLS HBV] Our
[14]| [14] | [4] Scheme (14]| [14] | [4] Scheme
User data confidentiality X A A O No. of T 1 2 3 2
Tag anonymity X A A O Hash Operation B - n 3 2n
Data integrity VANIN AN O O No. of Keyed R = = = 1
Mutual authentication Al A A O Hash Operation B = - - 1
Reader authentication X X X O No. of T - 1 - -
Man-in-the-middle  attack || & | & | x ®) RNG Operation R i - L
prevention B - - L -
Replay attack prevention A | A O O No. of Encryption B - - - L
Forgery Resistance X X X O No. of Decryption R - - - 1
Data Recovery X X O O Number of Authentication Steps H 6 [ 5 [ 5 [ 5
tt Notation Required T 130 1L | 3L [ 25L
O satisﬁet}l A partially satisfied Memory Size R - - = 1%[]
X not satisfied B Q%L 1 %L oL, <7

reader is detected and prevented on the insecure chan-
nel between R and B. The DAT A of the corresponding
7 is not compromised since it is encrypted by B and de-
crypted by R with the randomly generated secret key,
hi(S), from S of R. The key freshness is also guaran-
teed for each session. The replay attack for 7 and B is
detected and prohibited through the step 3 for B and
the step 5 for 7. Table 5 shows the comparison of the
security requirements and the possible attacks.

5.2 Performance Analysis

We analyze the performance of the proposed scheme
in forms of the following overheads: 1) computation, 2)
storage, 3) communication, and 4) cost.

e Computational Overhead. 7 requires only a hash
calculation and a XOR operation and needs three hash
calculation. However, the cost of hash calculation at
the server side is 2n, where n is the number of tags.
Compared to [4], the cost of our protocol has over-
heads for B. Meanwhile, in [4], the anonymity of tag is
guaranteed only after the authentication is successfully
completed. Therefore, the location privacy of tag bear-
ers is compromised until the next session is successfully
started. To make the output of 7 anonymous for the
current session, B should check for every records of D
to authenticate each tag like EHLS [14]. However, note
that the reduction of this cost should be needed for the
admirable performance.

On the other side, our protocol seems to have encryp-
tion and decryption overheads for R and B. However,
those cryptographic tools are needed to secure DAT A
on the insecure channel. We assume that R and B have
enough computational power to process encryption and
decryption based on the symmetric-key cryptosystem.

e Storage Overhead. To compare with the previ-
ous protocols, we assume the sizes of all components

Tt Notation
- not required n
L size of required memory

number of tags

are L bits, and a RNG and a hash function are h, hy, :
{0,1}* — {0,1}2% and r €y {0,1}, respectively. In
our protocol, 7 only has a hash function and XOR, func-
tion, and the size of the memory is Q%L. Thus, the
proposed protocol is light-weight and practical. We ex-
clude the comparison for the application-specified data,
DAT A since the size of DAT A depends on applied ap-
plications.

e Communication Overhead. The proposed proto-
col accomplishes mutual authentication between 7 and
B requiring five rounds. As we denote in the previous
section, some protocols [14, 11] requires three or six
rounds. However, their protocol have synchronization
problem on authentication data between 7 and B. Five
rounds is mostly acceptable for a minimum number of
mutual authentication in RFID environment. There-
fore, the proposed protocol is feasible in the sense of
communication overheads.

e Cost Overhead. [11, 13] claimed that the number
of gates available for security generally cannot exceed
2.5-5 K-gate. In our protocol, only one hash function
unit and the storage for XOR operation are needed. If
we assume the gates for XOR operation needs several
tens of gates, the number of expected gates is less than
2 K-gate. Therefore, the proposed protocol is feasible
and practical for low-cost RFID environment.

Table 6 shows the comparison of the computational
loads and the required memory size for a single session
with previous results [4, 14].

6 Concluding Remarks

In this paper, we proposed a robust RFID mutual
authentication protocol for the low-cost RFID environ-



ment that is computationally light-weight and anony-
mously interact between entities. The proposed pro-
tocol basically fits the low-cost RFID system environ-
ment. The tag only has a hash function with the shared
two fresh random secrets of small memory size. With
this minimal cryptographic primitive, our protocol pro-
vides the mutual authentication between the tag and
the back-end server and anonymously interacts. Our
protocol is robust enough since it protects the replay
attack and man-in-the-middle even when the reader is
not a trusted third party and the communication chan-
nel is insecure. We add the linkage feature between the
tag and its authentication data, so forgery is prohib-
ited. All authentication messages are randomized and
the tag only has its unique identification data, so the
user data privacy and the location privacy is guaran-
teed. The formal proof of correctness for the proposed
protocol was discussed based on GNY logic.
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Abstract— Radio Frequency Identification (RFID) systems will This paper is focusing on more advanced tags (Class 2)
soon become an important part of everyday life. Security mecha- which also have a rewritable memory and additional hardware
nisms for RFID systems, such as authentication and encryption, resources. Such tags cost about 50 Cents and the available

are therefore of utmost importance. - . L
In this article we present a concept for strong symmetric-key silicon area is about 10,000 gates. The applications for more

authentication, which can be implemented with Class 2 RFID tags advanced RFlD_ systems are manifold but especially high-
in practice. By using strong authentication threats such as forgery value products like pharmaceutical and branded goods can be

of tags, unwanted tracking of tags, and unauthorized memory protected against security vulnerabilities.
access of tags can be defeated. We describe five authentication Strong authentication mechanisms can solve uprising secu-

protocols, based on symmetric-key encryption, with different . . .
security features all conforming to state of the art standards such rity problems in RFID systems and therefore give protected

as ISO/IEC 18000-3. We calculate the timing of the proposed t@gs an added value. In this paper, we propose authentication
protocols with a sophisticated Java simulation tool. By using protocols for RFID systems based on the ISO/IEC 9798-2

interleaved versions of the authentication protocols together with standard [4]. These protocols allow to protect high-value goods
the AES module described in [3] we show that authentication is 4gainst adversary attackers. Additionally, we show that these
possible for Class 2 RFID systems in practice. protocols are feasible for nowadays restriction concerning data
rates and compliance to existing standards as well as the
requirements concerning chip area and power consumption.
Radio Frequency Identification (RFID) is an emerging tech- Thjs paper is structured as follows. In section Il we give an
nology. The main idea behind it is to give a digital identity,yerview over security issues. Section Il deals with related
to every object in a particular environment by attaching a $gticles in the field of RFID. The following section deals
called RFID tag. An RFID tag is a small microchip, with anjth authentication protocols in general, and in section V the

antenna, holding an unique ID and other information whighroposed protocols are described in detail and compared.
can be sent over radio frequency. The information can be

automatically read and registered by RFID readers. The data [I. SECURITY ASPECTS INRFID SYSTEMS

received by the RFID reader can be subsequently processednfortunately, RFID systems are susceptible to remote
by a back-end database. A typical RFID system is shown difitacks. The attacker can work at a certain distance to the
figure 1. reader and the tag and is not bound to normative limitations.

The three main security threats are unwanted tracking, forgery,
and unauthorized memory access. An unsecured tag gives its
L =
\ Reader
[]
Antenna

I. INTRODUCTION

Air Interface

ID to every standard reader which sends a valid command. In
i - that way, everybody possessing a reader can track a person
wearing an RFID tag and collecting personal data about this
individual. For example, it is not acceptable that medical or
financial information leaks from an item a person is carrying.
Fig. 1. Model of an RFID System. Forgery of tags is also a problem when tags are used to
proof the origin of a product. High-value branded goods like
The range of possible applications vary with the capabilitgDs, medicaments, or even immobilizer systems in cars can
of the tag and are separated by different classes. Clas®e0 protected using security-enhanced RFID tags. Recently
and Class 1 RFID tags are used as barcode replacentbig was a topic because a car immobilizer system using a
and are read-only or can be programmed only once in theoprietary algorithm was broken [1].
field, respectively. Inventory maintenance which is used in theThe unlimited access to tag’s memory is a further point
supply chain management can be automated using such tagsattack when reading sensitive data from the memory. For
They are cheap (approximately 5 Cents) and can be usedexample, Employers can read tags attached to medicaments of
item-level on nearly every product. his employees or medical or financial data stored on the tag can

Data
Energy
Clock

Antenna



be read by an unauthorized party. Unauthorized write acces€ryptographic methods are at the moment mainly used
can lead to forgery of data, which is especially a problerm car immobilizers and access control devices. Most these

when the data are sensitive. methods used nowadays are proprietary, because they are less
costly than standard algorithms. It is a popular belief that
I1l. RELATED WORK standard cryptographic algorithms are too slow. Proprietary

algorithms typically do not undergo a public evaluation by
Most of the work done so far regarding RFID security dealge cryptographic community; their security is unknown. They
with privacy protection and securing low-cost tags conforming, the risk that they can easily be broken, like it was shown
the EPC standard [2]. In this paper, we will focus on Classgy the DST algorithm used in RFID car immobilizers [1].
tags that are not intended to be used in low-cost applicatioRgyrthermore, proprietary algorithms lead to closed systems.
Nevertheless, we give an overview over the existing workteroperability is therefore impossible. We however, wanted
The first approach to avoid tracking was to introduce @ tackle the RFID security problem in a more general way.
"kill” command, which deactivates the tag permanently. Thig promising first step for authentication using standard mech-
measure was proposed to prevent tracking of consumers. Thgsms was presented in [3]. An AES hardware module is
consumer can decide, whether the tag should be “killed” @gscriped, that fits the RFID constraints. Consequently, it is
the cash desk or not. This is indeed an effective measure fRjssible to employ standard symmetric authentication methods

privacy protection, but as the tag loses its RFID capability, thgr RFID systems. In the next section, we briefly go through
consumer cannot use the tag for RFID applications after thgthentication in general.

cash desk.
Another proposed measure was shielding of the tag, which is IV. AUTHENTICATION PROTOCOLS

also very effective, but not always possible (e.g. when wearingDuring authentication, one entity proves its identity to
a tagged jacket or the like). Juels et. al. introduced the so callggbther entity. Strong authentication protocols, such as
blocker tag [9], which is able to simulate a whole range ahallenge-response protocols (standardized in ISO/IEC 9798)
IDs. In that way, the reader cannot determine the ID of th&e widely used in practice today. In challenge-response pro-
“real” tag. This method works with a particular anticollisionocols, one or several messages are exchanged between the
algorithm and can also be used for malicious purposes (eg@sty who wants to prove their identity (the prover) and the
denial-of-service attack). party who wants to verify the identity (the verifier). In a
Other approaches employ hash functions to secure the RRiical scenario, the verifier challenges the prover with an
communication. One suggestion was a so called hash-laghpredictable value that is used no more than once (the nonce).
scheme [13]. The tag only sends its ID to the reader if ithe prover is required to return a response that is depending
knows a special key, which is unique for the tag. The backn the nonce and on a secret.
end database has to hold the keys for all tags to find outUsing strong authentication for RFID systems leads to
the correct one for one particular tag. Furthermore, the "readignificant security enhancements. If readers are required to
ID and the key are transmitted, so tracking is possible. Aguthenticate themselves to tags, attacks such as unwanted
extension was proposed, where only randomized data is ser{cking and unauthorized memory access are rendered infea-
but this approach requires lots of calculations from the backible. If tags are required to authenticate themselves against
end database and is not suited for a large number of tagsrefders forgery of tags is prevented.
similar approach was suggested by NTT Labs [11], which alsoAs argued in the previous section, it is advantageous to
uses hash functions and a large back-end database. use standardized protocols and algorithms because they have
In 2003, RSA Labs. published a method which was calldgken rigorously cryptanalyzed and are widely used. Hence,
re-encryption and used for securing banknotes [8]. Here, thgstems based on standardized protocols and algorithms are
authenticity of banknotes can be proven by a signature whintore likely to be secure and interoperable. Standardized
is printed on the banknote and has to be read out opticaliyallenge-response protocols are defined upon symmetric-key
With the optical information, one gets writing access to thand asymmetric-key cryptographic primitives.
tag’s memory. A random number is chosen and this number iswhen using symmetric methods, both reader and tag possess
written into the memory, then it is encrypted with the publithe same key. It is possible to use symmetric encryption
key of a law enforcement agency and also written on tl#gorithms or MACs (message authentication codes). The
memory. The law enforcement agency can always verify thigawback of symmetric authentication methods is that every
presence of a particular banknote, whereas an attacker, affa@rty works with the same secret key. If the key of one
a re-encryption, cannot detect the same banknote. In that wayty is compromised, the whole system becomes insecure,
unauthorized tracking is prevented. and key establishment and distribution is costly. Symmetric
Other approaches are silent tree walking (used for a parti@authentication methods are best suited for closed systems,
lar anticollision algorithm) [13], one-time pad schemes (whemghere all devices are under the control of one central instance.
the tag and the reader have to exchange lists of one-tifdevertheless, also open system applications are possible, but
pads) [7], global and private IDs, or lightweight authenticatiofor each application the appropriate key establishment and
protocols [12]. management methods have to be considered.



Asymmetric authentication methods are well suited for opdlow can be repeated with the same parameter setting. For one
systems. Each party possess a public and a private key. Wb, the execution time is equal for all iterations. Due to the
the private key one party can sign or encrypt a message. Wigmdom IDs and the resulting arbitrary protocol flow, flows
the public key, which is open to everybody, each other panyith more than one tag result in different execution times.
can verify the encryption or the signature and can in th&tom this values, an average protocol execution time can be
way verify the identity of the message sender. Asymmetradetermined.
methods are in general more time- and power-consuming than

. ‘ ) r@ ISO-18000 Standard Reference Protocol
symmetric algorithms and are therefore out of question for

RFID systems today. The ISO/IEC 18000-3 standard [6] defines physical and

Strong symmetric-key cryptographic primitives include erproce(_jural communication mechanisms between rea_der and
cryption primitives such as AES [10] which allow extraordifad using a frequency of 13.56 MHz. The reader talks first and _
nary compact implementations [3]. This module is feasible f§€NdS & request. Tags, that are addressed can answer to this
RFID tags and conforms the timing and energy requiremeri@JUest. A request consists of an SOF (Start of Frame), flags,
of an RFID system. In the following section, we show how t§gemmand code, parameter and data field, CRC value, and an

base strong authentication on such a compact implementateaF (End of Frame). Responses to requests also consist of
of a strong symmetric-key encryption primitive. an SOF, flags, parameter and data field, CRC value, and an

EOF. In this paper, we limit ourselves to a description of some
V. SUGGESTEDPROTOCOLS ANDPERFORMANCE relevant concepts. For a more detailed description of physical
A. Simulation of Protocols parameters and communication mechanisms see [6].

For one tag in the reader’s field, the timing of a protocol flow Before sending requests to particular tags, the reader has

can be exactly determined by using the timing information ¢f détermine, which tags are in the field. For this purpose, it
the applied communication standard. If RFID systems wofENds an inventory request, which is a mandatory request in
with more than one tag and more than one time slot t@O/IEC 18000-3. In most applications, there is more than one
order of tag responses and therefore the protocol flow can 19 present_ Vr‘]’h'Ch se_nds”g.responsr:a, e_md ccr>1II|S|0ns arﬁ likely
longer be exactly determined. The answering sequence andfh@ccur- With an anti-collision mechanism, the reader has to
time, when an unique ID is found depend on the tag IDs aﬁl&d out the_ID of each tag. Then,_varlous requests can be sent
also the protocol flow depends on it. This behavior of a relY @ddressing one tag with its unique ID. A stay quiet request

world RFID system is modeled with a sophisticated simulatio(r‘:iIISO mandatory) has to be sent to the tag to remove the tag

tool written in Java. The communication between the classfégm the .aT‘“'CO”'S'O” procedure. :
eThe minimal protocol to get the IDs of the present tags is

is thread-based and is therefore well suited to simulate the ,
communication in real world RFID systems. Figure 2 showf inventory request, followed by a stay quiet request for the
ntified tags. This protocol is used as reference protocol for

the concept of this Java model. Each component of an RF} henticati s d ved in th b .
system corresponds to a class in Java. the authentication protocols described in the next subsection.

Figure 3 shows the reference protocol flow for one tag. This
protocol requires in total 10.228 ms (this was calculated with

Data
Real | Host |¢>| B |:<> -« timing constants from the 1SO standard: 1-out-of-4 coding, 1
subcarrier, and 100% modulation).

. Reader
HostApplication ':I I —— _ |
| R: inventory | Time to answer T:ID | reo e | R: stay quiet | o e |
1.62368 ms 0.3209 ms 3.92704 ms 0.3092 ms 3.73824 ms 0.3092 ms

Fig. 2. Java Model of RFID System. Fig. 3. 1SO 18000 Reference Protocol.

Java
Model

The Reader class provides reader requests, which are usedéirst the reader starts with an inventory request without
by the HostApplication class to perform a protocol flowmmask (SOF, 5 bytes, EOF). This lasts 1.62368 ms (this value
programmed by the user. Here, the authentication protocols s calculated with timing constants from the ISO standard: 1-
embedded. The TransmissionLine class broadcasts the readgfof-4 coding, 1 subcarrier, and 100% modulation). Then the
requests to all tags and evaluates the answers. The resultagyhas to wait 0.32090 ms before sending the answer (TTA =
response is passed over to the Reader and the HostApplicattome to answer). The tag transmits its ID (SOF, 12 bytes, EOF),
Attached to the TransmissionLine is a Counter, which is ablehich requires 3.92704ms. The next request can be at the
to exactly calculate the elapsed time during a protocol flowarliest 0.3092 ms after getting the tag response (TTR = time
With this counter, the performance of the different protocot® next request). The stay quiet request from the reader (SOF,
can be evaluated. Before startup, the user can determine 1RBebytes, EOF) needs 3.73824 ms. Here, no answer is expected
system specification parameters, like the number of tags in #red the reader has to wait 0.3092 ms before sending the next
field and the dynamic behavior and so on. request (TTR). So, this protocol requires in total 10.22826 ms.

At startup, a random ID is created for each tag and theWith more than one tag and/or the 16 slots variant (where
protocol is executed until each tag is in quiet state. A protoctalgs have 16 time slots available to answer to an inventory



request) of the anticollision protocol, the timing can no longeequests are done with the random numbgused in the anti-
be exactly determined, because the answering sequence @oilision procedure. In that way, tracking can be prevented.
the time, when an unique ID is found depends on the IDs

. . . . . Reader—T . Invent Request
of the tags in the field. Therefore, the timing is estimated cader—hag roentoryteques
with the Java model described in subsection V-A. The average Tag—Reader : Rr
execution time for the reference model is about 359 ms which Reader—Tag : AuthRequest | Rr | Rg
was evaluated running 40 simulations. Tag—Reader : Ex(Rp | ID)
C. Authentication Protocols for RFID Reader—Tag : StayQuictRequest

By knowing the IDs of the tags in the field, the reader canhe protocol works like the above described protocol, but uses
send custom requests (the message formats can be foung f@andom ID for tracking prevention. The challenge from the
[6]) to a tag by addressing it with its ID. In that way, theeader &, 8 bytes) is concatenated with the tag’s ID for
following authentication procedures are embedded into te@cryption. All 16 bytes of the result have to be sent, because
prOtOCOI. All presented authentication prOtOCOlS work Wltlfhe reader has to extract the tag’s 1D by decryp“ng the answer.
the AES-128 algorithm [10]. The goal of the new protocols The protocol for one tag requires 23.357 ms. For 20 tags,
is to prevent the security threats for RFID systems. Thegg siots, and 40 simulations, the average protocol execution
threats are forgery of tags, prevention of unwanted trackingme was 622 ms. The tag needs AES encryption and a nonce
and unauthorized access to the tag’s memory. generation mechanism. Only an authorized reader (knowing

the secret key) can reveal the tag’s ID.

Protocol 1: Tag Authentication with Known ID. Here, the
tag authenticates itself against a reader. The origin of the tagerotocol 3: Reader Authentication. This method is used
can be proved and forgery is prevented. The protocol worksy authenticated access to the tag’'s memory. The tag requests
as follows (we denote the concatenation of valueg)by an authentication from the reader before it reveals its ID. The
tag takes part in the anti-collision algorithm with a random

fieader=Tag =+ Inventoryfequest ID (rr, 8 bytes). All further requests are addressed with
Tag—Reader : ID R Which prevents tracking of the tag. The authentication of
Reader—Tag : AuthRequest | ID | Rp the reader works again using the encryption algorithm. After
Tag—Reader : Ex(Rg | R%) | R authorization of the reader, the tag sends its ID in plain text and

. _ grants the reader access to the memory. Attackers can get the
Reader—Tag . StayQuietRequest

ID by passively listening to the communication, although they
The reader sends an inventory request, the tag answers wittaits not able to initiate it. Another problem could be hijacking

ID. The reader sends an authentication request, addressed withn authorized connection. It has to be analyzed if this is a
the ID of the tag (8 bytes). It contains a nonce, generated tBalistic security threat for real-world applications.

the reader k=, 8 bytes). The tag encrypts the nonce (maybe

. . . Read T T t R t
padding is necessary) with the secret key and sends the result”™“**“" "¢ neentorytteques
back to the reader, which can then verify the result. At last, Tag—Reader : Rr
the reader sends a stay-quiet request. Reader—Tag : ReaderAuth | Ry | Ex(Rr | RL) | R%

In our protocol, only the first 8 bytes of the encryption
result are sent, see [5]. Nevertheless, the number of bytes can
be changed in other applications. To avoid chosen-plaintext
attacks, i.e. that an attacker can fix the valuergfand can ~ When answering to the inventory request, the tag indicates
therefore control the input for the encryption, the tag can itseffith a flag that the reader has to authenticate itself. The reader
generates a nonce4, 8 bytes) to “hide” the challenge. Theanswers to the challenge:{, 8 bytes) and sends a request
use of Ry is optional and marked with. to reveal the tag’s ID. To avoid a chosen-plaintext attack, the

The whole protocol for one tag requires 20.940 ms (optionedader can generate a nongg and combine it withr, before
variant: 23.357 ms). For 20 tags, 16 slots, and 40 simulatiormsiswering the challenge (optional).
the average protocol execution time was 583ms (optionalThe protocol for one tag requires 20.940ms (optional
variant: 624 ms). The tag needs to do AES encryption, amdriant: 23.357 ms). For 20 tags, 16 slots, and 40 simulations,
requires a nonce for the optional variant. the average protocol execution time was 580ms (optional

variant: 624 ms). The tag needs a nonce generator and AES

Protocol 2: Tag Authentication with Nonce. This protocol encryption.
can be used for proof of origin of the tag and additionally
prevents tag tracking. The tag takes part in the anticollisionProtocol 4: Mutual Authentication. In mutual authentica-
algorithm with a random ID#, 8 bytes), which is generatedtion, both parties authenticate themselves against each other.
when the tag enters the reader field and stays constant duddigthree security threats (unwanted tracking, unauthorized
the whole time when the tag is in the field. All addresseshemory access, and forgery) can be prevented. Like in the

Tag— Reader . ID

Reader—Tag . StayQuietRequest



former protocols the tag answers the inventory request witbsult during the fixed time to answer (TTA = 0.3209ms,
a nonce Lr, 8 bytes), and requests authentication from thaefined in ISO/IEC 18000-3 [6] as the interval between the
reader. The reader answers the challenge and sends anahdrof a request an the start of a response). For the module
challenge gz, 8 bytes) for the tag. The tag answers thdescribed in [3], which meets energy and size constraints
reader’s challenge and both are authenticated. The ID is nef@ar use on RFID tags, this assumption does not hold. The
sent in plain, so unwanted tracking is prevented. calculation time for AES with this module needs about 10 ms.
Nevertheless, authentication for RFID is possible. We present

Reader—T I t R t . . . .
s neentoryTieates a method how authentication can be done with a cryptographic
Tag=Reader = Rr primitive, which requires more calculation time than TTA. For
Reader—Tag : MutualAuth | Ry | Ex(Rr | Rr) | Rr this purpose, authentication is split into two parts. The first part
Tag—Reader : Ex(Rr | ID) is the authentication request, which tells the tag to encrypt
Reader—Tag : StayQuictRequest the challenge and does not expect any response. The second

] part is the response request, which collects the authentication
The protocol for one tag requires 25.774ms. For 20 taggsponse, if the result is available.

16 slots, and 40 simulations, the average protocol execution=or the tag authentication with known ID, the interleaved
time was 680ms. The tag needs to do AES encryption, apgkrsion of the authentication protocols works like shown in
requires a nonce generator. figure 4 (the inventory request and stay quiet request are

o . omitted in the picture). During the idle time, the reader is not
Protocol 5: Mutual Authentication with Key Exchange.

This protocol is an extension of protocol 4. A s_ecrgt key iI:. ranrer | TR e | [rewres | TA | Taum e |
exchanged to guarantee further secure communication. 587360 ms 03092 e w0t s 03209 me 60816 ms
Reader—Tag :  InventoryRequest
Tag— Reader : Rr e
Reader—Tag : MutualAuth | Ry | Ex(Rr | SKr) Fig. 4. Interleaved Protocol with 1 Tag
Tag—Reader : Esg(SK | ID)

active. The additional idle time indicates the period, where the
Reader—Tag @  StayQuictRequest reader is idle and the tag has already stopped its calculation. In
The secret keysk contains 16 bytes, whereasx, is the best case (when the response request is sent right after the
only 8 bytes long.sx has to be derived fromsxy, for calculation of AES has stopped, i.e. the additional idle time
example sk=skr zor Rr | SKg. INn the last response, theis 0), the authentication protocol for one tag requires about
tag confirms the secret key. This key can be used for furthd® ms (with inventory and stay quiet). This time is strongly
(encrypted) communication. The protocol for one tag requiréetermined by the calculation time for the AES. For one tag,
25.774ms. For 20 tags, 16 slots, and 40 simulations, tHfee timing overhead is very large, but with more than one
average protocol execution time was 676 ms. The tag nedag, the reader can use the idle time (while the tag calculates
to do AES encryption and decryption, and requires a nontege AES) to send authentication requests (or other requests)
generation mechanism. to other tags. The other tags start their calculation and the
calculation results can be collected (after a certain time) one
Protocol Performance and Usage of Different KeysThe after another. This mechanism is outlined in figure A&
first three presented protocols all require at most 23.357 ms

for one tag and about 625ms for 20 tags. Protocol 4 and|EfF; | | R | | 3 | | | |m| x | | | R | | | " | |:|
require 25.774 ms for one tag and about 680 ms for 20 tags. -

The overhead factor (compared with the reference protocol) Ticaoute A%S -

lies between 1.7 and 2.5. The byte count of nonces can be e rcs | R _
varied, depending on the security requirements of a system. All [ rocsoimoncs | R

described protocols work with one global key. To prevent this,
different secret keys could be used for example for different
product classes. The tag holds only one key and can indicate

the use of the correct key to the reader, which can hold variorlﬁ]ga':; altJth’enncatlon reque};ﬂa r.':“ear:.s respc;}nse rtiquest;nd
keys. One or more bytes can provide the selection of the'S ,? ags 'reiﬁonsga.[{s' E’; !dle t!me, Where eﬂ:eatﬁr
correct key. Further investigation has to be done regarding R%?::ac Ve, A1 1S the additional idie ime, where neither e

management and nonce generation, but this is out of scopér derTrr:gr égﬁzlﬁﬁi; i(;t'\t/ﬁé -XESgir:yp?g(SI?r?eg]dlﬁr?;esLECv r?r
this paper. : )

model assumes, that the time for collecting one answer exceeds
VI. INTERLEAVED AUTHENTICATION PROTOCOL the offset between the calculation start for two tags, i.e. that

The performance data mentioned above is only true, if thige response for the next response request is ready before

used cryptographic primitive (AES) is able to calculate itthe response request is sent. This assumption holds in most

Fig. 5. Interleaved Protocol with 3 Tags



of the cases: the offset between two tagsais+TTr and protocols 4 and 5 the tags need to calculate the AES algorithm
the time for the response collection a®+rT4a+r+7TR. The two times. Therefore, the AES requires 20 ms. The presented
number of data bytes forr and rr+r are in general similar, figures only consider the authentication part of the protocols
but the overhead for communication is higher in the secomthd omit the inventory and stay quiet requests. The overhead
term (TTA and communication overhead bytes of R). The stégctor for the interleaved version lies between 1.28 and 2.55
quiet requests for all tags are issued after the collection of tffer AES with 10 ms for protocol 1, 2, and 3 and AES with

authentication results. 20 ms for protocol 4 and 5) depending on the protocol and the

While the tags are calculating the AES result, they do naumber of parallel authentication processes.

listen to the reader. So, they are excluded from the inventory
process. Therefore, the reader can even send an inventor?/ i )
request during this time to get new IDs from other tags. It has'N this paper we have challenged the believe that strong
to be made sure, that the inventory request is issued before #Ehentication is infeasible with RFID tags in practice. By

tags stop their calculation. The reader has to decide, whengNd Strong authentication threats such as forgery of tags,

start to collect the results from the tags. It can send a respoi§ivanted tracking of tags, and unauthorized memory access

request (polling) and if it gets no response, it can decide ¢ (29 can be defeated.

send other requests and try again after a certain time. It is up td//¢ have described five symmetric-key authentication pro-

the reader, to find the optimal strategy for handling interleavd@co!s (based on ISO/IEC 9798-2) with different security
protocols. features all conforming to ISO/IEC 18000-3. Our protocols
Nevertheless, an estimation of the performance for intétt® Pased on symmetric-key encryption. Therefore, they can
leaved protocols can be given. The total tim@ for handling € used with the AES algorithm, which can be implemented
the authentication requests for a certain number of tags (such that the energy constraints of Class 2 RFID systems are
where N+(AR+TTR)<AES+ AR is calculated like this: met. In order to comply to the timing constraints (in particular
to the TTA), we have suggested interleaved versions of the
T=AR+AES+AI+N*(RR+TTA+R+TTR). (1)  authentication protocols. With a sophisticated Java simulation
For N«(AR+TTR)>=AES+AR the following equation is valid: tool we have analyzed a system with one reader and several
tags performing the authentication protocols. This simulation
T=N*(AR+TTR)+AI+N+(RR+TTA+R+TTR) (2)  has shown that there is only a small penalty for authentication

AR is the time for the authentication requestES is the in a real world scenario. The interleaved protocols take on
time required for AES calculation of one tag (10ms for th8verage 1.28 times to 2.55 times longer than a non-interleaved
AES module described in [3])RR is the response requestauthentlca'uon protocol. The non—_mterleaved authentication
(4.040ms).R is the tag's response. protocols take bgtween 1.7 to .2.5't|mes Ionger. than the refer-

The worst case for timing occurs, when only one tagnce protocol without authentication. Summarizing, we have

has to be authenticated. The best case for the total protoBBtsented a concept for strong symmetric-key authentication
execution time occurs, whenr—o and the total idle time of for Class 2 RFID tags, which can be implemented in practice

the reader can be filled with authentication requests, i.e.tgday.
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Abstract

Apart from pure identification systems, transponder systems with embedded
sensors gain increasing importance. In contrast to low-end Radio Frequency
Identification (RFID) systems these transponders usually require more complex
protocols which need to be adjusted to a specific application. In this contribution
the demanded flexibility is achieved by using the 8-bit microcontroller IMS3311.
In order to guarantee privacy and security of transferred information, it is
essential that transmitted data is encrypted by a strong algorithm. Therefore, the
Advanced Encryption Standard (AES) is used. The main focus of this paper is the
development of an area-efficient AES coprocessor which accelerates the processing
of the controller’s ciphering tasks. The AES unit requires only 2168 logic gates
and takes less than 650 clock cycles for either encryption or decryption of a 128-bit
block.

1 Introduction

The market for Radio Frequency Identification (RFID) transponder systems has
grown considerably in the last years, as they are introduced into various new
application areas. Such transponder systems usually consist of a reader device and
the RFID chip or tag.

In the most simple implementation, a tag holds an identification code which can be
requested by a reader. Data is transmitted via an electromagnetic field which is
generated by the reader device. Possible applications for low-end RFID tags are
the identification of objects, animals or persons. Hence, the tags can be used as
replacement of barcodes in shops, for the observation of cattle in agriculture or for
the identification of luggage at the airport. Often, these tags contain additional object
information, e.g. the date of expiry in barcode chips.

More complex transponder chips require bidirectional data transmission and complex
protocols between reader and transponder. These chips can also contain integrated
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sensors, and they often provide in-field programmability of an internal EEPROM.
Possible applications for complex tags range from temperature measurements in
refrigerated transports to tire pressure sensors in vehicles.

Different applications require different protocols. In order to enhance the flexibility
of a transponder and consequently reduce development cost, it is important that
diverse protocols can be processed by the same chip. The needed flexibility can be
provided by a small and efficient microcontroller system. In this contribution the 8-
bit uC architecture IMS3311 is used, which was developed at the Fraunhofer IMS in
Duisburg and is well-suited for the requirements of transponder systems.

RFID tags are called passive transponders if they obtain their energy from the
reader’s electromagnetic field [13]. Passive tags are distinguished from transponders
with separate energy sources like batteries or solar cells, which are referred to as
active transponders. For both active and passive transponders low power dissipation
is important, as the energy provided by field, battery or solar cell is limited.

There are several fields that are very sensitive with respect to privacy and security,
e.g. chips with biometric identification data or chip implants in medical technology.
It is necessary that communication between reader and tag is encrypted within
these systems. A reasonable choice of a cryptographic algorithm is the Advanced
Encryption Standard (AES).

Especially if the tag remains in the electromagnetic field for a short time, it is
important that enciphering of data is accelerated by a cryptographic unit. A reduced
number of cycles for the execution of the protocol can also be used to lower clock
frequency and power dissipation, respectively.

The gate count of the system and thus the AES unit needs to be minimized in order
to reduce unit cost and power dissipation. This paper focuses on the development of
a novel area-efficient AES coprocessor, which accelerates the microcontroller system
in encryption and decryption of data and avoids that those tasks become a bottleneck
within the transmission protocol. By sharing storage resources with the controller the
coprocessor significantly reduces its gate count in comparison to prior architectures.

Section 2 gives an overview of the current state of research. Furthermore, it
introduces the general architecture of the IMS3311 nC. The architecture of the
AES coprocessor and the most significant strategies for reduction of chip area
are presented in section 3. A comparison of the proposed architecture with prior
implementations is presented in section 4. Finally, concluding remarks concerning
the developed system are given.

2 Architecture Considerations

Figure 1 represents the architecture of a transponder chip. The main part consists
of the microcontroller system, an analog frontend and an antenna. In addition, the
system can be extended by an EEPROM, sensors, a battery or an oscillator. The focus
of this paper will be the optimization of the uC system, which contains the controller
IMS3311, the area-efficient AES coprocessor, a RAM and a program ROM. After an
overview of the state of research, the controller system is introduced.



Microcontroller System with Area Efficient AES Coprocessor 3

Sensors Battery Quartz EEPROM
AD-Converter
S— : IMS3311
S uc || Prog
Antenna . ROM
= [ | Clock Peripherals
analog Data b
Frontend | vDD
AES RAM
Coproc
Transponder HC System
Architecture

Figure 1: Transponder chip architecture with cryptographic coprocessor.

2.1 Related Work

Research and industry offer several stand-alone AES ASICs and IP cores [1] [5] [9]
[14]. Few AES units are implemented in combination with a nC. Furthermore, the
existing controller systems with on-chip AES unit usually are 32-bit architectures
which have too high power and area requirements for RFID applications. One of
these complex architectures is the 32-bit Freescale MCF5235 [7] that contains a
cryptographic coprocessor supporting AES, DES and Triple-DES.

There are even few stand-alone AES cores that meet the requirement of a low gate
count. Feldhofer [5] recently published the implementation of an AES encryption-
only core which is optimized for the operation in RFID tags. However, the system
proposed in [5] does not support complex bidirectional protocols associated with
sensor transponders. The system developed in our contribution bridges the gap
between costly 32-bit uC architectures and specialized but inflexible ASICs.

2.2 IMS3311 uC Architecture

The small and efficient controller IMS3311 [6] is instruction set compatible with
the Motorola M68HC11 and well-suited for transponders or embedded systems. Its
register file contains two 8-bit accumulators, as well as two 16-bit index registers,
a program counter and a stack pointer. Beside the regular 8-bit operations, the
instruction set of the IMS3311 supports several operations which work with 16-bit
operands.

The 8-bit data bus connects the peripherals in a ring, which has the advantage
over the tri-state bus concept that the load is distributed over multiple drivers.
Furthermore, the ring bus architecture can be synthesized simply. Possible
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Figure 2: pC interface to AES coprocessor.

peripheral devices on the ring bus are interfaces like SPI, SCI, PIO or CAN. In
addition, the system usually includes a clock controller and a JTAG test controller.

In order to allow the extension of the controller with a cryptographic unit, the
standard IMS3311 had to be equipped with a slim coprocessor interface. This
interface constitutes a significant difference between the IMS3311 and the M68HC11.
The microcontroller provides special opcodes for coprocessor instructions. Thus, the
AES unit is controlled by dedicated cryptographic instructions. The simplified
interface between controller and acceleration unit is presented on the left side of
figure 2, while the transfer of one instruction is depicted on the right side. Data
and instruction bytes are transmitted via the OpD (opcode and data) bus to the
coprocessor. Whenever the controller receives a new byte from its data bus, it
automatically forwards this byte to the OpD bus with the next rising clock edge.
One of these bytes is the uC pre-byte, which contains the information if the current
instruction is a coprocessor command. This byte is exclusively decoded by the
controller.

In the following cycle the instruction’s basic opcode byte is transmitted by the OpD
bus to the AES unit. It is stored in the internal coprocessor register CpOpc after the
rising clock edge, if the basic opcode strobe signal OpBas is asserted high. The byte
is subdivided into the following nibbles: One nibble contains information about the
address mode for load/ store instructions or the processing of a branch instruction,
while the other decides about the current operation (e.g. “decrypt” or "load”). The
address mode bits are evaluated by the microcontroller. This allows the following
address modes to be used for coprocessor instructions:

¢ immediate,
¢ direct,

¢ extended,

¢ indexed and

¢ push to/ pop from stack.

After the basic opcode byte and address bytes, following data bytes may be loaded
into the coprocessor, or data from the coprocessor may be stored into memory.
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[ | ++++++++++++++++ ENCRYPTI ON ++++++++++++++++/ /
State = Pl ai ntext;
for(i=0; i<9; i=i+1)
{
AddRoundKey( St ate, ExpKey[i]);
SubBytes(State);
Shi ft Rows(State);
M xCol ums( St ate);
}
AddRoundKey( St at e, ExpKey[9]);
SubBytes(State);
Shi ft Rows(State);
AddRoundKey( St at e, ExpKey[10], G phertext);

Code Example 1: Equivalent encryption structure of the AES.
3 AES Acceleration Unit

Based on the description of the uC’s interface to the AES unit, the internal structure
of the coprocessor is developed. Since RFID chips demand a very small die size,
the main methods for the reduction of chip area are introduced. As area reduction
considers the algorithm’s structure and operations, an overview of the AES is given.

3.1 Advanced Encryption Standard

The AES [4] is a block cipher with an input and output block length of 128 bits.
The algorithm is capable of using keys of a length of 128, 192 and 256 bits. For the
presented implementation, a key-length of 128 bits is chosen which is assumed to be
secure against state-of-the-art cryptanalytic attacks. The key and input block length
of 16 bytes implies a round number of 10.

The encryption structure used for the presented implementation is described by the
pseudo code in code example 1. This representation is equivalent to but more regular
than the representation in the standard, as for a hardware implementation just
MixColumns has to be replaced by AddRoundKey in the final round. For decryption
the operation order has to be reversed and the presented operations have to be
replaced by their inverse operations. The AddRoundKey operation is the same for
both encryption and decryption. For decryption the SubBytes operation is replaced
by InvSubBytes, MixColumns by InvMixColumns and ShiftRows by InvShiftRows.
The algorithm consists of the following operations:

¢ The AddRoundKey step performs a bitwise XOR operation of the current state
and the round key.

¢ SubBytes replaces each byte of a state by applying an S-Box. The S-Box is the
non-linear step of the algorithm. InvSubBytes consists of the inverse S-Box
which is again applied byte-wise to the current state.

* The MixColumns step performs a bricklayer permutation on four bytes of
the state. These bytes form a state’s column. Each MixColumns operation
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Figure 3: Internal structure of the AES coprocessor.

is a modular multiplication with a fixed polynomial. InvMixColumns is the
inverse operation of MixColumns. These operations are usually represented
as multiplication with a 4x4 matrix. An optimized implementation with a
combined circuit for encryption and decryption is demonstrated in section 3.4.

¢ ShiftRows is a byte transposition step which cyclically shifts four selected bytes
of a state. These four bytes are called a row. InvShiftRows is the inverse
operation of ShiftRows.

The key expansion generates a 16-byte round key for each of the rounds. The round
keys can be either generated on-the-fly during ciphering or they can be expanded
before execution of the cipher. On-the-fly expansion uses less memory. However, in
this contribution key expansion is done before encryption or decryption for several
reasons: Round key generation prior to ciphering leads to a noticeably higher
throughput, since the key can remain in memory for the next block. Furthermore, on-
the-fly key generation for decryption starts with the last round key and is developed
back to the symmetric key, so the last round key would have to be generated and
stored before decryption anyway. Finally, for encryption and decryption the same
expanded key and thus the same round key generation algorithm can be used.

3.2 Coprocessor Architecture

Figure 3 depicts the internal coprocessor structure. The decoder and interface unit
controls the communication with the IMS3311 core and its memory. In addition, it
generates initiate signals for the control unit. In particular, these signals determine
the currently valid operation, so a possible decoder output is "InitEncrypt”.
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Figure 4: Direct access to microcontroller memory.

The control unit generates an adequate control sequence for the current instruction
using hard-wired logic. The core of the control unit forms a global finite state machine
(FSM) which initiates further local FSMs for the execution of the AES operations.
Since the local FSMs are independent from each other, some of the AES operations
can be processed in parallel.

The output signals of the state machines initiate the address generation and the
execute unit. While the execute unit implements the combinatorial logic for all AES
operations, the address generation unit provides an interface to the microcontroller’s
internal memory.

The register file consists of the general purpose (GP) and the base address registers.
General purpose registers store the temporary results, whereas base address
registers can be regarded as pointers to the controller’s memory (see section 3.3).

3.3 Coprocessor Interface to uC RAM

The minimization of the gate count is essential for commercially viable realizations
of transponder chips. A main approach of this contribution is to minimize the
number of general purpose registers and thus flipflops without loosing too much of
the performance. Especially flipflops contribute heavily to the chip’s gate count, as
they use an area of about six gate equivalents (GE). If the complete input and key
blocks had to be stored in internal flipflops, this would already require 256 flipflops
- more than the IMS3311 microcontroller needs itself. Hence, an input block is not
processed in parallel as in [14], but it is encrypted and decrypted in blocks of 32 bits.
Temporary results are stored in RAM.

This strategy has already been applied to FPGA designs [2]. Furthermore, the AES
core introduced in [5] uses an internal RAM. However, a small internal RAM is very
expensive. Especially in small memories the column and row decoders contribute
significantly to memory area. As a result small RAMs tend to be uneconomical.
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This leads to the main advantage of our acceleration unit: The coprocessor does
not need internal memory, but shares RAM and address space with the controller.
Memory access is controlled by the coprocessor’s internal address generation unit.
In order to achieve higher flexibility, it provides several base address registers, as
illustrated in figure 4. These registers serve as pointers to RAM or ROM addresses
and can be used to determine the position of the input, output or key block. Start
addresses are aligned to 16-byte boundaries which is the size of one block. The
base address registers are loaded by a coprocessor load instruction making use of
the controller’s address modes. In addition, there are constant pointers to the RAM,
e.g. for the start address of the 16-byte scratch pad block for temporary results.

The address generation unit allows several further features, which enhance
throughput and programming convenience: Two additional instructions, ECRI
("encrypt and increment”) and DCRI (decrypt and increment”), are provided for
ciphering of successive blocks. They support encryption and decryption of large blocks
by executing just one instruction repeatedly. At the end of these instructions, the
input and output base address registers increment and automatically point to the
next block in memory.

The most compact interface between controller, coprocessor and RAM supports
sequential processing of coprocessor and uC instructions. The uC stops data bus
accesses during coprocessor activity. The AES unit becomes bus master and gets
access to ROM or shared RAM. After the coprocessor has terminated the current
instruction, the uC becomes bus master again and loads the next instruction from
memory.

With few additional gates this sequential interface can be extended to a Aybrid
interface. The hybrid interface additionally allows processing of controller and
coprocessor instructions in parallel. Special instructions allow switching between
parallel and sequential behavior. Furthermore, the processing status of the current
coprocessor instruction can be requested by the uC. The results in section 4 are based
on the sequential interface. A system with a hybrid interface requires 208 additional
gates.

3.4 Optimized Implementation of the AES Operations

As mentioned in section 3.2, the AES unit processes only four bytes at once, namely
those bytes that are needed for one 32-bit (Inv)MixColumns operation. The required
bytes are loaded from the memory’s input array in the first round and alternating
from the memory’s scratch pad or output array in the other rounds. During DataFetch
they are sequentially loaded into the four general purpose registers R4 — Rp. The
ShiftRows operation can already be processed by DataFetch, if loading of R4 — Rp
considers the cyclic byte shifts (also discussed in [2]). The timing diagram in figure
5 presents the flow for one column of a regular encryption round. After DataFetch
the steps AddRoundKey, SubBytes and MixColumns are executed in a pipeline-like
structure. The temporary results after a column calculation are written to the 16
byte scratch pad or output array during the WriteBack state.
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Figure 5: Timing diagram of a regular 32-bit AES encryption round transformation.

Usually the SubBytes and InvSubBytes steps are performed by using 256 byte LUTs
for each operation. If the LUTs were located in the nC’s program ROM, this operation
occupies the nC’s data bus, which is already the bottleneck, for 16 more clock cycles
per round. Hence, the S-Box and the inverse S-Box are implemented using hard-
wired logic. Rijmen [12] proposes a method to implement the S-Box and the inverse
S-Box by using combinatorial logic, which is based on the design of logic circuits for
the multiplicative inverses in composite fields (see also [10] [11]). In this contribution
the logic for the multiplicative inverses in GF((2%)?) is shared by encryption and
decryption. Both substitute operations are pipelined and executed in two clock cycles.
Four (Inv)SubBytes instances would lead to an enormous gate count, so the substitute
operations are processed byte-wise sharing one instance.

MixColumns and InuMixColumns are the only steps that process four bytes in
parallel. While MixColumns is executed within one clock cycle, InvMixColumns is
processed in two cycles. An 8-bit implementation of MixColumns already takes 7
cycles [5]. InvMixColumns is much more complex and is assumed not to take less
cycles. That is why the proposed AES unit processes four bytes in parallel. For the
InvMixColumns operation Barreto’s transformation [3] is used:

OEOBODO09 02030101 0500 04 00
09 OEOBOD _ 01020301 y 00 05 00 04 3.1)
0DO09 OEOB 010102083 04 000500
0BODO09 OE 03010102 00 04 00 05

The InvMixColumns matrix can be decomposed into the MixColumns matrix and
a matrix which just contains the 04 and 05 elements. The implementation
of the combined operations is presented in figure 6. Each of the GP registers
R4 — Rp contains one column byte. In the first cycle of InvMixColumns (IMC),
multiplication with the matrix on the right side is performed, while in the second
cycle multiplication with the MixColumns (MC) matrix takes place. Results are
stored in R4 — Rp again. A constant multiplication with 02 is called xtime() function
in [3] and requires 3 XOR gates, whereas the constant multiplication with 04 needs
5 XORs. Only the operations with the grey gates were added to the MixColumns
circuit in order to support InvMixColumns as well, which increases circuit size by
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Figure 6: Implementation of the MixColumns and InvMixColumns step.

just 42 gates. The combined column implementation only takes 166 XOR gates. In
comparison, the optimized solution introduced by Zhang and Parhi [15] requires 264
XOR gates.

4 Implementation Characteristics

The introduced nC and coprocessor modules were synthesized on a 0.5um CMOS 3-
metal-layer process. Table 1 summarizes the synthesis results. The total results were
achieved by a flat synthesis, while the values of the internal coprocessor blocks result
from a hierarchical synthesis.

The entire circuit requires only 2168 gates for encryption, decryption and key
expansion. Since the coprocessor shares the RAM with the microcontroller core, it
does not require an internal RAM. After the termination of a coprocessor instruction,
the uC can write to the RAM addresses, which were used by the coprocessor, again.
The RAM area used by the AES unit is listed in brackets in table 1. AES unit and
microcontroller together have a logic gate count of less than 5300 GE. Additional area
for microcode and program ROM, RAM and the desired peripherals has to be added.

A comparison of the proposed coprocessor with other AES cores is shown in table 2.
The developed AES coprocessor is the only solution that offers encryption, decryption
and key expansion with a low gate count. Feldhofer [5] introduced an encryption-only
core which requires only a small amount of logic gates. The high gate count of the
used internal RAM results in a total number of 3595 GE. The other AES units
are optimized for higher throughput. Hence, their large gate count makes them
inapplicable for the operation in transponder systems.

Only the presented solution is implemented in combination with a flexible 8-bit
nC system. A software implementation of the AES algorithm is described in [8].
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| Characteristic | Unit/ Block | Value |
Gate Count Coproc AES total 2168 GE
Coproc Execute Unit 54.8 %
Coproc Register Unit 22.0%
Coproc Decoder/ Control Unit 13.6%
Coproc Address Generation 9.6%
nC RAM area used by Coproc (921 GE)
Coproc AES + used uC RAM area | (3089 GE)
IMS3311 uC Core 3110 GE
Microcode ROM (2 KB) 2456 GE
Cycle Count | Encryption (128-bit) 645
Decryption (128-bit) 645
KeyExpansion (128-bit) 363

Table 1: Characteristics of the developed system.

The used Freescale M68HCO05 architecture is comparable to the IMS3311. For
encryption, it needs about 10 times more clock cycles than the AES unit proposed
here, for decryption it is about 15 times slower.

5 Conclusions

This contribution introduced a microcontroller system that is optimized for the
operation in low-cost applications. It is well-suited for RFID transponder chips
that are used for data logging tasks. The implemented system contains the 8-
bit microcontroller IMS3311 and an area-efficient AES coprocessor which supports
both encryption and decryption. An instruction based coprocessor interface was
introduced, which extends the pC’s instruction set with commands for the AES
acceleration unit. In addition, it was shown how the microcontroller’s resources can
be shared in order to minimize coprocessor area. The proposed AES implementation
requires only 2168 gates and takes less than 650 clock cycles for encryption or
decryption of a 128-bit input block.

AES Unit Supports | Gate Count | Cycle Count Cycle Count
E/D/RK! E/D (RK+E)/(RK+D)

Proposed AES Unit +/+/+ 2,168 GE 645/645 1008/1008

(incl. Shared RAM) (3,089 GE)

Feldhofer [5] +/—/+ 3,595 GE —/— 1016/—

Amphion CS5265 [1] +/+/+ 25,000 GE —/— 44/44

Verbauwhede [14] +/—/+ 173,000 GE —/— 10/-

Table 2: AES core comparison considering gate count and clock cycles.
1E=Encryption, D=Decryption, RK=Round Key Generation



12 Mark Jung, Horst Fiedler, and Reneé Lerch

References

[1] Amphion: CS5265/75 AES Simplex Encryption/Decryption Cores, data sheet,
http://www.amphion.com
[2] P. Chodowiec, K. Gaj: Very Compact FPGA Implementation of the AES
Algorithm, Cryptographic Hardware and Embedded Systems (CHES), Springer,
2003, pp. 319-333
[3] J. Daemen, V. Rijmen: The design of Rijndael, Springer, 2002
[4] Federal Information Processing Standards Publication (FIPS): Announcing the
Advanced Encryption Standard (AES), Publication 197, National Bureau of
Standards, U.S. Department of Commerce, 2001
[6] M. Feldhofer, S. Dominikus, J. Wolkerstorfer: Strong Authentication for RFID
Systems Using the AES Algorithm, Cryptographic Hardware and Embedded
Systems (CHES), Springer, 2004, pp. 357-370
[6] Fraunhofer IMS Duisburg: IMS3311, System Integration Manual, data sheet,
2001
[7] Freescale: Coldfire = MCF5235 Reference Manual, data sheet,
http://www.freescale.com
[8] G. Keating: Performance Analysis of AES Candidates on the 6805 CPU Core,
Proc. of the 2nd AES Candidate Conference, 1999, pp. 109-114
[9]1 AK. Lutz et al.. 2 Gbit/s Hardware Realizations of Rijndael and Serpent:
A Comparative Analysis, Cryptographic Hardware and Embedded Systems
(CHES) 2002, Springer 2003, pp. 144-158
[10] C. Paar: Efficient VLSI Architectures for Bit Parallel Computation in Galois
Fields, VDI, 1994
[11] C. Paar, M. Rosner: Comparison of Arithmetic Architectures for Reed-
Solomon Decoders in Reconfigurable Hardware, IEEE Symposium on Field-
Programmable Custom Computing Machines, 1997
[12] V. Rijmen: Efficient Implementation of the Rijndael S-Box, URL:
http://www.esat.kuleuven.ac.be/
[13] S. Sarma, D. Brock, D. Engels: Radio Frequency Identification and the
Electronic Product Code, IEEE Micro, November 2001
[14] I. Verbauwhede, P. Schaumont, H. Kuo: Design and Performance Testing of a
2.29 Gb/s Rijndael Processor, IEEE Journal of Solid-State Circuits, 2003, pp.
569-572

[15] X. Zhang, K.K. Parhi: Implementation Approaches for the Advanced Encryption
Standard Algorithm, IEEE Journal, 2002



Electromagnetic Side Channel Analysis of a
Contactless Smart Card: First Results

Dario Carluccio, Kerstin Lemke, Christof Paar

Horst Gortz Institute for I'T Security
Ruhr-University Bochum, Germany
www.crypto.rub.de
{carluccio, lemke, cpaar}@crypto.rub.de

Abstract. Radio frequency (RF) based cryptographic tokens have been
a booming market in the past years. These low-cost devices are in use for
security services such as ticketing, access control, and electronic payment.
The security services often require that the owner of the device is not able
to read out or modify the secret data (cryptographic keys and unique
IDs) stored.

Side channel cryptanalysis includes smart methods to extract crypto-
graphic keys just by observing its physical leakage during computation.
EM radiation that is emitted by crypto devices can be used for Differen-
tial Electromagnetic Analysis (DEMA). Previous work on EM analysis
has been done on self programmed microcontrollers and FPGAs. For our
analysis we use a Mifare DESFire card that is supplied by an RF inter-
face. We present the measurement set-up and reconsider the properties
of electric and magnetic field coupled antennas. As preparation step for
DEMA, the authentication procedure of the DESFire card was partially
revealed. By using the efforts described in this work DEMA was not suc-
cessful to extract cryptographic keys. Further directions are given that
yield to more powerful conditions for applying DEMA against RF based
crypto devices.

1 Introduction

Radio Frequency Identification (RFID) systems are heavily promoted and con-
tinue to become more and more pervasive. An RFID system consists of an RFID
transponder (RFID card) and an RFID card reader (see Figure 1). The RFID
transponder is supplied by the card reader.

In the security context, privacy aspects (see, e.g, [9]) are widely discussed as
consumer tracking becomes feasible using RFID based technology. In the main
security related works RFID is related to extreme low-cost devices that store
unique IDs and transfer them without any cryptographic mechanisms in place.

In [4] an AES hardware implementation is presented for strengthening RFID
transponders by using strong cryptographic mechanisms. Widespread commer-
cial RFID transponders are mainly equipped with weaker cryptographic mech-
anisms. DST transponders produced by Texas Instruments that are used for
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automotive immobilizer systems turned out to have an insufficient key length
once the proprietary cryptographic algorithm is known ([3]). Other commercial
products that are widely used for applications such as ticketing are also equipped
with a proprietary cipher which makes an independent security analysis hard.

In many applications (e.g., ticketing) the RFID transponder is handed over
to the end user. Therefore, an end user is potentially an adversary who aims
to write tickets at the non-volatile memory of the RFID transponder without
paying. In this case, the adversary has physical access to the cryptographic
module and can apply a full bunch of implementation attacks. Among them side
channel attacks are promising as they act in a passive way and do not lead to a
physical destruction of the RFID transponder.

It was first shown by [6] that EM emanation of a smart card can be used as
side channel information. The terms “Simple ElectroMagnetic Analysis” (SEMA)
and “Differential ElectroMagnetic Analysis” were introduced, in analogy to “Sim-
ple Power Analysis” and “Differential Power Analysis” in [7]. Other contributions
follow as, e.g., [1].

In this work we present an EM analysis at a cryptographic RFID transponder.
For our analysis we use a Mifare DESFire smart card [8]. To our knowledge, this is
the first work in public literature that presents DEMA results at a cryptographic
RFID transponder.

2 EM-Analysis

Our focus is to measure the EM-emanation in the near field of the chip as the
EM-leakage of a RFID tag is very weak. It will not be promising to measure the
radiated EM-wave in the far field also because of surrounding noise.

2.1 Antennas

We used a probe for the electric field, which is mainly built of a small copper-
plate with the size of 4x4 mm. This is nearly the same size as the DESFire
chip.

Antennas that couple to the magnetic field are mainly coils. During previous
work some antennas of this type have been built. An isolated copper wire with a



thickness of 0.2 mm has been turned around a small cylinder with a diameter of
2 mm used as a shaft. Afterwards the shaft was removed and so the air-core coil
was constructed. The two ends of the coils have been sold to a copper core of a
RG-58 coaxial-cable with an impedance of 50(2. We tried out different coils with
the same wire and the same inner diameter, but with different winding numbers
from 40 up to 800.

In this work we used the RF U-2 near field probe, from the company LANGER
EMV-Technik GmbH, Bannewitz, Germany®. This probe is composed of a small
coil in a plastic mount attached to a calibrated amplifier.

3 Authentication Protocol

The authentication procedure is implemented in the card reader and it is not
known in the public. So our first goal was to analyze the authentication proce-
dure.

For communication between the card reader and the DESFire card a stan-
dardized RFID protocol is used. The reader uses a modified Miller code to send
data to the card. The card responds using a load modulation according to the
Manchester code. For the details of the communication protocol we refer to [5].

A card reader device which has built-in support for the DESFire card was
bought together with some Mifare DESFire cards? from ACG3.

Some authentication sequences have been performed with different keys that
can be loaded into the reader and the card.

The antenna signal from the reader was recorded using a digital scope. The
recorded data was demodulated in software and so we could extract the plain
communication data between reader and DESFire card.

Using this data we were able to discover the authentication procedure for
different keys in reader kg and card k¢ as far as it is relevant for DEMA testing.
In the following procedures Enc(x;k) denotes an encryption of data x with a
single DES (or triple DES) key k. Accordingly Dec(z; k) denotes a decryption.

1. To initiate the procedure the card reader sends a request to the card.

2. The card generates a 64-bit random number Rc and encrypts this number
with its own secret key k. This encrypted block 0; By = Enc(Rc¢; k) is
sent to the reader.

3. The reader generates 64-bit random data Rp and decrypts this with its secret
key which becomes block 1; By = Dec(Rg; kg).

Afterwards, the reader decrypts the 8 byte block 0 received from the card
with its key kg. This results is Ro; = Dec(By; kr) (which becomes R¢ if
ke = kr). Now the reader rotates Rcp by 8 bits to the left. The result of
this operation is XORed with B; and afterwards decrypted with kg. This

! http://www.langer-emv.de
2 for further information refer to [8]
3 ACG Identification Technologies GmbH, Walluf, http://www.acg.de



result becomes Bs. Finally, the reader sends these two 64-bit blocks back to

the card:
B1 : DEC(RR; kR)
Bs : Dec(RotLeft(Dec(Bo; kr), 8) ® B1; kr)

4. Now the card examines if the card reader works with the same key by per-
forming the following computation:

R{ = RotRight((Enc(Ba; kc) @ Bi),8)

If this results in R¢, the card has successfully verified the cryptogram. If
R, # R then the card sends a failure response to the reader.

5. If the keys on the card and the reader have been chosen different, at this
point the communication terminates.

This authentication procedure is summarized in the following Figure.

card reader DESFire card

'"REQUEST’

Rc = GenRand(64bit)
By = EnC(Rc; kc)

Bo
P
Rr = GenRand(64bit)
B1 = Dec(Rr; kr)
ch = DeC(B(); kR)
Rc2 = Rotleft(Rc1;8)
By = Dec(Rc2 ® Bi; kr)
Bi, B2
N
Rc4 = EnC(BQ; kc)
Rcs = Roa @ By
R = RotRight(Rcs; 8)
 BRROR™  jeck if RL # Re?

else

Fig. 2. Authentication Protocol

Note that the card reader does only perform DES decryption whereas the
card only computes DES encryption.

For a differential side channel analysis either the plaintext or the ciphertext
must be known. We chose a ‘real-life’ scenario with different keys in the RFID
card and reader. For differential analysis we recorded By and Bs that are sent



to the card. We treat these data as plaintext data for the Triple-DES encryption
that is performed by the card. This Triple-DES encryption is targeted by DEMA.

4 Experimental Analysis

Our previous experiments in EM analysis showed that for optimal results the
antenna must be placed exactly on top of the chip. As the chip is embedded in
the smart card it is not possible to see where the chip is located. The antenna and
the chip are sealed inside the card material. The card material is not transparent
to strong light neither the chip can be palpated.

4.1 X-Ray Analysis

To analyze the physical arrangement of the DESFire card, we made an X-Ray
photograph of the card.

Fig. 3. X-Ray Photograph of a DESFire card

So we localized the position of the chip and the geometry of the antenna in
the card and it was possible to place the antenna exactly on top of the DESFire
chip, to receive the EM emanation of the DESFire chip.

The first EM experiments showed that the EM field, which is generated
from the reader dominates in the measurements. The comparative small EM
emanation from the DESFire chip is suspended.



4.2 Dissolving the Card and Separating Antenna and Card

To separate the reader’s EM field from the card the DESFire chip must be
isolated from the cards antenna. To access the chip we dissolved the card us-
ing Trichloroethylene Co H Cl3 at a temperature of 100° C. Trichloroethylene
dissolves the outer layers from the card and the chip can be removed without
damage.

Then we built an antenna according to the geometry of the antenna that is
visible on the X-Ray of the DESFire card. Additionally we elongated the cable to
connect the chip by a distance of 30 cm. After soldering the chip to the antenna,
the chip was placed away from the reader’s field, so that the emitted field does
not significantly disturb the measurements anymore.

Figure 4 shows the antenna set-up used for EM analysis.

Fig. 4. Near field probe (cu-plate) on top of the chip during operation.

This results in two benefits: first it is possible to position the antenna more
accurate at the chip, second the measurement antennas can be placed closer to
the chip and so the signal amplitude increases, which results in a better signal-
to-noise ratio (SNR).

4.3 EM Analysis

We recorded up to ten thousand measurements at a sampling rate of 1 GHz
using a digital scope and the RF U-2 near field probe. We observed two distinct
execution times: one is about 390 us, the other is about 460 us. The structure
of the EM emanation turned out to be very uniform (see Figure 5).

The correlation method that is described in [2] was used to test for DEMA
leakage. Until now, DEMA was not successful to reveal cryptographic keys.
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Fig. 5. Mean EM emanation focusing at the maximum amplitudes.

5 Further Directions

5.1 Custom RFID-Reader

In the current measurement setup it is very uncomfortable that we have to
examine the reader’s antenna signal at every single measurement to get the
plaintext. Also it is not possible for us to choose the plaintext.

Future work will be to build a custom RFID-Reader, which can be fully
controlled by the measurement equipment, and so, e.g., chosen plaintext attacks
can be performed.

5.2 Analogous Filtering

Using an analogous filter it might be feasible to improve the signal to noise ratio
so that side channel leakage might be detected that is currently suppressed by
the clock signal.

5.3 (Semi) Invasive Analysis

As we accessed the chip in the DESFire card, it would be interesting to perform
EM-measurements more localized, e.g., directly on top of the passivation of the
chip after removing the package.

6 Conclusion

In this work we present first results of EM side channel analysis at a crypto-
graphic contactless smart card. As preparation step for DEMA, the authenti-
cation procedure of the DESFire card was partially revealed. Finally, we give
further directions for future work.
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Abstract

Various public-key cryptosystems require to perform arithmetic operations on very long integers
or on binary polynomials of very high degree. In recent years, a number of so-called unified
multipliers (i.e. multipliers that integrate both types of operands into a single datapath) have
been proposed. This paper presents the design of a radix-2 and a radix-4 version of a unified
(16 x 16)-bit multiplier with a 40-bit accumulator. The unified multiply/accumulate (MAC) unit
can be used either as arithmetic core of a cryptographic co-processor or as a functional unit
in an application-specific processor. A full-custom layout of both the radix-2 and the radix-4
multiplier was implemented on basis of a conventional array architecture. Simulations of netlists
with extracted parasitics showed a power saving of 22% and an energy-delay advantage of 48% for
the radix-4 multiplier compared to the radix-2 version. The multiplication of binary polynomials
consumes about 39% less power than integer multiplication.

1. Introduction

Public-key cryptography is essential to ensure security and privacy of communication over the
Internet. Virtually all modern security protocols, such as the Secure Socket Layer (SSL) protocol,
rely on the concepts of public-key cryptography as introduced by Diffie and Hellman in 1976
[6]. However, the “traditional” public-key cryptosystems like RSA, DSA, or Diffie-Hellman are
highly computation-intensive applications and thus difficult to implement on constrained devices
like smart cards. In the past, embedded systems with poor processing capabilities used dedicated
hardware (i.e. co-processors) to offload the heavy computational demands of cryptographic algo-
rithms from the host processor. An alternative approach is to customize the processor’s instruction
set and micro-architecture towards the performance-critical operations carried out in cryptography
[13]. Due to the increasing importance of cryptographic workloads, a number of micro-processor
vendors extended their instruction set architectures by special instructions designed for efficient
cryptographic processing; well-known examples are the ARM SecurCore architécture [1] and the
SmartMIPS|[23].

The research described in this paper was supported by the Austrian Science Fund (FWF) under grant number
P16952-N04 “Instruction Set Extensions for Public-Key Cryptography” and in part by the European Commission through
the IST Programme under contract 1IST-2002-507932 ECRYPT. The information in this document reflects only the
authors’ views, is provided as is and no guarantee or warranty is given that the information is fit for any particular
purpose. The user thereof uses the information at its sole risk and liability.
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In recent yearselliptic curve (EC) cryptosystems became very popular because they allow to
achieve a good balance between security and performaince [4]. Compared to their “traditional”
counterparts like RSA, EC systems can use significantly shorter keys in order to guarantee a
certain level of security. A widely accepted rule of thumb states that the security of a prop-
erly constructed 160-bit EC system is comparable to a 1024-bit RSA system. This makes EC
cryptography especially attractive for mobile and wireless devices which are typically limited in
terms of computational resources and/or network connectivity. During the last five years, standards
for EC cryptography have been adopted by a number of standardization bodies around the world,
including the ANSI, NIST, ISO, and IEEE. There is no doubt within the security community that
EC cryptography is well on its way of becoming the de-facto standard for public-key services on
mobile devices [117].

From a mathematical point of view, EC cryptosystems operate in a group of points on an elliptic
curve defined over fnite field[19]. The main operation of EC cryptosystems is a so-called point
multiplication, which is a computation of the forknP wherek is an integer andP is a point on
the elliptic curve([4]. There exist a number of different algorithms for computiri®®) but in the
end they all require to carry out arithmetic operations (addition, multiplication and inversion) in the
underlying finite field. Efficient implementation of the field arithmetic is therefore the key to high
performance and low power consumption.

Several standards bodies, including the National Institute of Standards and Technology, recom-
mend to use either prime field GF(p) or abinary extension fielGF(2") for the implementation
of EC cryptographyi[25]. The elements of a prime field @Fdre nothing else than the integers
0,1,...,p—1, whereas the elements of a binary extension field GF¢2e usually represented by
binary polynomial®f degree up ton— 1. Both types of operands (integers and binary polynomials)
have in common that a multiplication can be accomplished by generation and addition of partial
products. This has motivated the designuoified multipliers i.e. multipliers that use the same
datapath for both integers and binary polynomials [28, 9,27, 12]. Having a unified multiplier
instead of two separate multipliers can result in significant area savings when an application needs
to deal with both types of operands.

This paper presents an analysis and comparison of two different implementations of a unified
(16x 16+ 40)-bit multiply/accumulate (MAC) unit for integers and binary polynomials. Our first
implementation contains a unified radix-2 multiplier, whereas the second variant is based on a
radix-4 design. The unified MAC units can either be used as arithmetic core of a cryptographic
co-processor [27] or as a functional unit in an application-specific proceéssor [12]. One of the most
important application domains for unified multipliers are cryptographic smart cards—devices where
stringent limitations apply to silicon area as well as power consunﬂ)ﬁﬂnerefore, we realized the
unified multipliers in terms of an array architecture and produced the layout following a full-custom
design methodology. Our simulation results clearly demonstrate that the unified radix-4 multiplier
is superior to the radix-2 variant with respect to silicon area, delay, and power consumption. We also
show that both the radix2 and the radix-4 multiplier consume less power when multiplying binary
polynomials instead of integers.

The remainder of this paper is organized as follows. In the next section we summarize a number
of basic facts about finite fields and review previous work on the design of unified multipliers. The
Sectiong B anfl]4 describe several implementation details of our unified radix-2 and radix-4 MAC
unit, respectively. Sectidn 5 discusses the design flow and presents simulation results. The paper
finishes with conclusions in Sectiéh 6.

10n the other hand, the delay of the multiplier is no major concern since smart cards have a low clock frequency
(typically less than 15 MHz).



2. Background and related work

A finite field (or Galois fielg is a finite set of elements on which two operations, generally
called addition and multiplication, are defined such that the field axioms |hald [19]. The elements
of a prime field GF(p) are the residue classes moduydtypically represented by the integers
0,1,...,p—1) and the field arithmetic is nothing else than the conventional modular arithmetic,
i.e. addition and multiplication modulp. On the other hand, the elements dbiaary extension
field GF(2™ can be represented by binary polynomials of degree up-td, i.e.

m-1
at) = > a-t' =am1t™ 4 a-t+ag (L)
i=0

with coefficientsa; from the subfield GR2) = {0,1}. For example, the finite field GF{Rhas eight
elements, which are the following binary polynomials.

GF(2%) ={0,1,t,t+1,t2, 2+ 1 t>+t, t>+t+1} 2)

Any elementa(t) € GF(2™) can be written as a bit-string consisting wf coefficients, i.e.
alt) = (am-1,...,a1,8). The addition of field elements is simply a logical XOR operation of
the corresponding coefficients. Multiplication in GPj2is performed modulo airreducible
polynomial f@t) of degreem. This means that a multiplication in GF{Rrequires to multiply
two binary polynomials together (yielding a product-polynomial of degree upnte 2), followed
by a reduction of the product-polynomial mody¢) [14].

There exist some basic similarities between prime fields and binary extension fields. Firstly, the
elements of either type of field can be represented by a bit-string. Secondly, the multiplication in
both GFf{) and GF(2") implies a modular reduction. Thirdly, the multiplication of both integers
and binary polynomials can be accomplished by generation and addition of partial products. These
similarities facilitate the design of a unified multiplier.

2.1. Design approaches for unified multipliers

The termunification in general, can be described as the idea of identifying or creating simi-
larities in order to make use of common structures. Prime fields and binary extension fields have
structural similarities which allow to employ the same technique for the multiplication of field
elements. Unification reduces the overall hardware cost when a multiplier for both integers and
binary polynomials is needed. For instance, the area of the unified multiplier reporied in [28] is
only marginally larger than the area of a conventional integer multiplier datapath.

When classifying previous work on unified multipliers, three principal design approaches can be
identified. The first approach, originally introduced [in [8], uses a spedrathg methodologyin
order to integrate the multiplication of binary polynomials into a tree multiplier. In the most basic
case, a tree multiplier consists of full and half adders and uses a redundant representation (e.g.
carry-save form) for the summation of partial products. The sum output of a full adder provides
the logical XOR of its inputs, which is exactly the functionality needed for the addition of binary
polynomials. This allows to design a unified multiplier by modifying the wiring of the partial
product summation tree so that no carry bits are added with partial products before the final adder.
In other words, the architecture presented in [8] implements two separate sub-trees for the addition
of sum and carry vectors; one sub-tree consists of the adders’ XOR logic, whilst the second sub-tree



comprises the other gates of the adder cells. The sum input to the final adder represents the XOR
of all partial products, which is the result of the polynomial multiplication. A unified multiplier
designed along these lines has the same delay as the original tree multiplier and does not increase
the hardware cost (except of a few multiplexers). The authors of referience [27] employed similar
ideas to design a unified multiplier for EC cryptography.

A completely different approach for combining the multiplication of integers and binary poly-
nomials into a single datapath was proposed by Dresehal[7]. They investigated the imple-
mentation of arithmetic in GF(9, m< 8, on a DSP datapath for signal coding, in particular BCH
codes. However, unlike the approach taker_ in [8], Dresehatdid not modify the wiring within
the partial product summation tree, but modified the half and full adder cells by adding some extra
logic that allows to set the carry output to zero. The sum output of a full adder represents the
modulo-2 sum (i.e. XOR) of the corresponding input values. Thus, suppressing all carries of the
half and full adder cells enables a radix-2 integer multiplier to perform a multiplication of binary
polynomials. Savaet al used this concept to implement a unified multiplier for EC cryptography
[28]. They presented the design of a so-calliedl-field adder(DFA), which is nothing else than
a conventional full adder with the capability to set the carry output to zero. A properly designed
DFA has no higher delay than a conventional full adder and consumes significantly less power in
polynomial mode than in integer mode [11]. This approach for unification is very attractive for
array multipliers because it preserves the regularity of the architecture. On the other hand, DFAs
increase the area compared to a standard multiplier and require to broadcast an additional control
signal.

A third approach for combining integer and polynomial addition was proposed by Au and
Burgess([2]. They implemented the addition of integers by usingdandant binary represen-
tation based on the digit s€t0, 1,2}, whereby the digits have the following encoding~(0,0),
1~ (0,1), and 2~ (1,0). A fourth digit, denoted 4 and encoded as (1,1), represents the 1 in GF(2),
which means that the addition of binary polynomials is performed with the digftdsét }. Taking
advantage of this special encoding, Au and Burgess proposed a unified (4:2) adder for integers and
binary polynomials. The (4:2) adder has a critical path of only three XOR gates and does not need
extra control logic to suppress the carries for polynomial addition. However, a drawback of Au and
Burgess’ approach is the relatively high power consumption in polynomial mode, which is due to
the use of the redundant binary representation [12].

2.2. Multiplication in finite fields of high order

The finite fields used in EC cryptography have a typical order of betw&raad 2°°, which
means that the bit-length of a field element exceeds the 16-bit word-size of our unified multiplier
by an order of magnitude. Obviously, this raises the question of hd@a 16)-bit multiplier can
be utilized to perform a multiplication of two 160-bit integers (or binary polynomials of such size).
The mismatch between the operand length and the processor’s word-size is generally resolved by
representing the long integers as arrays of single-precision (e.g. 16-bit) words and using special al-
gorithms for performing arithmetic operations on these arrays with help of the instructions provided
by the processor.

Algorithm [1 illustrates the so-called product-scanning techniquerfoltiple-precision mul-
tiplication of integers [[14]. The operation carried out in the inner loops (line 4 and 11) is a
multiply/accumulate (MAC) operation—two single-precisionlfit) words are multiplied and the
2w-bit product is added to a running sum. This algorithm requires a MAC unit with a “wide”
accumulator (e.g. 8 guard bits) in order to prevent overflows and loss of precision. In general,



Algorithm 1 Multiple-precision multiplication

Input: Two integersA= (Aq_1,...,A9) andB = (By_1,...,Bp), represented by arrays dfwords, each
consisting ofw bits.

Output: ProductZ =A-B=(Zy4_1,...,20).

1: S0

2: for i from O by 1tod—1do

3: for j from O by 1 toi do

S S+ Aj x Bj_j
end for
Zi—Smod 2’ {Zisassigned thev LSB of S}
S— |S/2¥%| {Sis shiftedw bits to the right

end for
forifromdby 1toad—2do
10: for jfromi—d+1by1tod—1do
11: S— S+ A xBi_j
12:  end for
13: Z—Smod2¥ {ZzisassignedthesLSB of S}
14: S« |S/2¥%] {Sis shiftedw bits to the right
15: end for
16: Zog—1 <+ Smod 2V
17: return Z = (Zyg-1,-..,20)

© Nk

Algorithm@ performsd? MAC operations for the multiplication of twd-word integers. We point

out that the algorithm also works for binary polynomials, provided that we replace the integer MAC
operation by a MAC operation on binary polynomials (see [11] for further details). This proves
that the concept of unification is not only applicable to multiplier datapaths but also to arithmetic
algorithms (algorithmic unification).

The availability of a unified MAC unit allows very fast software implementation of multiple-
precision multiplication (for both integers and binary polynomials). Furthermore, the same concept
can also be applied to the design of a cryptographic co-processor where a unified MAC unit operates
as arithmetic core, such as proposed.in [27].

Modular reduction: A multiplication in GF{) or GF(2") is generally realized in two steps:
multiplication of long integers (or binary polynomials of high degree) and reduction of the product
modulo the primep (or the irreducible polynomigb(t)) to obtain the final result. The most widely

used generic algorithm for performing a reduction modulo a pin®due to Montgomery [24].
Reference[[15] describes a number of methods which combine multiplication and Montgomery
reduction into a single operation. One of these methods, the so-called Finely Integrated Operand
Scanning (FIPS) method, performs MAC operations in its inner loop, similar to Algofithm 1. It
was shown in[[16] that Montgomery’s algorithm can also be applied to the reduction of a binary
polynomial modulo an irreducible polynomig{t). As mentioned before, Montgomery’s algorithm

is a generic algorithm that works for any prime or any irreducible polynomial.

However, it is common practice in EC cryptography to use special primes or special irreducible
polynomials for which much faster reduction techniques exist. For instance, the NIST specified
a set of five prime fields defined by so-called generalized Mersenne (GM) primes and a set of
five binary extension fields defined by irreducible polynomials with few non-zero coefficients, e.g.
trinomials or pentanomial§ [25]. A typical example for a GM primepis: 21%2—-264 _1, and a
reduction modulo this prime can be accomplished with a few multiple-precision additions, which
is a linear-time operation and thus much faster than Montgomery'’s algorithm. The reduction of a



binary polynomial modulo an irreducible trinomial suchps) = t233+t"4+ 1 requires only a few
shift and XOR operations. These special reduction techniques are well documented in a number of
papers and textbooks about EC cryptography, e.g. in [14].

3. Unified radix-2 multiplier

There exist a variety of implementation options for multipliers, which are typically determined
by the requirements (e.g. delay, power consumption, silicon area) and/or the design methodology
(e.g. standard cells versus full-custom design). Embedded systems like smart cards impose some
stringent restrictions on power consumption and silicon area. In this context, the decision between
an array-like and a tree-like architecture is a major concern.

Array versus tree: Array multipliers are known to provide high regularity and locality at the
silicon level for the expense of a critical path delay that scales linearly with the word-size. On the
other hand, tree multipliers have an irregular structure but can work at much higher frequencies due
to a significantly shorter (i.e. logarithmic-length) critical path. Although the speed characteristics
of array and tree multipliers are obvious and well understood, the situation is not so clear regarding
power consumption.

At afirst glance, one is tempted to attribute array multipliers a rather high power consumption be-
cause of the long signal paths which may cause lots of gate-output transitions to propagate through
the array. It was shown in 5] and![3] that array multipliers consume significantly more power
than tree multipliers when the impact of wiring is completely ignored. However, since CMOS
process technology improves and transistor geometries become smaller and smaller, the parasitic
capacitances of interconnect wires dominate over the transistor capacitances. Tree multipliers suffer
from long interconnect wires with high capacitive load, which is due to their irregular structure.
Moreover, signal paths of varying lengths lead to signal skew and an increased number of glitches
or spurious transitions. Meiat al [21] have demonstrated that wiring has a major impact on the
power consumption of tree multipliers, and that the difference between array and tree multipliers is
very small when wiring effects are considered.

An array-like architecture is definitely to prefer over a tree-like architecture when one employs
a full-custom design methodology instead of logic synthesis with automatic place and route. It is,
of course, also possible to produce a full-custom layout of a tree multiplier, but this is a tedious
task because of the irregular structure. Array architectures feature a high degree of regularity and
mainly local interconnect, which makes them easy to design and lay out. Taking these aspects into
account, we opted for the array architecture in combination with a full-custom design methodology.

Full-custom cell library: Bisdouniset al [3] compared eight circuit techniques to determine their
suitability for the design of low-power adders and multipliers. Complementary static CMOS logic
showed good results in this comparison and belonged to the “Top 3” logic styles with respect to
power consumption. Furthermore, static CMOS logic is fast, easy to design, immune to noise,
and robust against voltage scaling and transistor downsizing. All these excellent properties make
complementary static CMOS the circuit technique of choice for the implementation of a low-
power/small-area multiplier [31].

We developed a full-custom cell library containing all standard logic gates with two and three
inputs. In addition, our cell library also includes a two-input XOR and XNOR implemented on
basis of the “classical” transmission-gate XOR/XNOR circuit with a tailing inverter to increase the
drive strength (see Figure 4 in]18]). Transmission gates were also used for the implementation of



an inverting 2:1 multiplexer. The XOR and XNOR gate comprise of eight transistors each, whereas
the multiplexer has a transistor count of six.

3.1. Generation of partial products

A multiplication of unsigned 16-bit intege#s, B can be carried out by generation and addition

of partial products:
15

15
Z=AB=A) b2 =) Ab-2 ©)
i=0 i=0
In the binary case (i.e. radix-2 representation), the generation of a partial pradyics a simple
logical AND operation between the multiplier bt and the 16 bits of the multiplicard. These
partial products have to be summed up according to their weight2in the appropriate relative
position) to get the correct result= A-B.

The multiplication of binary polynomials can employ the same technique of generation and
addition of partial products. For example, a multiplication of two binary polynonféis, B(t)
of degree 15 is performed as follows.

15 15
Z(t) = A)-B(t) = A1) bt = SAD) byt @
i=0 i=0

All coefficientsb; of B(t) are from GF(2)= {0,1} when using a conventional (i.e. radixrepre-
sentation, which means that the generation of a partial prodtigth; is a logical AND operation
betweerb; and the coefficients oA(t) [29]. The multiplication of a partial produd(t)-b; by a

power of the fornt' is nothing else than a left-shift bybit positions (“Shift-and-XOR” method).

A partial product generator (PPG) for a unified radix-2/ratdimultiplier consists of a row of AND

gates. In other words, we can use exactly the same hardware (namely AND gates) to generate
partial products for both integer and polynomial multiplication.

3.2. Addition of partial products

A conventional implementation of an array multiplier is built of rows of (3,2) counters (full
adders) and (2,2) counters (half adders) to reduce the partial products to a sum and carry vector.
The addition of this sum and carry vector is the final step for completing a multiplication and calls
for a fast carry-propagation adder (often referred to as “final adder”). In the radix-2 case, a typical
(wx w)-bit array multiplier consists of* AND gates,w — 1 half adder cellsjw— 1) - (w— 2) full
adder cells, andwa-bit carry-propagation adder for the redundant-to-binary conversion of the upper
part of the result (seé€ [30] for details).

As mentioned in Sectign 3.1, there are three basic approaches for combining integer and poly-
nomial multiplication into a single datapath. The first approach (i.e. the special wiring technique
described in[[B]) is applicable to tree multipliers, but would completely destroy the regularity of an
array multiplier. On the other hand, the use of a redundant binary representation, as propdsed in [2],
has advantages for high-speed designs, but imposes significant power consumption in polynomial
mode [12]. Therefore, we opted to implement the multiplier datapath with dual field adders as this
approach complies best with our requirements for regular layout and low power consumption.

Figure[1 shows the dual-field adder (DFA) design from our previous work [11]. This design
implements basically a standard full adder with some extra logic to set the carry output to 0. The
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Figure 1. Dual-field adder (DFA) Figure 2. DFA full-custom layout

control signalffselallows to switch between integer mode and polynomial mode. In integer mode
(fsel= 1), the DFA works like a conventional full adder, i.e. both the sum and the carry output
are active. On the other hand, when the DFA is operated in polynomial nisele-(0), both

NAND gates are 1, which forces the ORNAND gate (and consequeatlyy to 0. The advantage

of this design is that only the two XOR gates are active in polynomial mode; all other gates do not
transition and hence they also do not consume power. Therefore, the DFA depicted irf Figure 1 has
a substantially lower power dissipation in polynomial mode than in integer mode. This is a major
advantage over the DFA design presented_ in [28], which does not suppress unnecessary switchings
in polynomial mode.

We implemented the DFA using the cells of our full-custom cell library, whereby the transistors
of all gates have minimum size. The only exception are the PMOS transistors of the ORNAND
gate, which were enlarged to ensure that the sum and carry output have similar drive strength and
similar rise/fall times. Simulations of the DFA layout with extracted parasitics showed that the
delay from the inputsin, cin to the two outputsoutandcoutis also almost identical. The use
of minimum-size transistors in combination with delay balancing helps to reduce the impact of
spurious transitions (glitches) on the total power consumption. Other advantages of the DFA are
its relatively small area and a short critical path. The five gates shown in Figure 1 amount to 32
transistors altogether (on basis of our full-custom cell library), which is only four transistors more
than the classical 28-transistor full adder design given_in [30, p. 517]. The delay of a full adder
is generally determined by the delay of the XOR gates, which means that our DFA has the same
critical path delay as a conventional full adder. In summary, the DFA shown in Higure 1 is only
marginally larger than a full adder and has the same propagation delay. The complete adder array
of a unified (16x 16)-bit multiplier has, in the radix-2 case, a critical path of 14 DFA cells and one
dual-field half adder cell.

3.3. Accumulator and final adder

The adder-array reduces the partial products to a single sum and carry vector. An accumulator
allows to add the result of the multiplication to a running sum. The accumulator of our unified
multiplier is composed of DFAs and has a length of 40 bits (i.e. eight guard bits to prevent over-
flow). The outputs of the accumulator represent the result of the multiply/accumulate operation in
redundant representation (carry-save form). Consequently, we have to convert the sum and carry
vectors into a standard binary number to obtain the final result.

The redundant-to-binary conversion (“final addition”) calls for a fast carry-propagation adder.
An important aspect when designing a final adder is to consider the non-uniform signal arrival



profile of the sum and carry vector [26]. Array multipliers typically have a “staircase-like” signal
arrival profile, which means that the lower half of the result arrives sequentially (bit by bit), whereas
the upper part arrives simultaneously after passing through the full adder array. In order to reduce
the overall delay of the MAC unit, we designed the final adder to match this special signal arrival
profile. The final adder consists of a ripple-carry adder for the redundant-to-binary conversion of
the sequentially-arriving bits, and a fast carry-select adder (CSA) for the upper bits of the result.
We used ripple-carry adders of varying length for the sub-stages of the CSA in order to reduce the
overall delay. A CSA composed of “small” ripple-carry adders features a high degree of regularity,
which is clearly an advantage for full-custom design.

The multiplication of binary polynomials does not need a final adder, simply because all carry
vectors are 0 in polynomial mode. Therefore, we forward the accumulator’s sum output directly to
the output of the multiplier when a polynomial multiplication is performed. The sum input to the
final adder is set to 0 in polynomial mode to ensure that the final adder is completely inactive and
does not dissipate power.

4. Unified radix-4 multiplier

High-radix multiplication schemes reduce the number of partial products compared to the con-
ventional (i.e. radix-2 or binary) multiplication scheme, which shortens the critical path of an array
multiplier since fewer partial products have to be summed up. A radix-4 multiplication of two
unsigned 16-bit numbers can be performed according to the following equation.

7 7
Z=AB=A) b4 => Ab-4 with bce{0123} (5)
k=0 k=0

The conventional radix-4 representation of integers is based on the didi@se®,3}. Conse-
quently, any partial produd¥ = A-by is either 0,A, 2A, or 3A, whereby the latter one is difficult

to compile since summing/ARwith A can generate a carry propagation. Therefore, most radix-4
multiplication schemes employ other digit sets, sucH-ag,—1,0,1,2} used in modified Booth
recoding [20].

High-radix multiplication is also possible for binary polynomials and has been first described in
[29,(22]. Similar to integers, the use of a high-radix representation reduces the number of partial
products. The radix-representation of binary polynomials is based on the coefficierfGéat,
and hence it corresponds to the standard radix-2 representation of integers. On the other hand, the
analogue of radix-4 integer representation is the ragliepresentation of binary polynomials. This
representation uses the coefficientet1,t,t+ 1} and allows to perform a multiplication of two
binary polynomialdA(t), B(t) of degree 15 as follows.

7

7
Z(t) = At)-B(t) = A(t)- Y bi(t) 1% = > A(t)-b(t)-t* with by(t) € {0, 1,t,t+1} (6)
k=0 k=0

All coefficientsby(t) of a binary polynomiaB(t) in radix+t? representation are themselves binary
polynomials, namely binary polynomials of degree at most one (i.e. ),dtt +1). The corre-
sponding partial produdg(t) = A(t) -by(t) is either 0,A(t), t-A(t), or A(t) &t-A(t), all of which
can be easily generated by 1-bit left-shifts and XOR operations. Therefore, a%aulikiplication
can be efficiently performed with the standard coefficien{€etl, t, t 4 1}.
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Figure 3. Unified radix-4 PPG for integers and radix- t2 PPG for binary polynomials

4.1. Generation of partial products

Modified Booth recoding (also called Booth-MacSorley recoding [20]) is frequently used in array
multipliers as it reduces the number partial products by a factor of two. Unfortunately, modified
Booth recoding is not directly applicable to binary polynomials since it relies on a signed-digit
representation with the digit sét2, —1,0,1,2}. Itis nonetheless possible to “unify” the high-radix
multiplication of integers and binary polynomials, as we demonstrated in our previous/work [10].
In the following, we summarize how a unified radix-4/ratfmultiplier generates partial products
in integer mode and polynomial mode.

Integer mode: Modified Booth recoding is generally performed within two stefiscodingof the
multiplier B and Selection(i.e. generation) of the partial products. The encoding step can be seen
as a conversion where a radix-2 numBewith digits b; in {0,1} is transformed into an equivalent
radix-4 numbeB represented by digiﬁ( from the se{—2,—1,0,1,2}. When assuming th& is

an unsigned 16-bit integer, the conversion can be carried out as follows.

8
B = ZBk.4k with b= —2-bo 1+ box+ b1 and bz =bg=b_1 =0 7
k=0

The radix-4 digi'@k are obtained by partitioning the multipli@rinto overlapping groups of three
adjacent bitshyy, 1, bok, b1 (for k=0,1,2,...,8) and calculating—2-bay, 1 + bk + b1 as
shown in Equation| (7). All digitdy are available simultaneously since they can be calculated
independently from each other and in parallel. A multiplication with the radix-4 nulestead
of B reduces the number of partial products from 16 to 9 (or 8 when multiplying signed integers).
The primary advantage of using the digit $§et2, —1,0, 1,2} is that the corresponding partial prod-
uctsR € {—2A,—A,0,A, 2A} can be easily generated with shifts and bit-wise inversions. Booth
multipliers generally use two’s complement (TC) representation for negative numbers. Negative
partial products, in TC form, are obtained by inverting the corresponding positive partial product
(i.e. producing the one’s complement) and adding a “1” at the least significant bit position. This
“correction” is performed together with the addition of partial products in the adder array.

FigureB shows of a unified radix-4/radixpartial product generator (PPG) for integers and
binary polynomials. This design is adapted from![10] and optimized for implementation with our
full-custom cell library. The PPG is controlled by the three sigimalginvert), trp (transport), and



Multiplier bits Integer modefgel= 1) Polynomial modeféel= 0)
boci1 | bac [bacs =) | inv | trp | shl [“+1” At)  [inv [ trp [ shl [*+1"
0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 +A 0 1 0 0 0 0 0 0 0
0 1 0 +A 0 1 0 0 At) 0 1 0 0
0 1 1 +2A 0 0 1 0 At) 0 1 0 0
1 0 0 —2A 1 0 1 1 t-At) 0 0 1 0
1 0 1 —A 1 1 0 1 t-At) 0 0 1 0
1 1 0 —A 1 1 0 1 tAt)®At) | O 1 1 0
1 1 1 0 1 0 0 0 tAt)®At) | O 1 1 0

Table 1. Radix-4 encoding of integers and radix- t2 encoding of binary polynomials

shl (shift left). These signals depend on the multiplier biis, 1, bok, andby_1 according to Equa-

tions [8)-[10), which can be easily derived from TgHle 1. In integer mfséé=¢ 1), the generation

of partial products is performed similar to the classical encoding scheme NgiXd / X2signals

as specified in[30, p. 551]. Therefore, the unified PPG acts like a conventional radix-4 Booth-PPG
when operated in integer mode. The logical equation for th&"“needed in case of a negative
partial product is also easily derived from TabJe 1.

inv = fsel- by 1 (8)
trp = fsel- (box- b1 + bac ba—1) + fsel- by (©)
shl = fsel- (baiy1- bok- box—1+ bas 1 Pa b1 ) + fsel- by (10)

The PPG shown in Figu@ 3 needl{the multiplicand) and its invers& as input, and the multi-
plexors select betweehandA, depending on the control sigriak. The AND/XOR combination
performs a 1-bit left-shift operation wheshl= 1, which is necessary for the generation of the
partial products 2 and—2A. On the other handrp = 1 means that no left shift is performed and
hence the resulting partial product is eitideor —A.

Polynomial mode: Radixt2 multiplication of binary polynomials corresponds to radix-4 multipli-
cation of integers. Given two binary polynomigiét), B(t) in conventional (i.e. radix) repre-
sentation, the radix? multiplication requires to scan two adjacent bitsBif) at a time in order

to produce the corresponding partial prodBgt) as specified by Equation](6). Two adjacent bits

of B(t) can be interpreted as a binary polynomial of degree one, and depending on whether this
polynomial is 0, 1t, ort+ 1, the corresponding partial produgf(t) is either 0,A(t), t-A(t), or

t-A(t) @ A(t). The multiplication ofA(t) byt is nothing else than a 1-bit left shift of the coefficients

of A(t), which means that the partial-product generation for raflimultiplication is simply a
matter of shift and XOR operations.

An important property of thénv/trp/shl scheme is that, in integer modtsé€l= 1), the two
control signalstrp and shl are never 1 at the same time (see Table 1), which allows us to use
XOR gates to select betweerA and+2A. Thanks to this property, the PPG shown in Figure 3
provides the necessary functionality to generate partial products for radixdtiplication. In
polynomial modefgel= 0), the control signahv is always 0 and the PPG is directly controlled by
the coefficients oB(t), i.e.trp = by andshl= by 1. Therefore, the PPG depicted in Fig@e 3isa
unified radix-4 PPG for integers and binary ponnonﬂaIs

2We denote the combined radix-4/rad&PPG asunified radix-4 PPG for integers and binary polynomialsfnce
the radixt2 multiplication of binary polynomials corresponds to the radix-4 multiplication of integers.



4.2. Addition of partial products

Employing radix-4 Booth recoding in a (2616)-bit multiplier reduces the number of partial
products from 16 to 9 (in the case of unsigned integers). On the other handiZadiynomial
multiplication halves the number of partial products compared to the tegtikeme (i.e. 8 partial
products instead of 16). The adder array of a unified radix-4 multiplier for 16-bit operands is, in
general, dimensioned to sum up 9 partial products. This means that the radix-4?radieme
reduces the overall number of DFAs by almost 50% in relation to the radix-2/tadixeme. How-
ever, the adder array of a unified radix-4 multiplier differs in the following aspects from the radix-2
version.

» The length of the partial products is 18 bits instead of 16 bits since they can be twice the
multiplicandA and can have a negative value. The MSB of the partial product is its sign bit.

« The rules of two’s complement arithmetic demand a sign extension, which increases both area
and power consumption. Therefore, it is important to minimize the effects of sign extension.

» The PPG shown in Figufg 3 performs merely an inversion when the generation of a negative
partial product is required. Therefore, the adder array has to add a “1” at the least significant
position of the partial product in order to get the correct two’s complement representation.

« The partial products have to be summed up according to their “weight” (i.e. in the appropriate
relative position) to obtain the correct result. For instance, the partial prédbes four times
the weight off_1, which means that the offset betwdamandBR,_;is two bit positions.

Further details about the implementation of an adder array for radix-4/tadinttiplication can be

found in our previous paper [12]. Although originally developed for standard-cell implementation,
the architecture in_[12] is also well suited for full-custom design since it features a high degree
of regularity and mainly local interconnect. The adder array of a unifieck @®-bit multiplier
implemented according t0_[12] consists of 7 adder stages to sum up the 9 partial products. Each
adder stage is composed of 18 DFAs, which amounts to 126 DFAs altogether. The first three partial
products,Py, P, andP,, can be summed up by one adder stage. All remaining partial products
require an additional adder stage, which results in the 7 adder stages mentioned before. The critical
path of the radix-4 adder array (i.e. 7 DFA cells) is only one half of the radix-2 array.

4.3. Accumulator and final adder

The 40-bit accumulator of the unified radix-4 multiplier is identical to the one of the radix-2
version. On the other hand, the signal arrival profiles, and hence the final adders, differ slightly.
The radix-4 multiplier also has a “staircase-like” profile, but the low-order bits (i.e. the 16 LSB)
of the sum and carry vector arrive sequentially in two-bit blocks, instead of one bit at a time as in the
radix-2 multiplier. Therefore, the final adder uses concatenated 2-bit ripple-carry adders (RCAS)
for the redundant-to-binary conversion of these bits. The high-order bits of the sum and carry vector
arrive simultaneously, as in the radix-2 version, and are summed up by a fast carry-select adder.

5. Results and discussion

We created a full-custom layout of both the unified radix-2 and radix-4 MAC unit using a stan-
dard 06 um CMOS technology with two metal layers and one polysilicon layer. The transistor
width of gates with ordinary (1x) drive strength is generally im; gates with 2x drive strength



] Parameter | Radix-2 version | Radix-4 version

Transistor count 12,384 11,744
Delay (INT mode) 82.4 nsec 54.3 nsec
Avg. current (INT mode) 7.37 mA 5.75 mA
PDP (INT mode) 2.43nJ 1.90nJ
EDP (INT mode) 2002-10 18Js | 1030-10 18Js
Delay (POLY mode) 66.8 nsec 38.0 nsec
Avg. current (POLY mode) 3.66 mA 3.49 mA
PDP (POLY mode) 1.21nd 1.15nd
EDP (POLY mode) 80.7-10 8 Js 438-10 18 s

Table 2. Simulation results (f = 10 MHz, Vdd = 3.3 V)

are realized with PMOS transistors of widttd3um and NMOS transistors of3. um, respectively.

Both the radix-2 and the radix-4 multiplier have a regular structure with mainly local interconnect
(i.e. short wires), which enables the use of minimum-size transistors in gates and drivers. However,
some gates demand an increased drive strength in order to achieve equal output signal strength or
to balance the delay and rise/fall times of signal slopes. Delay balancing guarantees synchronously
arriving signals at the input of logic gates, thereby eliminating, or substantially reducing, the power
dissipation caused by spurious transitions (glitches).

Design flow: We developed the layout of the multiply/accumulate unit following a hierarchical
bottom-up approach. First,fall-custom cell libraryconsisting of basic CMOS gates was imple-
mented. Then, thieaf cells(DFA cells, PPG cells) were composed of these gates. We carefully
optimized the layout of the leaf cells in order to reduce the intra-cell routing and to keep the overall
silicon area as small as possible. The multiplier datapath is made up of an ensemble of (almost)
identicalbit-slices which allows to exploit the regularity of the array architecture. This bit-slice
organization has the advantage that the place-and-route problem needs to be solved only once since
all slices have an (almost) uniform layout. Furthermore, the floorplanning and place-and-route
of the multiplier datapath becomes very simple, especially when the bit-slices are designed to
connect “by abutment”. In this case, the generation of the multiplier datapath is simply a matter
of replicating instances of bit-slices, whereby these instances are automatically connected. Not
only the intra-slice but also the inter-slice wires are very short due to the regularity of the array
structure (i.e. mainly nearest-neighbor connections). The correctness of the multiplier was verified
by simulations with test vectors obtained from a functional model.

Simulation results: Table[2 summarizes the simulation results and main characteristics of the two
unified (16x 16+ 40)-bit MAC units. Both the radix-2 and the radix-4 version consist of roughly
12,000 transistors, whereby the silicon area of the the radix-2 MAC is slightly larger. The radix-4
variant has a worst-case delay of 54.3 nsec (integer mode, 3.3 V supply voltage), which corresponds
to a maximum clock frequency of 18.4 MHz. As expected, the radix-2 MAC is significantly slower,
mainly due to the longer critical path in the adder array. Both versions are not very fast since
we used a 0.6 um CMOS process and because most devices are of minimum size. However, the
performance is appropriate for typical smart card applications. Each of the two MAC units executes
a polynomial multiplication much faster than an integer multiplication since a redundant-to-binary
conversion of the result is not necessary in polynomial mode (i.e. the final adder is bypassed).

The average current dissipation of both the radix-2 and radix-4 implementation is also specified
in Table[2. These results were obtained through simulation of netlists with extracted parasitics. In



general, the current drawn during a multiplication depends heavily on the input values. There-
fore, we simulated 1,000 multiply/accumulate operations with independent, pseudo-random input
patterns and measured the current consumption. The simulations were performed at a frequency
of 10 MHz (i.e. new inputs were presented with a period of 100 nsec), which is a typical clock
frequency for smart cards. Our results show that the radix-4 version dissipates, on average, 22%
less power than the radix-2 version. This power saving is mainly due to the shorter adder array in
the radix-4 multiplier, which reduces the number of glitches compared to the radix-2 version. In
both cases, the multiplication of binary polynomials consumes significantly less power than integer
multiplication (e.g. 39% in the radix-4 version). Polynomial multiplication needs no redundant
representation and therefore causes less switching activities in the adder array (only the XOR gates
of the DFAs are active) and no switchings at all in the final adder since it is bypassed (i.e. its inputs
do not toggle).

Besides silicon area, delay, and power dissipation, alspaker-delay produc(PDP) and the
energy-delay produdEDP) are generally accepted as comparison metrics for MAC units. When
the leakage current is ignored, the PDP of a static CMOS multiplier can be interpreted as the
average amount afnergy consumed per multiplicatiomherefore, the PDP is an important metric
for battery-operated devices as it determines the battery-lifetime. Our simulations showed that the
average amount of energy required to perform an integer multiplication is 2.43 nJ for the radix-2
multiplier, but only 1.90 nJ for the radix-4 variant, which represents a saving of 22%. The EDP
differs by more than 48% in integer mode. Both the radix-2 and radix-4 version have much better
energy characteristics in polynomial mode than in integer mode. This confirms that polynomial
multiplication is more energy-efficient than integer multiplication.

6. Concluding remarks

In this paper, we analyzed and compared two implementations of a unified1@6 40)-bit
MAC unit for integers and binary polynomials. The first implementation is based on a unified
radix-2/radixt multiplication scheme, while the second employs modified radix-4 Booth recoding
for integers and radix? multiplication for binary polynomials. Both the radix-2 and radix-4 variant
are based on a conventional array architecture and perform multiplications and multiply/accumulate
operations in one clock cycle. The MAC unit can be integrated into a cryptographic co-processor
or an application-specific processor to accelerate EC cryptography ovey &t GF(2").

Our simulation results show that the unified radix-4 MAC unit is superior to its radix-2 counter-
part in terms of silicon area, delay, and power consumption. While the difference in silicon area
is only marginal, the radix-4 version achieves a 34% improvement in delay and a power advantage
of 22% compared to the radix-2 version. Moreover, the radix-4 MAC exhibits a significantly better
EDP. Taking the tight energy budget of mobile devices like smart cards into account, the unified
radix-4 multiplier represents a major improvement over the radix-2 designs proposed in [28, 9, 27].
We have also demonstrated that the multiplication of binary polynomials is more energy-efficient
than integer multiplication since the latter generally uses a redundant representation which causes
more signal transitions. This is an important result since typical EC cryptosystems require to carry
out hundred-thousands, or even millions, of {185)-bit multiplications and MAC operations.
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Abstract. In the recent past, hyperelliptic curve cryptosystems received
a lot of attention especially for restricted environments. In this article
we investigate the arithmetic of some hyperelliptic curves of genus 2 de-
fined over a binary field Foa. At SAC 2004, Lange and Stevens provided
doubling formulae in affine coordinates which are very fast — only 1 in-
version, 6 squarings and 5 multiplication are needed some special choices
— but still these formulae require 1 inversion per group operation which
is prohibitive for small devices like smart cards and FPGAs.

Our goal is to present inversion-free formulae for the special type of
curves with h of degree 1 identified in that paper. Our formulae are
much faster than the general methods presented in the literature so far.
As a second topic we consider compression techniques. Especially for
small devices and low communication bandwidth it might be worth some
effort to save half of the size. Our proposal has the advantage over pre-
vious methods that all operations are performed in the ground field.

Keywords. Hyperelliptic curves, fast arithmetic, explicit group opera-
tions, binary fields, compression.

1 Introduction

Curve based cryptography offers the advantage that so far no subexponential
algorithm for solving the discrete logarithm problem is known for small genus®.
This means that for equal security the group size can be chosen much smaller
than for discrete logarithm systems based on the multiplicative group of a fi-
nite field or RSA. Therefore, curve based systems raised quite some interest for
embedded systems. Elliptic curves were studied for applications during almost
two decades now. For a long time, hyperelliptic curves were not considered to be
competitive, until recently the group arithmetic was improved by several authors
[Har00,Lan01,MDM ™, Tak02,Lan05,SMCT02,KGM*02,Pel02,Wol04,GMAT05].

Avanzi [Ava04] gives a comparison via implementation for fields of odd char-
acteristic showing genus two curves to lead to systems almost as fast as those
from elliptic curves. For characteristic two fields the group law depends a lot on

! Here, small really means genus g < 3 by [Gau00,Thé03,GT04,Nag04], and even for
g = 3 some care has to be taken.



the equation of the curve. In [CY02,BD04] and [ACD*05, Ch. 14] four different
types of curves are classified out of which three are nonsupersingular, hence, use-
ful for applications based on the DLP. Pelzl, Wollinger, and Paar [PWP04] give
doubling formulae for a very special case which is faster than the most efficient
case in [BDO04]. In [LSO05] all three nonsupersingular cases are considered and
the to-date most efficient doubling formulae are given. Implementations show
that for the case of deg(h) = 1 scalar multiplications are faster than on elliptic
curves.

In this paper we concentrate on this most efficient case from [LS05] and in-
vestigate different inversion-free systems. The result is a detailed classification
of how many field operations are needed to perform doublings and additions in
the respective systems such that the implementor can choose the most appropri-
ate system depending on the number of precomputations he can store, i.e. how
much more frequent doublings appear compared to additions.

As a second topic we propose a new compression algorithm which has the
advantage over previous proposals [HSS01] that all computations are performed
in the same field over which the divisor class is defined and that they do not
require working in extension fields. The approach is similar to Stahlke’s [Sta04]
but he considers only odd characteristic and in fact his approach fails for even
characteristic in general and in the considered special case a lot of changes are
necessary.

The remainder of the paper is structured as follows: first we briefly review
background on hyperelliptic curves and provide doubling formulae in projective
coordinates. The new coordinates from [Lan05] are easily adapted to the new
doubling formulae but are not particularly efficient. Therefore, we present a new
system of weighted coordinates for which we provide both addition and doubling
formulae. For applications the following comparison is important as a summary
of the previous sections and because also mixed systems are discussed. Before
concluding we state the compression and decompression algorithms.

2 Basic Notations and Preliminaries

We refer the interested reader to [ACDT05,FL03,Lor96,MWZ98,Sti93] for math-
ematical background.

Let Fy,q = 24 be a finite field of characteristic 2 and let C' be a hyperelliptic
curve defined over Fy. In cryptography one usually deals with curves C' given by

C: Y2+h(X)Y = f(X)
h, f € F[X], f monic, deg f =2¢g+1, degh <g (1)

for which no point (z,y) € C satisfies both partial derivative equations. For
characteristic 2 one needs to have a non-zero h to achieve this quality. The
integer g appearing in (1) is called the genus of C. We concentrate on curves of
genus 2.



The group one uses for cryptographic applications is the ideal class group
CI(C/F,) of C over F,. This is the quotient of the group of fractional ideals
of Fy[X,Y]/(Y? + h(X)Y + f(X)) by the group of principal ideals. As in the
case of quadratic imaginary fields, one finds ideals generated by two polynomials
(u(X),v(X)+Y) in each ideal class and there is a unique ideal for which deg(u)
is minimal. Actually, each class D in C1(C//F,) can be represented by an ordered
pair of polynomials D = [u(X),v(X)], with u,v € Fy,degv < degu < g and u
monic satisfying u|v? + hv + f.

The group operation in C1(C/F,) is performed by first computing the product
of the representing ideals and then reducing the result modulo the principal
ideals. This is the idea behind Cantor’s algorithm [Can87,Kob89).

Obviously, this algorithm has to depend on the properties of the input —
to derive explicit formulae one needs to study additions independently from
doublings. For a complete study of all possible inputs together with formulae we
refer to [Lan05].

3 Binary hyperelliptic curves with 2-rank one

In this contribution we concentrate on those binary genus 2 curves which are
given by an equation of the form

C:Y?2 4+ XY =X+ X%+ X2+ fo. (2)

As shown in [ACD¥05, Proposition 14.37] each curve with deg(h) = 1 can be
transformed to form (2) by isomorphic transformations and one can even place
further restrictions on the coefficients. For applications in cryptography exten-
sion fields of odd degree d are interesting. In this case one can require h; = 1
and fo € Fy giving a unique representative per isomorphism class. In particular
this implies that multiplications with h; and f; need not be counted.

These curves are not completely generic — one would expect that a random
curve satisfies deg h = 2 and as there are only two free parameters one sees that
only O(g?) instead of O(¢?®) different curves can be reached. From the arithmetic
properties there is one particularity: the order of the ideal class group |C1(C//F,)]
is divisible by 2 and the 2-rank is only 1 instead of the maximal 2. It is known
that supersingular curves (i. e. curves of 2-rank 0) have a DLP which is easier to
solve as the Tate pairing maps the DLP from CI(C/F,) to IFZk with a relatively
small k. So far no attack for curves of the form (2) is known.

Since on the other hand they offer big advantages [LS05] for implementations
it seems worthwhile to study arithmetic in inversion-free systems on them.

4 Inversion-free arithmetic

In this section we assume our reader to be familiar with [Lan05] and [LS05]. The
former reference contains a section on curves with deg(h) = 1 but the formulae



were derived based on the general addition and doubling formulae. In fact, except
for the obvious savings due to zero coeflicients there is no advantage in additions
but the doubling formulae are much more efficient for curves of form (2).

We briefly state formulae for projective coordinates P. For the additions
the changes are quite obvious and are simply obtained by fixing the respective
curve parameters to be zero. Hence, we only treat doublings there. Then we
introduce a new system of coordinates with completely different weights of the
coordinates. As there is apparently a clash in the names we refer to them as
“recent” coordinates R. For this system we also need to consider additions.

4.1 Doubling in projective coordinates

Doubling in projective coordinates

Input |D = [Uy, Uy, V1, Vo, Z], precomputed values h? and hy'.
Output [U{,U(’),Vl’,VO’,Z’] = [2][U1,U0,V1,V0,Z].

Step |Expression Operations

Zy — 7%, 20— Ug, t1 — U + f3Z2, wo — foZa + Vi, w1 — 2022
21+ t120, Wo — hjwi, w3 — wa + twg, wy — wWoZ
Sso — 21 + Ugwy, wy «— wa”Z

1 |precomputations 9M + 4S

Ui — wiwg, U« s& + wawy

2 |compute U’ 2M + S

ws — wowy, V] — hfl(U&U{ + (w321 + (f2Z2 + V) ws)wy)
Wy — Wswy, V§ — hl_l(ng(’) + zows)

3  |compute V' 11IM+S

4 |adjust
A w5ZQ, U{ — U{w4, U(l) — U6W4

[total 25M +65|

If b is small one saves 2M, and if h; = 1 — as one can always achieve for
odd extension degrees — 22M + 65 are used in total.

4.2 Recent coordinates in even characteristic (R)

We now propose the weighted coordinates [Uy, Uy, V1, Vo, Z, 2] with w; = U, /Z, v;
V;/Z? and the precomputation z = Z2. Lacking a better name we refer to them
as recent coordinates R. These coordinates have the advantage of allowing faster
doublings while the additions are even more expensive. However, usually mixed
additions are chosen for implementations. They are not too much slower, and
furthermore, in windowing methods the number of additions is reduced consid-
erably.

The results in brackets refer to the case in which the second input is in affine
coordinates.




Addition in recent coordinates

Input
Output

[Ulla UlO; Vlla V107 Z1,21], [U217 U207 ‘/217 V2O» Z27 22]

U1, Uy, Vi, Vg, Z', 2') = (U1, Uro, Vir, Vio, Z1, z1] + [Ua1, Uag, Var, Vag, Za, 2]

Step

Expression

Operations

precomputation:
Z — Z1Zy, z— Z?, Uy — U1 Zy, Usg — Uz Zy
Va1 Vo2, Vog < Vagzy

5M +S (none)

compute resultant r = res(Uy, Us)
Y1 < U122 + Uay, Y2 « UroZa + Uy
ys — Unyr + y2Z1, r — yays + yiUso

6M+S (5M + S)

compute almost inverse of us modulo uq
NV +— Y1, 1NV < Y3

compute s

wo « Vipza + Vag, w1 « Virze + Va1

W2 < 1NVYWp, W3 < 1NhV1W1

S1 — (im)o + im}lZl)(wo + wl) + wo + w3(21 + U11)
50 «— w2 + Urpws

M (7M)

precomputations
Z — 811, wy 17, Wy w3, S — 502,72 — ZZ
S0 — S()ZI, 51— 814, 81 — 517

™ + S

compute [
Ly — 51Uz, lo — Lo Z, lo < 50Uz )
L — (Uai + Un) (80 +81) + o+ 1o, lo — Lo+ 30, hi < hiz

5M

compute U’
Uy« 7(S* +y1(s3(y1 + Ua1) + Zws) + 1 Z') + y251
Ul — y151 + waws

8M + 28

precomputations B B N
wy —la+ U, Ul — U{’ly4,7Z Hiz/Z> lo —loZ
wy — Ujwy + Uy + 1) 2, Z — Z°

5M + S

compute V'
VY — W81 + (}/2174— hl)Z, U(/) — U(I)T, Wo U(’)wl + lo
Vy — wasy + VaoZ, Z' — 27, 2 — 7

6M + 25

|total

50M + 8S (43M + 79)|

If by = 1 as we can always assume for d odd one more multiplication is saved

in Step 6.



Doubling in recent coordinates
Input |D = [Uy, Uy, V1, Vo, Z, 2], precomputed values h? and hy .
Output|[U7, U, VI, V5, 27, 2') = [2][U4, Uo, V1, Vo, Z, 2].
Step |Expression Operations
1 |precomputations 10M + 4S
Ly — 22, Yo Ug, t1 — U12 + f32, wo — Zyfo + V02
Z «— 2w, w1 — YoZs, y1 — t1yoz, so — y1 + U1woZ
W h%wl, w3 «— Wg + t1w0

2 |compute U’ B 2M + S
Ui — wowy, wy « waZ, Ul + s3 + wo
3 |compute V' 11M + 3S

7' — 2% Vi hi* (waU] + (wsys + o2’ + (Viwo)*) Z)
‘/b’ — h;l(Z(’w?,Ué + yowoZ’)), 2 =77
[total 23M + 85|

For small hfl we save 2M, if even h; = 1 a total of only 20M + 8S is needed.

4.3 Different sets of coordinates

We now state the number of operations for curves of form (2) in even charac-
teristic. For the table we assume that I, = Fya with d odd as this is the most
frequent case for the applications. We also include N to denote the new coordi-
nates from [Lan02]. Note that compared to the figures given in that paper ours
are computed on the basis of the much better doubling formulae from [LS05].

‘ Doubling Addition ‘

Operation  Costs Operation Costs
N =N 28M+5S |R+R =R 49M + 8S
2P=P 22M+6S |P+P =P 49M +4S
2R=R 20M+8S [N +N =N 42M +6S
— — A+R=R 42M+7S
— — A+P=P 39M +4S
— — A+N =N 36M+ 6S
2A=A I1+5M+6S|A+ A=A T1+21M + 3S

This table allows to read off which coordinate systems should be chosen for
implementation depending on the ratio between inversions and multiplications.
If inversions are affordable the affine coordinates should be used as they offer to
use a very low number of operations.

If the input is in affine coordinates but one cannot perform one inversion
per group operation the choice of the coordinate system depends on the window
width, i.e. the ratio between doublings and additions and the ratio between
squarings and multiplications. If no precomputations can be made and a NAF



of the scalar is used, one has twice as many doublings as additions in the worst
case. Even then the recent coordinates are most likely to be fastest as in the
mixed setting 41M + 11S are needed per bit while in P one needs 41.5M + 8S
and 44.5M+12S in AV. In the average case where the NAF expansion has density
1/3 the figures reduce to 34M+10S, 35M+7.3S, and 40M+78S per bit respectively.
For larger windows recent coordinates are clearly the systen of choice. If the input
is not affine the same ranking holds showing that N is always least efficient and
R gains with the window size.

5 Compression

We now study the question of how to compress divisor classes [u, v] for a genus 2
curve given by (2). The compression technique proposed by Hess, Seroussi, and
Smart [HSS01] requires a factorization of w over Foa. If u splits then one can
recover two points P;, Po € C'(IFa) such that the divisor class is represented by
D = P, +P,—2P,,. Compression techniques like for elliptic curves can be applied
to P; and P, separately and one stores the z-coordinates of the points together
with one bit for each to determine the y-coordinate. This requires solving an
equation of degree 2 for each point in the compression and decompression. If
the polynomial u does not split it can be used to construct a field extension
K = Fou[X]/u(X). In K the second polynomial v(X) considered as a field
element is uniquely determined by one bit; the algorithm requires solving one
quadratic equation in K in the decompression step.

Obviously, the drawback of this method is that it is very hard to implement
arithmetic in the extension fields of degree 2 as their defining polynomials vary.
Furthermore, different routines are required to handle the two cases. This was
noticed by Stahlke [Sta04] who details an alternative compression technique on
genus 2 curves in odd characteristic.

We now present a corresponding method for curves of the form (2). The
representation by two polynomials [u, v] proposed by Mumford satisfies u | v +
hv+ f and deg(v) < deg(u) < 2 for u monic. For deg(u) = 1 compression works
like in [HSS01] and on elliptic curves. Hence, we concentrate on deg(u) = 2 in
the sequel.

Assume that v is unknown and put (v? + hv + f)/u = s for some unknown
s monic of degree 3. For h(X) = h1 X formal division leads to sa = u; and
51 = u? 4+ ug + f3 and the solvability condition gives a system of equations

2
50 +u1sy +ugsy + fo = vy + hivy
U150 + ups1 = hivo

2
upSo + fo = vg

in the three unknowns sg, v1, vg.
Insert vy = hl_l(ulso + wps1) in the last equation to obtain a quadratic
equation in sg
ulhy s + upso + hy 2udst + fo = 0.



By a change of variables this is transformed to

20,22 2 2

ui(sjug + hifo . hiuo
z2+z+%, with sg = 2 12.
hiug uy

To compute the respective values one proceeds as detailed in the following
table. The costs reflect the interesting case of odd d and thus h; = 1; for com-
pleteness the general case is described. The costs of solving one equation of the
form T2 +T + A = 0 are denoted by Q. Note that by construction this equation
is solvable in the ground field Fy« and has two solutions z and z + 1. Thus,
one bit is sufficient to determine the correct solution. If — as usual — Fya is
represented with respect to a polynomial basis in some variable £ one can use
the coefficient of £° as encoding of the choice.

Decompression
Input |D = [u1, ug, b1, bo], precomputed values h? and hy'.
Output|[uy, ug, v1, vo], with vy, vg as prescribed by by, bg.

Step |Expression Operations
1 |precomputations 1I 4+ 4M + 2S

’U,6 — h%uo, Uo — ’U,/g, U1 — u%, Wy < UOU1

wo <— U1U}1, W3z «— U0w1

2  |compute s

) — U+ f3, 81— sh +up

3  |precomputations 2M + 1S
Wy < UQS1, W5 < wi, We < U158
4 |compute sg 3M + 1Q

A — (hi fo +ws)Urwn
solve T? + T + A and determine solution z by b
80— UHZW2

5  |compute vg 1M
vy — hfl(ulso + wy)
6 |compute vy 1Q

A 50 +ws + f2
solve T? + hiT + A and determine solution v, by b;

[total 114 10M + 3S + 2Q

If hy # 1 the values h;* and h? are precomputed and 11+ 15M + 4S + 2Q
are needed in total.

o2
To compress one computes sg «— %u_4;ﬁ) and z «— h’gio sp in 11+ 3M + 1S and

puts by the coefficient of £° in z and by that of v;.

Remark 1. Note that the more obvious order of first computing vy and then sqg
needs 114+ 12M+1S+2Q which is more expensive assuming that squarings are less
expensive than multiplications. On the other hand, in this case the compression
is faster as vy and v; are both known.
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For comparison, the method in [HSSO01] starts by computing A < =$ and the
1

attempt to solve T2 4+ T + A. If solutions exist they are determined and give rise
to x1, x2, the z-coordinates of P;, P. Computing v(z1) and v(xs) by 2M reveals
the y-coordinates and hence by, by. Otherwise the coefficient of £° in vy fixes by
and by is not used. Thus 1I + 5M + 1S + 1Q are needed for compression in the
worst case.

To decompress in the first case, the recipient determines x1, x2 by the same

procedure as above and computes y; by solving T2 + k1T + f(x;). Finally, v =
Zﬁigz T+ yliiizle . In total, 2 + 11M + 2S + 3Q are needed.
If u is irreducible one solves T? + h T + f(X) in K = Foa[X]/u(X), i.e. first
f is reduced modulo u in 4M + 1S and then the quadratic equation is solved.
Solving the equation in the extension field corresponds to at least 3Q and the
even more complicated problem of working in the extension field on the fly. As
the costs for solving quadratic equations are dominant, this case is also more
expensive than in our proposal.

6 Conclusion

We presented inversion-free systems for binary genus 2 curves of a special form
which leads to particularly fast doublings. The advantages of this special case
described in [LSO05] for affine coordinates carry over to these coordinate systems:
the proposed formulae require far less operations than the general ones con-
sidered in [Lan05]. Our work is ready to implement and adopts to the special
requirements of the device by offering a choice of coordinate systems.

A new and more efficient compression algorithm in the spirit of Stahlke com-
pletes the study. We would like to point out that a similar algorithm seems to
be hard to find for the case deg(h) = 2.

The present version does not include any timing results as the effects are
less visible in software. We hope to present some actual timings on the RFID
workshop.
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Abstract. This article scrutinizes the suitability of Elliptic-Curve Cryp-
tography (ECC) as a technology for solving security concerns of RFID
systems. The article focuses on the technical feasibility of realization:
Can ECC be implemented on RFID tags without increasing the price
of tags too much due to high circuit complexity? Does ECC consume
so little power that the operative distance of passively powered RFID
tags is not shortened? The article summarizes requirements which have
to be met and analyzes how hardware implementations of ECC can be
scaled down to a minimum. The architecture of an ECC-enabled tag is
presented. A core element of the tag is an arithmetic unit for computing
ECC that is tailored for constricted environments where low-area and
low-power optimizations are crucial. The results obtained with the new
ECC architecture show that the implementation of ECC on RFID tags
seems to be viable when 180-nm CMOS process technology is used for
manufacturing RFID tags.

Keywords. Elliptic-Curve Cryptography, RFID Technology, Dual-Field
Arithmetic, Montgomery Multiplication, Low-Power Optimization.

1 Introduction

Radio Frequency Identification (RFID) produced much interest during the last
couple of months. The interest was mainly twofold. On one hand, RFID tags—
small wireless chips with an little antenna—can be used to label all kind of
goods. The long-term purpose of RFID tags is to replace printed barcodes by
RFID tags which allows making logistics processes more efficient. On the other
hand, the pervasive use of RFID technology entails security concerns which have
to be handled. The data protection working party of the European Commission
addressed this topic [1]. They analyzed that many data protection and privacy
implications of RFID technology must be sorted out to raise the acceptance of
the new technology. Measures to achieve these goals comprehend legal matters,
organizational measures, and technical solutions. In this article we investigate
how elliptic-curve cryptography helps to raise information security of RFID tags.
In particular, the feasibility of implementing ECC on RFID tags is scrutinized.



Some months ago, first steps were made to implement strong cryptography
on RFID tags. Martin Feldhofer et al. reported the first implementation of the
AES algorithm that fulfills the stringent area and power requirements of RFID
tags [2]. On a mature 0.35 um CMOS process technology, on which most RFID
tags are manufactured today, they reported an AES implementation with a com-
plexity of 3,500 gates. Its power consumption is only 0.045 mW/MHz which is
fairly below the requirements of RFID tags.

Symmetric encryption like the AES algorithm will surely help securing RFID
tags. But symmetric encryption cannot solve all security concerns of RFID tech-
nology. A major hindrance is the key distribution issue. Most applications of
RFID are open systems where not all parties are trusted. Key distribution must
ensure that only trusted parties can obtain keys. Proving the genuineness of
RFID-labeled products is an application where symmetric cryptography suc-
cumbs asymmetric techniques: Everyone who wants to prove the genuineness
of a labeled good has to possess the according symmetric key but this allows
... Another application example where asymmetric cryptography excels sym-
metric cryptography is privacy-enhancing behavior to prevent tracking. When
RFID tags should only respond to authenticated readers, no tracking of goods
(and customers) is possible by unauthorized readers. Symmetric cryptography
demands the tag to store the keys of all authorized readers. Contrary, asymmetric
cryptography can achieve this by storing a single certificate.

Elliptic-curve cryptography is a candidate technology to secure RFID sys-
tems. Moreover, ECC is the only technology that can cope with heavily con-
stricted resources. RFID tags have very limited silicon area due to economical
reasons. The silicon area of a tag determines its cost. The power consumption
of RFID tags is very limited too because they are powered over the air inter-
face by the reader. To save power, the clock frequency of RFID tags is often
below 1 MHz. This affects also the throughput and the latency of cryptographic
operations.

This article explores the feasibility of integrating elliptic-curve cryptography
in RFID tags. To our knowledge, this is the first article covering this topic. We
investigate an ECC-enabled tag and estimate how much resources the implemen-
tation of strong asymmetric cryptography will cost in terms of silicon area and
power consumption. A central element is a very compact dual-field arithmetic
unit. This novel arithmetic unit is capable to calculate addition, multiplication,
and also inversion in the finite fields GF(2™) and in GF(p). The article also gives
reliable estimates how much resources a small ECC processor needs and which
CMOS technology is suitable to manufacture secure RFID tags.

The discussion about ECC-enabled RFID tags starts with writing down limi-
tations for implementing RFID tags in §2. §3 analyzes possibilities to scale hard-
ware implementations of ECC to a minimum in order to save area and power.
84 presents the architecture of an ECC-anabled RFID tag. The core component
of the tag, a novel dual-field arithmetic unit, is presented in closer detail in §5.
86 gives a summary of results achieved by the new approach. §7 concludes the
article and gives an outlook on further developments and possible improvements.



2 Technical and Economical Restrictions of RFID Tags

ECC seems to be the most appropriate technology for implementing strong
asymmetric cryptography on RFID tags. ECC can be implemented using least
resources compared to other technologies. Asymmetric cryptography can be im-
plemented by many different algorithms. RSA signatures and Diffie-Hellman key
establishment are widely used algorithms which are not feasible for RFID sys-
tem due to their large operand sizes of 1024 bits and more. Other asymmetric
algorithms like XTR and NTRU are often mentioned when resource-optimized
implementations are the primary objective. These algorithms are prone to secu-
rity weaknesses which demanded repeatedly increasing key lengths in the past.
This opposes resource-efficient implementations.

Today, ECC is favored in resource-constrained environments like smartcards
where silicon area is sparse and electrical power is limited. This is reasoned by
the fact that ECC is contented with much smaller cryptographic key sizes. At
present, ECC keys range from 163 bits to 283 bits. Hardware implementations
of ECC benefit from short key sizes because ECC processors use less silicon area
and consume less power. Moreover, short wordsizes of ECC needs less memory
for parameter storage and they save bandwidth during communication.

In this article, we constrict the analysis of RFID systems to passively powered
tags operating at a frequency of 13.56 MHz that conform to the ISO 18000-3
standard [4]. This constriction does not take 125 kHz and UHF systems into
account which play too a significant role in the RFID market too. Nevertheless,
13.56 M Hz systems do represent the majority of RFID tags being used in supply-
chain applications. Security concerns of supply-chain applications are the most
urgent challenge because they influence the public opinion most.

The silicon area of RFID tags ranges typically between 0.1 mm? and 1 mm?.

The size of RFID tags is an important issue for the economical success of the
product. The price of a tag grows with the silicon area. Smart tags—Ilike secure
tags, which offer additional functionality—may have higher prices due to their
added value. Thus, the area requirements for ECC-enabled tags are somewhat
difficult to pin down. An upper limit of 1 mm? seems to be realistic.

The requirements for the power consumption can be defined more precisely.
Excessive power consumption reduces the operative range of RFID tags. ISO-
18000 tags have an operative range of roughly 1 m. If the power consumption
of the tag exceeds the maximum, the supply voltage of the tag drops below a
threshold. This will trigger the hardware reset of the tag and render all pre-
vious communication and computation useless. A consequence of high power
consumption is a shortened operative range because the power supply by the
reader’s magnetical field drops with the third power of distance. In supply-chain
applications, a short operative range will be a hindrance for the proliferation of
RFID tags. Thus, low power consumption is even more strict than silicon area.
Power consumption up to 30 uW has no impact on operative range of RFID
tags.



3 Scaling ECC to its limits

Although ECC is an economical technology, its computational effort is too high
to make software implementations on 8-bit or 16-bit platforms possible. To of-
fer reasonable performance, dedicated hardware is necessary. General purpose
processors implementing ECC are not useful for RFID tags. The most obvi-
ous argument is the size of the processor. Computing ECC in acceptable time
requires using of 32-bit processors. Such processor cores have a complexity of
50,000 gates and more. This complexity does not include memories like RAM
and ROM. Besides being too large for integration on RFID tags, circuits of this
size consume considerable power. RFID technology demands dedicated ECC
hardware that is tailored to the specific needs and limitations.

There are several options for implementing ECC on hardware. One elemen-
tary choice is the underlying finite field. Most hardware implementations opt
for the finite field GF(2™) using polynomial basis representation. Unfortunately,
ECC cannot be implemented using exclusively binary-field arithmetic. EC cryp-
tographic primitives also require conventional integer arithmetic. For instance,
the elliptic-curve digital-signature algorithm ECDSA needs conventional mod-
ular arithmetic too for computing the signature pair (r,s): r = R, mod n,
s = k7Y(e + dr) [6]. The vast majority of finite-field operations is needed to
compute the scalar multiplication (R;, Ry) = k- (G5, Gy), which is the central
operation of ECC. The security of all EC cryptographic primitives relies on this
operation. The computation of R = k - G is based on repeated point doubling
and point addition: R = 2?:01 k2" - G, k; € {0,1}. Formulas for point dou-
bling and point addition are computed by arithmetic operations in the finite
field underlying the elliptic curve. A point operation comprehends roughly 10
finite-field multiplications, several additions, and other simple operations. Most
often, EC points are represented in projective coordinates to avoid the most
costly finite-field operation: inversion.

The scalar k£ has roughly 200 bits. Thus, the computation of an EC primitives
comprises approximately 300 point operations which in turn require roughly 3000
finite-field multiplications. The efficiency of finite-field multiplication determines
significantly the overall efficiency of an ECC implementation. The silicon size and
the computing speed are determined widely by finite-field multiplication. Opti-
mizing finite-field multiplication is the key for efficient ECC implementations.

Another very basic design decision is the question whether the 200-bit finite-
field elements should be processed at full precision or at smaller wordsizes—Ilet’s
say 32 or 64 bits. Processing operands at full precision allows fast data transfer
between computing elements and memories. This approach is also very efficient
from the computational point of view. It lowers the computing complexity of
ECC from O(m?) to O(m?) when m ist the wordsize [10]. The reason for this is
that full-precision multiplication has a complexity of O(m). When operating on
smaller wordsizes it has a complexity of O(m?).

The modular multiplication is the crucial operation of ECC. Thus, it is most
efficient to improve the multiplier. For instance, increasing the multiplier’s de-
gree of parallelism improves the operational speed more than any other measure
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Fig. 1. Architecture of an ECC-enabled RFID tag.

having the same cost. For most RFID applications, a bit-serial multiplier will
suffice.

Similar considerations can be made about other operations. Accelerating op-
erations like inversion, which are used only infrequently, does not pay off. Pro-
viding extra hardware for inversion will not improve the area-delay product of
the circuit. It is more advisable to skillfully reuse existing circuitry. For instance,
exponentiation can compute inversion by iterating multiplications.

3.1 Related Work

In literature, only a few hardware implementations of ECC try to minimize
silicon area and to consume low power [3,8]. None of these ECC implemen-
tations were designed with RFID as intended target application. Nevertheless,
they have similar optimization goals. The elliptic-curve digital-signature chip of
R. Schroeppel et al. is able to calculate a complete EC signature [8]. It includes a
hash module and a random number generator. It is not able to produce standard-
conform signatures because it uses a modified 51gnature scheme to avoid inversion
in GF(p) and operates in the tower field GF(289 ) that is not recommended by
any standard.

J. Goodman et al. presented a VLSI implementation of an ECC processor
[3]. Their so-called domain-specific reconfigurable cryptographic processor can
calculate all operations required for elliptic-curve cryptography including inver-
sion. The datapath has limited possibilities for reconfiguration and allows to
adapt the hardware to shorter finite fields. A 1024-bit silicon implementation of
the processor has a silicon area of 8.4 mm? on a 0.25 um CMOS process. No
performance figures are given for EC operations. The processor is optimized for
low-power operation.
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4 Architecture of an ECC-Enabled RFID Tag

Our proposal for computing ECC on RFID tags is an ECC processor tailored for
the RFID specific requirements. The whole tag including the ECC processor is
depicted in 1. The ECC processor is a dedicated hardware implementation. Its
main component is a sophisticated dual-field arithmetic unit, which is presented
in detail in §5.

The ECC-enhanced RFID tag has typical components like any other RFID
tag has: An analog frontend supplies the chip with power by rectifying the 13.56
MH> carrier received from the reader. The analog frontend also extracts a clock
signal from the carrier, demodulates communication from the reader to the tag
and does the load modulation for sending responses to the reader. The digi-
tal frontend and the RFID controller handle the ISO-18000 protocol. The non-
volatile RAM stores the unique ID of the tag, which is used for identification
and anti collision. The proposed ECC-enabled tag stores also EC data in this
memory. EC data comprehends the private key and possibly the public key and
other certificate-related data.

The ECC processor is a stand-alone processor which needs no external in-
teraction for computing EC operations. It consists mainly of an arithmetic unit,
which actually does all the computations. Further components are a register file
for storing EC parameters and intermediate results during the computation. A
control unit sequences the operations of the arithmetic unit and addresses the
register file.

The ECC processor computes all arithmetic operations in the Montgomery
domain. It uses an arithmetic unit that operates on the full wordsize. The se-
quence of arithmetic operations for computing ECC must assure that interme-
diate results cannot grow larger than the hardware size of the arithmetic unit.
Therefore, the hardware is some bits larger than the wordsize of the EC param-
eters.



The ECC processor is depicted in Figure 2. It is optimized for use in heavily
constrained systems and for applications where EC parameters do not change
during the product’s lifetime. This is definitely the case for RFID tags. A whole
batch of RFID tags will be produced sharing the same public EC parameters.
Thus, it is economical to optimize the ECC processor for these parameters and to
produce an own set of reticles for production to save silicon area. A considerable
amount of silicon area can be saved when EC parameters are fixed. On one hand,
they do not have to be stored in the costly non-volatile memory. And on the
other hand, the ECC processor has not to provide a large register file where
they are loaded to during processing. Figure 2 shows that EC parameters can
be stored in two small ROM blocks. ROM2 has only two entries: the modulus
and the order n of the base-point G. ROM1 has only four entries: the remaining
curve parameters. ROMs of this size can be easily realized by combinational logic
rather than true ROM circuits. The RAM block needs eight entries to store all
intermediate results during computation. RAMs of this size can be implemented
as a register files made up of flip-flops or latches. Clock gating is an appropriate
technique to lower the power consumption of register files.

Most of the ECC processor’s area is occupied by the full-precision datapath
consisting of the arithmetic unit and the memories. Control units, which steer
modular multiplication and sequence finite-field operations to compute EC point
operations, are much smaller in comparison. Nevertheless, controlling ECC op-
erations is not a trivial task. In order to reduce the complexity of the control
tasks the functionality is split into three different levels as shown in Figure 2.
One unit controls finite-field arithmetic, another unit controls EC-point opera-
tions including the conversion of points into affine coordinates. The third unit
controls the scalar multiplication. The control unit for finite-field operations,
is constricted to count the cycles of modular multiplication which is the only
instruction of the arithmetic unit which takes more than one cycle. For the re-
maining control tasks, an highly optimized 4-bit RISC controller is used. The
RISC controller executes one operation per clock cycle and has a proprietary
instruction set that is tailored to control hardware datapaths efficiently. It does
not compute any algorithms—it just steers the datapath. This task demands
only a few instructions. Most of it are move instructions and bit-oriented in-
structions. Besides controlling EC operations, the controller can be reused to do
simple IO tasks. We proved on FPGA prototypes that processing the ISO-18000
protocol can easily done by the RISC processor. Software for the controller is
written in a macro-assembler language. The syntax of macros conforms to Java
allowing to write fairly complex programs that are still concise. The compiled
program ist stored in a ROM of 12-bit wordsize. Roughly 500 ROM entries are
necessary for implementing ECC over GF(p), roughly 300 for ECC over GF(2™).
A RAM size of 8 bytes—organized in 4-bit nibbles—is sufficient for both ECC
implementations.
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Fig. 3. Architecture of the dual-field arithmetic unit.

5 A Very Compact Arithmetic Unit for ECC

The arithmetic unit of the ECC processor is the most important part. It is a very
compact arithmetic unit that combines operations in GF(2™) and in GF(p) in a
novel way. The compactness of the circuit is achieved by rigorously reusing hard-
ware for implementing various finite-field operations. The dual-field arithmetic
unit has the smallest footprint reported in literature. It supports operations like
addition, subtraction, squaring, multiplication, and inversion in both fields. The
complete set of instructions is needed for generation and verification of signatures
over GF(2™), which demands operations in GF(p) too.

The proposed dual-field arithmetic unit processes operands at full precision.
It has a short critical path to prevent undesired power consumption caused by
glitches. The critical path remains even short when the arithmetic unit is scaled
for future key sizes. Low silicon area is guaranteed by using a bit-serial version
of Montgomery’s algorithm for multiplication. The GF(p)-multiplier hardware
resources are rigorously reused for GF(2™)-multiplication and for other opera-
tions. The bunch of operations offered by the arithmetic unit allows calculating
the multiplicative inverse in both fields. The most stunning feature is its com-
pactness in terms of silicon area: all the offered functionality costs only slightly
more than a mere multiplier for operation in GF(p).

The dual-field arithmetic unit depicted in Figure 3 computes modular mul-
tiplication using the Montgomery method. Montgomery multiplication circum-
vents laborious remainder calculation [5]. It must neither calculate a computat-
ional-intensive division nor use quotient estimating techniques. Its preeminence
is reasoned by the simplicity of its interleaved modular reduction step. Mont-
gomery multiplication works also in GF(2™). Both algorithms are quiet similar.



Table 1. Operations offered by the Montgomery dual-field arithmetic unit.

Operation Operation
Name [F‘unction Name [Function
clear |(s,c) = (0,0)
hold |(s,c) = (s',¢") — (s”,0)||load |(s,¢) = (a,0)
add  |(s,¢) = (s+a,c¢) sub  [(s,¢) = (s —a,c)
shftl |(s,c) = (2s,2¢) shftr |(s,¢) = ((s+p-q)/2,¢/2)
mul;—o|(s, ¢) = (a - by, 0) muliso|(s,¢) = ((s+p-q)/2+a-bi,c/2)

This helps to save hardware resources in a dual-field approach. Both algorithms
can use the same result register, the same partial-product generator, the same
control logic, and the same shifter for b; because the multiplier b is processed in
both cases from LSB to MSB.

Montgomery multiplication calculates not directly a modular multiplication
but MonMul(a,b,p) = a - b/ R mod p where R = 2™ mod p. The constant m re-
flects the hardware size. For using Montgomery multiplication efficiently, input
data has to be converted into the so-called Montgomery domain before cal-
culation. A conversion back from the Montgomery domain is needed after all
calculations have finished. Both conversions can be calculated by Montgomery
multiplication and require no additional resources. These considerations are es-
sentially the same for the finite field GF(2™).

When computing ECC, all curve parameters and input data have to be con-
verted beforehand. After computing the EC scalar multiplication, the result has
to be converted back from the Montgomery domain. If all EC parameters are
pre-computed, the conversion requires only two Montgomery multiplications to
obtain the result—a negligible overhead compared to the savings achieved by
Montgomery multiplication.

The arithmetic unit is able to handle negative numbers which might result
from subtractions in GF(p). Although, they are converted immediately into their
least non-negative residue to avoid sign-bit testing in subsequent multiplications.
Another interesting feature of the arithmetic unit is the use of a redundant
number representation for storing intermediate GF(p) results. This allows scaling
the arithmetic unit for arbitrary precision without affecting the maximum clock
frequency. Results of GF(p) operations have to be converted from redundant
representation to binary representation before output. This saves memory, bus
bandwidth, multiplexing logic, and eases communication.

The dual-field arithmetic unit offers many finite-field operations in GF(2™)
and in GF(p). Different operations reuse existing hardware resources skillfully.
Table 1 shows a list of offered operations. The table does not list GF(2™)-
operations and GF(p)-operations individually because most operations are mean-
ingful in both fields. The clear and the load operation are simple operation which
are obviously useful. The add and sub operations take one operand from the
register file and the other one from the result register. The partial product gen-



erator is able to pass a for addition and @ for subtraction. The two’s complement
—a =a+ 1 is calculated by adding 1 at the lower carry-save adder.

The dual-field capability of the arithmetic unit is achieved by using different
adders for GF(p) than for GF(2™). Addition in GF(p) conforms to conventional
integer addition whereas addition in GF(2™) is a bit-wise XOR function. Addi-
tion in GF(p) makes use of full-adders by calculating a carry-save addition. Car-
ries ¢; are saved instead of being propagated to the next full adder. Addition in
GF(2™) is a bit-wise XOR function. The desired XOR function is sub-function of
CSAs when the third input is fixed to 0. Thus, supporting operations in GF(2™)
causes nearly no overhead.

The hold operation maintains the results in the registers R and S. It is
not a trivial operation as it seems—at least not for operation in GF(p). The
hold operation can convert GF(p) integers from redundant representation into
binary representation. During each hold cycle the two CSAs propagate the carry
information until it vanishes. Issuing a hold operation for four cycles will convert
nearly all integers smaller than 256 bits from their redundant representation
into their binary representation because the longest carry chain is on average
log, m bits. If GF(p) results are negative the modulus is added until the result
is positive.

The most important operation offered the dual-field arithmetic unit is modu-
lar multiplication. As already mentioned, a bit-serial version of the Montgomery
algorithm is used. To be more precisely, a modified version of Montgomery’s origi-
nal algorithm is used. Holger Orup presented variants of Montgomery’s algorithm
which are more convenient for hardware implementation [7]. Orup simplified the
quotient determination at the cost of an additional iteration. The benefit for
a hardware implementation is that the quotient ¢ can be registered before it is
used. This inhibits glitching activity which is crucial for low-power optimization.
While multiplying, partial products « - b; are accumulated. Multiplier bits b; are
processed from LSB to MSB.

Inversion in the Montgomery domain calculates MonInv(a’) = a™!-R = a/~
R2. Our implementation utilizes the extended Euclidean algorithm to calculate
the division.

1.

Remaining operations of the dual-field arithmetic unit are shift operations:
shiftl and shiftr. The shiftl operation does not involve a modular reduction step.
The shiftr operation is especially useful because it is required for calculating
modular inverses by the extended Euclidean algorithm. When shiftr is executed,
the modulus is added in case the value is odd. This operation is essentially the
same as the aligning of intermediate result during multiplication. Shift operations
without modular reduction are useful for serial input and output.

The architecture of the presented dual-field arithmetic unit corresponds wide-
ly to a pure GF(p) multiplier. This in turn, accounts for the low amount of
resources used for hardware realization although many operations are offered.
The arithmetic unit shown in Figure 3 mainly consists of two carry-save adders,
some multiplexers, and three registers. Each of these components handles full-
precision operands. The control unit generates control signals for the datapath by



Table 2. Cycle count of operations for different hardware sizes.

GF(p) GF(2™)
Size|Mult.| Inv. EC Size|Mult.| Inv. EC
192-bit| 197|11,200| 677,500(/191-bit| 197|6,200(426,300
224-bit| 229(14,400| 904,900(/233-bit| 241|7,500|635,100
256-bit| 261(17,700(1,175,500(|283-bit| 289(8,800(920,600

decoding input operations. It contains a counter for controlling multiplications.
Registers S and C' store intermediate results (s, c). Register B stores the multi-
plier b which is processed bit-by-bit during multiplication. The upper carry-save
adder is used for interleaved modular reduction. It adds an appropriate multiple
of the modulus p to previous intermediate results (s, ¢). Carry-save adders (CSA)
are implemented by conventional full-adder cells. The lower CSA accumulates
partial products. Partial products are generated by a multiplexer: either a or 0
is selected.

In literature, J. Wolkerstorfer presented a dual-field arithmetic using a similar
approach as we do [9]. His approach is based on a bit-serial dual-field multiplier.
Contrary to our approach, conventional modular multiplication is used instead
of using Montgomery’s algorithm. His approach consumes 0.69 mm? on a 0.35
pum CMOS process. This is 50% larger than our approach.

6 Results Obtained

The results obtained by the new ECC processor are analyzed regarding perfor-
mance in terms of cycle count and maximum clock frequency. Resource efficiency
is measured in terms of silicon area and power consumption.

Most of the operations offered by the arithmetic unit are are single cycle
operations. Only Montgomery multiplication is a multi-cycle operation. The ac-
tual number of cycles needed for multiplication depends on the hardware size
and is shown in Table 2. Inversion is a compound operation. Using the extended
Euclidean algorithm which exploits the shiftr operation, inversion takes on av-
erage 70 times longer than multiplication in GF(p) and 35 times longer than
in GF(2™) (see Table 2). These timings advise to use projective coordinates
for implementing elliptic-curve cryptography to avoid inversions. Table 2 also
gives cycle counts for running an EC scalar multiplication. The numbers include
back-conversion of results from projective coordinates to affine coordinates. A
Montgomery ladder was used for calculating the scalar multiplication in both
GF(p) and in GF(2™). The cycle count includes overhead for control.

The presented ECC processor was realized using a VHDL description. The
VHDL model was synthesized on a 0.35 um CMOS process. The amount of
required hardware resources grows linearly with the wordsize parameter of the
arithmetic unit. This is not surprising because the fraction of hardware resources
required for control is small (< 13%). The largest amount of control resources



Table 3. Silicon area of the ECC processor on a 0.35 um CMOS process.

EC size|HW size| Area: arith+ram+risc+rom,;s. |Gate count| fiaz
[bit] [bit] [mm?] [GE] |[MHZ]
192 196 |0.449 + 0.662 + 0.079 + 0.12 = 1.31| 23,800 68.5
224 228 10.544 4+ 0.776 + 0.076 + 0.12 = 1.51| 27,500 | 68.5
256 260 0.615 4 0.888 + 0.077 + 0.12 = 1.70| 31,000 | 68.5

requires the program memory which (0.12 mm?). The standard-cell circuitry
of the RISC controller uses only 0.08 mm?2. Table 3 details the area demands.
A 196-bit arithmetic unit has an area of 0.45 mm? which equals 8,200 gate
equivalents (36 %). EC parameters are stored in two small ROMs, which are
realized as combinational logic. These ROMs do not contribute to the total area
(< 0.1%). In contrast, the register file, which is realized by flip-flops, contributes
with 51 % to the total area.

The performance of the ECC processor depends on its maximum clock fre-
quency. The clock frequency is determined by the critical path which is inside
the RISC processor. On the 0.35 pm CMOS process, a maximum clock frequency
of 68.5 MHz is possible. This allows to compute nearly 100 EC operations over
GF(p192) per second. GF(2!%1) performance is even higher: 150 EC operations
per second. The length of the critical path does not depend on the hardware size.
The short critical path can be exploited for low-power operation: running the
arithmetic unit not at maximum clock frequency allows decreasing the supply
voltage. This can effect substantial power savings. Spice-level accurate simulation
of the circuit using the NanoSim simulator from Synopsys indicate an average
current of 80.0 pA at 1 MHz, 3.3 V for the 196-bit datapath. The complete ECC
processor has an estimated total power consumption of 500 uW /MHz. Opera-
tion at much lower supply voltages is possible. At 1.5 V| the power consumption
will be approximately 125 uW /MHz.

The proposed ECC processor is very competitive with related work regarding
silicon area and power consumption. The elliptic-curve digital-signature chip of
R. Schroeppel et al. has a complexity of 191,000 gate equivalents [8]. It takes 4.4
ms for a signature when operated at 20 MHz. No power figures are given.

J. Goodman et al. reconfigurable cryptographic processor has a bit-slice ar-
chitecture [3]. If we shorten their 1024-bit architecture to 196 bits and move
from 0.25 pm to 0.35 wm CMOS, it will require roughly 3.15 mm?2. This is 140
% more than our approach. The clock frequency on a 0.25 um CMOS process is
stated to be 50 MHz. No performance figures are given for ECC but they must
be similar to ours when using same EC algorithms. The power consumption is
normally 1.5 mW/MHz.

The silicon area of the 192-bit ECC processor is 1.31 mm?. This is nearly
acceptable for security enhanced RFID tags. An interesting question is how
this size decreases when moving to more advanced process technologies. Table
4 summarizes the estimates for moving to 180-nm and 90-nm technologies. 180-



Table 4. Scaling the ECC processor to 180-nm and 90-nm CMOS technologies.

CMOS Technology ECC Processor
CMOS |VDD| Power/gate Area |Power ECC|Budget|frcc|GF(p192) GF(2191)
lyate | [V] |[nW/MHz/gate]||[mm?]| [uW /MHZ | [uW] |[kHZ]| [s] [s]
0.35 pm| 3.3 45 1.31 500 30 60 11.3 7.1
180 nm| 1.8 15 0.35 170 30 175 3.9 2.5
90 nm | 1.0 5 0.09 55 30 545 1.3 0.8

nm CMOS is a familiar technology for manufacturing RFID tags. 90-nm CMOS
might be used in some years. Manufacturing the ECC processor on a 180-nm
technology shrinks the circuit size to 0.35 mm?2—this well below the required 1
mm?2. At 90-nm, the size of the ECC processor is only 0.09 mm?.

Analyzing the power consumption of the ECC processor on different CMOS
technologies shows a less convincing picture. On the 0.35-um technology, the
assumed power budget of RFID tags of 30 uW is exhausted, when the processor
is clocked with 60 kHz only. It is assumed that the power budget does not change
when the tag is manufactured using a different technology. Moreover, we assume
that only 50% of the ECC processor is active because 90% of the register file,
which takes 51% of the total area, has surely no activity due to clock gating.
To meet the power requirements, the clock frequency can be lowered. Clocking
the ECC processor at very low frequencies causes long computation times: 11.3
seconds for a EC operation over GF(p192). Operation over GF(2™) is somewhat
faster. Moving to more advanced technologies allows to clock the circuit at 175
kHz and at 545 kHz, respectively, which lowers the computation times to 3.9 s
and 1.3 s. The computation time of EC operations is rather long. This has to
be considered by the protocol layer. By interleaving requests and responses, a
large number of tags can perform security functions without deteriorating the
throughput.

7 Conclusion

In this article we presented an ECC processor that fits the requirements of RFID
tags. A central element of the ECC processor is a novel arithmetic unit. The
dual-field arithmetic unit is able to calculate all arithmetic operations required
for ECC computation: addition, multiplication, and inversion in the finite fields
GF(p) and GF(2™). Bit-serial multiplication is calculated by an improved version
of Montgomery’s algorithm. A 196-bit implementation of the ECC processor on
a 0.35 um CMOS process has an area of 1.31 mm? and can be clocked with 68.5
MHz. On a 180 nm CMOS process, the area will shrink to 0.35 mm? which is
acceptable for RFID tags.

Although ECC is small enough to fit RFID tags, the power consumption of
ECC operations is still a problem that has to be solved. Our approach to meet the
power requirements of RFID tags by lowering the operational frequency of the



ECC processor might inhibit applications where latency is of importance. The
estimated computation time of 0.8 s up 3.9 s might jeopardize the acceptance.
In future, we have to look out for even more power efficient implementations
and utilize possibilities on all layers. For instance, the circuit could be made
more power efficient by replacing the RISC controller by hardwired control that
demands no program ROM. The register file has also a scope for improvement
by moving to a latch-based design. Beyond the ECC processor are opportunities
too: Cryptographic functionality could only be made available when the tag is
close to the reader where the power supply is much better. Another possibility
is adopting the clock frequency to the available power.
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Abstract

We here prove the feasibility of exchanging some secret data between
an RFID tag and its reader by public discussion. For this, the inherent
noise on their communication link is exploited and classical protocols are
adapted to these small devices. More precisely, we first present the canvas
of our study and discuss the advantage distillation phase. Then, we show
how Brassard and Sailvail’s Cascade protocol can be modified in order to
reduce the hardware implementation cost while still maintaining adequate
correction rate and tolerable leaked information during the reconciliation
phase. Finally, as for the privacy amplification phase, we point out Kaan
Yiiksel’s work on low-cost universal hash functions, achieving to allege
that public discussion under noisy environment might be an interesting
possibility for low-cost RFID tags.

1 Introduction

An RFID tag is a small device which consists of an integrated circuit attached to
an antenna capable of transmitting wirelessly a sole identifier at several meters
to a reading device in response to a query.

Securing the RFID systems transmissions is of great concern [8]. Its difficulty
comes mainly from two major problems. First, the distribution of keys to billions
of products. Second, the inability for such low cost devices to handle classical
arithmetic based solutions. Many solutions have been proposed so far [11].
Here we go through a completely different track and use the channel noise as
it is done in [1], so as to suggest a protocol whose hardware implementation is
simple and which ensures that the exchanges in an RFID system be confidential
when a passive eavesdropper is present.

After an initialization step in which a damaged version of a bit string sent by a
reader is received by a tag and possibly an eavesdropper, the protocol consists
essentially in three phases:

*The work presented in this paper has been exclusively supported by SAGEM S.A.



e Advantage distillation — The legitimate parties turn the situation to their
advantage if necessary,

e Information reconciliation — They apply correction techniques to come to
a common string about which the adversary only has partial information,

e Privacy amplification — By applying a universal hash function, they obtain
another string about which the adversary almost has no information.

First in section 2, we show the benefit of increasing the initial given advan-
tage between the RFID tag and its reader against an eavesdropper in order
to straighten out the subsequent computations. As for the information recon-
ciliation phase, a slightly modified version of Cascade optimized for low-cost
hardware implementation is described and analyzed in section 3. Then in sec-
tion 4, the choice of a universal class of hash functions in the privacy amplifi-
cation phase is motivated. Yet, a complete scenario for our proposed design is
summarized in section 5. Section 6 concludes.

2 Gaining the advantage

The so-called satellite scenario can be described as follows: A bit string S sent
by a satellite is received by three entities R, T and E as Sgr, Sr and Sg
with different noise patterns characterized respectively by pr, pr and pg. R
and T can subsequently communicate over an error free channel while E is
eavesdropping their communication.

The probability that a given bit r from S is received as x is given by:

n—dg(z,r) dg(x,r
H( )pRH( )

Pspls=r(®) = (1—pr)

n—dyg(x,r) dg(xz,r
psT|s:r($) = (I-pr1) # )pTH( )

Psels=r(@) = (L—pp)" " pgrer)

where dy denote the Hamming distance.

The worst case is achieved when both pr and pr are greater than pg. Should
that be the case, R and T have to perform an “advantage distillation” phase
to gain the advantage over E i.e. to eventually get less errors than E.

The Bit Pair Iteration Protocol introduced in [4] turns out to be a quite efficient
one implementing the advantage distillation phase. R and T group their bits
by pair and then tell each other the parity of each pair. If both parities do
not match, then R and T get rid of the pair. Otherwise, they undertake to
keep the information associated with the involved pair while giving E as little
information as possible. Namely, they keep only the first bit of the pair since E
globally got one bit of information about the pair from its parity. The retained
bit might still differ, but it can be shown that R and T’s bits agree more and
more each time the process is repeated [4].

For our purpose, let R be the reader, T be the tag and E be some passive eaves-
dropper. Then either R or T has to send the initial string S in the satellite’s
place. If R is the initial sender (see Figure 1), then pg = 0 and pr > 0.

Let the communication channels R — T and R — FE be considered independant
and T’s version of the string taken as reference. The previous scenario is then
equivalent to T having sent the string and R and E having received it with



Figure 2: Equivalent scenario

independant noise patterns respectively characterized by pl, = pr and py =
pE + pr — 2pEpr (see Figure 2).
Hence p; < p’ even if pgy < pr at the outset.
Let
h:xH—leogzx

reX

denote the Shannon bit entropy function for some random variable x on a set X.
A string received with probability « € X provides I(x) = 1 — h(x) information
bit. Let Ir = I(p;) (resp. Ig = I(py)) be the information rate learnt by R
(resp. by E). Since h is strictly decreasing on [0,1/2], we get Ir < Ig in terms
of Shannon information.

Under these conditions, R and T always have an advantage over E, a fact
already known to Wyner in [9].

Note that the advantage distillation phase is not necessary anymore whatever
low pg > 0 may be. Practically however, implementing the Bit Pair Iteration
Protocol in the first stage provides one with an effective way of increasing both
the reliability of R and T’s string as well as the eavesdropper’s disadvantage
Igr — Ig.

3 A low cost reconciliation protocol

Some errors in R’s string may remain. During the information reconciliation
phase, R and T exchange some information to correct these errors. Cascade,
introduced in [2], is built so that R and T efficiently correct their errors while
maintaining the information leaked to E relatively low (see [2] for a detailed
description of Cascade). Cascade’s performance is actually very close to the



Shannon bound in terms of amount of leaked information. However, Cascade
would be too complex to fit into simple low cost tags.

Practically, when the error rate is sufficiently low — which can be easily achieved
by performing enough Bit Pair Iteration protocol passes — most errors are cor-
rected during the first pass of Cascade. From this observation, we propose
introducing two major changes in Cascade.

e First, the same block size is set for every pass. The block size should also
divide the string size, so that only fixed length blocks have to be analyzed.

e Second, a permutation o is set once and for all and cabled inside the
tag. It is hence straightforward to apply it to the string. On the contrary,
choosing the permutation at random and sending it through the communi-
cation channel at the beginning of each pass as required in Cascade would
have been infeasible in low cost tags.

Much less efficient than Cascade but also much easier to implement, our protocol
still converges in the stated context.

The proposed reconciliation protocol

Let
e 1 be the length of the strings to be reconciled,
e k be the block size with k|n,
e o be a pre-cabled permutation in the set of all bijections of {0,...,n—1}.

The protocol is composed of several identical passes. Let xg and yo respectively
denote R and T’s string at the beginning of the protocol. The i-th pass of our
protocol is described as follows:

1. R and T respectively compute z; = o(z;—1) and y; = o(yi—1).
2. R and T divide z; and y; in n/k blocks.
3. For j from 1 to n/k,

(a) Let z;(j) and y;(j) denote the j-th block of R and T string re-
spectively. If the parity of z;(j) and y;(j) are the same, R and
T continue with the next block (or the next pass if all blocks in
the current pass have already been checked out). Otherwise, they
perform a dichotomic search which returns a position [ such that

zi (7)1 # v (-

(b) R invert z;(j)[l] to correct the error.

Protocol analysis

Estimating the amount of leaked information during the reconciliation phase is
needed by the subsequent phases and achieved through the following proposi-
tion.



Proposition 1. Let k be the block size, e (resp. d?)) be the bit error rate
(resp. the bit leak rate) after i passes of the reconciliation protocol. We have:

1.

PN
Vi>0 el =el-1 _ 1- (1 — 2! 1))

2k
where €% denotes the bit error rate at the beginning of the reconciliation
protocol
2. .
Vi>0 d9 = % + (e<0> - e<i>) Mog k]
Proof.

1. Let X be a random variable representing the number of errors in a given
block of size k when the string’s bit error probability is e. If the errors are
uniformely distributed at the beginning of the protocol and the permuta-
tion is chosen at random among all permutations of {0,...,n — 1}(or has
adequate properties, see the following section), it is legitimate to consider
that these errors remain uniformely distributed within the string at the
beginning of each pass. Thus, X can be approximated by a binomial law
with parameters (k,e). Let a7 be the probability that X is odd, we have

[k/2] k
k 1—(1-2
ar(k,e) = ) (21 N l)te_l(l — )2 = 1-( -2 5 Jliy

=1

Since one error per odd parity block is corrected, we have

a1 (k, e(ifl))

Vis0 @ = i1 _
1> e (& %

2. Let us consider the j-th pass of the protocol with j € {1,...,i}. For each
block, at least one bit is revealed for parity testing. If the block’s parity
is odd, then [log k| more bits are revealed to locate the error. Thus, the
bit leak rate during the j-th pass is given by

% (1 + ay(k, eV~ [log lﬂ) :

Hence,

Vi>0 dY = zl:% (1 +a1(k,e(j71))ﬂogk1) = é—i—(e(o) — e(i)) [log k] .

j=1
The formula also holds for i = 0 corresponding to the trivial case d(®) = 0.

O

Smaller £ obviously lead to cheapest hardware implementation of the protocol
and faster bit error rate decrease (see Figure 3). However, the parameter k
cannot be chosen too small because it also leads to higher bit leak rates (see
Figure 4). This analysis shows that there is a trade-off between error correction
rate and leaked information rate according to the initial bit error rate and
available gate count.
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Choice of a permutation

The estimate of remaining errors pass after pass is based on the hypothesis that
the permutation is chosen at random. However, the choice of a permutation
with adequate properties proves sufficient practically.

An adequate permutation for our reconciliation protocol should map distinct
positions in a given block to distinct blocks. This would guarantee the compo-
sition of the blocks be very different from pass to pass.

The rest of the section formally describes a quality measure for such a candidate
permutation.

Let X; jeq1,...,n/k} denote the set containing the positions in the j-th block:

Xj=Aa | (- Dk <z <jk}

Let M;(c) denote the cardinality of the set of all elements X € P(X;,[) satis-
fying

Ve,ye X,o#y = (Vi €{1,...,n/k},0(z) € X; = o(y) & X;7)

where P (€, \) denote the set of all subsets of  of size A.
Eventually, an adequate measure M according to the stated reconciliation prob-
lem for a permutation o might be defined as

The most accurate M is reached with | = min(k,n/k).

4 Towards privacy amplification

At the end of the reconciliation protocol, R and T agreed on a string with very
high probability. In this last phase, they publicly pick a compression function
G which, applied to this partially secret string, allows them to derive a shorter
— but almost perfectly secure — key K. Thereby, K can be chosen has a secret
key during the subsequent exchanges in, for example, the so-called one-time pad
encryption scheme.

The compression function is actually chosen from a universal class of hash func-
tions we introduce in the following definition.

Definition (Universal class of functions). A class F of functions from A to
B is universal if, for all pairs (x1,x2) of distinct elements in A, the probability
that the event f(x1) = f(x2) occurs is at most 1/|B| when f is chosen randomly
uniformely in F.

Some universal class of functions are quite easy to implement. Actually, in [10]
such a class is exhibited wich requires less than 460 logic gates.



Discussion on the achievable key length

The following theorems allow us to derive the length of K.

Theorem 1 (Bennett, Brassard, Crépeau, Maurer [1]). Let X be a random vari-
able with values in the set X, and G be another random variable corresponding
to the choice of an element in a universal class of hash functions X — {0,1}"
according to a uniform distribution. Then,

2r7Hc(X)

H(G(X)|G) = Ho(G(X)|G) 2 7 —log (1427710} =y - Z——

Theorem 2 (Cachin, Maurer [3]). Let X and U be random wvariables with
alphabets X and U respectively, and let s > 0 be an arbitrary security parameter.
With probability at least 1 — 27°, U takes on a value u for which

He(X) — Ho(X|U = u) < 2log U] + 25 .

Proposition 2 (Achievable secret key length).
Let

e n be the length of the strings at the beginning of the reconciliation phase,
e p be T and E’s relative bit error rate,

e D be the number of bits revealed during the reconciliation,

e s et s’ be two security parameters.

Then the final secret string length is nhc(p) — 2D — 2s — s' about which E only
learns 27 /In(2) information bits with probability at least 1 — 275, he(x) =
—log(x? + (1 — x?)) here denotes the bit collision entropy.

Proof. See [3]. O

5 Summary

The hardware implementation of these protocols is easily scalable. It can be
optimized to reach a compromise with communication efficiency and gate count.
Suppose that R broadcasts a m-bit string that is received by T and E with a
bit error rate respectively pr and pg.

After this initialization phase, considering T owns the reference version, R
and E’s version are the image of T’s string received through a binary sym-
metric channel with a bit error rate respectively pp = pr and pf = pg +
pr — 2pE pT > Pk

Although E’s bit error rate is higher than R’s, several passes of the Bit Pair
Iteration protocol are performed. In so doing, the advantage is increased while
R’s bit errors compared to T’s are decreased so that less information bits are
needed during the reconciliation phase. The Bit Pair Iteration Protocol leads
to a reduction rate (see [4] for the details) thus we get a new shorter string of
length n.

With regard to T, R’s bit error probability is e(?) while E’s is p. E’s collision
entropy at this time is hence estimated at hc(p).



As regards the reconciliation phase, our reconciliation protocol is implemented
with an ad-hoc block length. N passes of our protocol are performed where N
is chosen such that R and T’s shared errors evaluates to ne!N) <« 1 while the
number of revealed bits D = nd®™) is not too high. Both e™) and d) are
computed using the proposition 1. R and T share a partially secret string of
length n.

In a last phase, R and T apply a universal hash function to this partially secret
string. An advisable choice is the universal class of hash functions proposed in
[10] especially well suited for our context. The security parameter being set to
s and ', nho(p) — 2D — 2s — s’ highly secret information bits can actually be
distilled from the n only partially secure bits. More precisely, with probability
at least 1 — 27° which can be very close to 1 provided s is big enough, E learns
at most 2% /In(2) bit about this highly secret string.

6 Conclusion

We here show how to exploit the noisy environment of RFID tags to circumvent
low-end eavesdroppers. Our solution requires some bandwith and few gates.
Moreover, no key management is needed. Though not tested against physical
experimentation, the feasibility of our scenario is very likely provided low signal
to noise ratio during the initialization phase. The decorrelated part of the noise
should also be sufficient for the independance condition to practically hold.
Eventually, our approach seems pragmatic for this difficult problem.
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Abstract. Alternative security solutions are considered in science and
industry, motivated by the strong restrictions as they are often present in
embedded security scenarios — especially in a RFID setting. We investi-
gate a low hardware-complexity cryptosystem for lightweight symmetric
key exchange and stream cipher based on Tree Parity Machines. The
speed of a key exchange is basically only limited by the channel capacity
as is the stream cipher throughput. This work significantly improves and
extends previously published results on TPMRAs. Again, characteris-
tics of standard-cell ASIC design realizations as IP-core in 0.18u-CMOS
technology are evaluated.

Keywords: Embedded Security, Lightweight Symmetric Key Exchange,
Lightweight Stream Cipher, Tree Parity Machine

1 Key Exchange, Stream Ciphers and RFID

The investigation of alternative security primitives and technologies is stimu-
lated by the strong restrictions present in resource-limited devices. In sensor
networks, RFID-systems or Near Field Communication (NFC), the devices in
use (as nodes of a network) can impose severe size limitations and power con-
sumption constraints. The available size for additional cryptographic hardware
components is often limited if not available at all [1, 2, 3]. The RFID-industry
should have a particular interest in security, because the commercial prosperity
of their products is directly linked to the secrecy of data via customer accep-
tance [2, 4]. To optimize a cost-performance-ratio regarding chip-area, channel
bandwidth, power consumption and code-size with respect to a given platform
(Microcontroller, FPGA, ASIC) represents a challenge in general [5].

Secure key exchange is considered most critical and complex in this context
and of major importance with regard to security. Regarding applications in em-
bedded systems, asymmetric (public-key) group-based cryptosystems based on
Elliptic Curve Cryptography (ECC), the generalization to Hyper-Elliptic Curves
(see e.g. [6]) and hardware-specific extensions for efficient arithmetic [7] are state-
of-the-art. Without a reduction of the security, these representations allow to
reduce the size of the numbers to calculate with. Yet, more complex expressions



need to be calculated. Also, the ring-based asymmetric cryptosystem NTRU
[8, 9] calculates on rather small numbers.

According to Paar [5] implementations of ECC on 16-bit microprocessors
(clock-frequency < 50 MHz) are feasible, while RSA and Diffie-Hellman are still
hard. On an 8-bit microprocessor (clock-frequency < 10 MHz) only symmetric
algorithms are considered applicable given low data rates. Asymmetric algo-
rithms here require an additional crypt-coprocessor. As ECC requires more than
10000 gates and DES alone already demands a few 1000 gates, only lightweight
stream ciphers are considered applicable for the extreme case of an RFID-tag
with around 1000 gates and no microprocessor available (cf. [5]). Symmetric al-
gorithms for this class are sought and stream ciphers are again considered for
such niche applications [10]. Stream ciphers are regarded competitive with block
ciphers when a small footprint in hardware implementations is required. Though
the security aspects of RFID have not been standardized so far, the use of stream
ciphers here seems forseeable due to the present constraints. Next to higher
bandwidth, second generation RFID tags are planned to have improved security
(encryption, password functions, authentication) and read/write capability. Key
exchange requires read /write RFID devices for bidirectional communication and
first tags with challenge and response authentication are developed [11, 12].

After all, a key exchange still remains of prohibitive cost and only stream ci-
phers seem to be applicable for encryption in strongly restricted domains. Seek-
ing and investigating alternative approaches beyond efficient implementations
of established primitives thus remains a challenge for research. In practice, a
necessary tradeoff between the level of security and the available resources or
computation time often has to be faced.

We suggest to discuss a hardware solution for lightweight symmetric key
exchange and stream cipher based on so-called Tree Parity Machines [13]. We
present a fully serial architecture-variant based on [14] using this key exchange
concept and a trajectory mode, that allow for fast successive key generation
and exchange, as well as for a synchronous stream chipher. It enables short key
lifetimes through the achievable speed of a key exchange and consequently fast
resynchronisation for the stream cipher. We focus on a low hardware-complexity
IP-Core solution for resource-limited devices. Feasible frequent rekeying and vari-
able key lengths allow for flexible security levels especially in environments with
moderate security concerns.

2 Key Exchange by Tree Parity Machines

The fast synchronization of two interacting identically structured Tree Parity
Machines (TPMs) is proposed by Kinzel and Kanter [13] as a method for sym-
metric key exchange. It does not involve large numbers and principles from num-
ber theory and is related to secret key agreement based on interaction over a
public insecure channel as it is discussed under information theoretic aspects by
Maurer and others [15, 16, 17, 18]. The exchange protocol is realized by an inter-
active adaptation (error-correction) process between the two interacting parties
A and B. The TPM (see Figure 1a) consists of K independent summation units



(1 € k < K) with non-overlapping inputs in a tree structure and a single parity
unit at the output. Each summation unit receives different N inputs (1 < j < N),

X1 AN X Xon X XN X

Fig.1. (a) The Tree Parity Machine. A single output is calculated from the parity
of the outputs of the summation units. (b) Outputs on commonly given inputs are
exchanged between parties A and B for adaptation of their preliminary key.

leading to an input field of size K - N. The vector-components are random vari-
ables with zero mean and unit variance. The output O*/%(t) € {-1,1} (A/B
denotes equivalent operations for A and B), given bounded coefficients (weights)
w;.1”(t) € [-L, L] C Z (from input unit j to summation unit k) and common
random inputs zx;(t) € {—1,1}, is calculated by a parity function of the signs
of summations:

N

K K
oMEW) =[Tw"t) = Ho( wel ™ () wkj<t>> : (1)
k=1 k=1 j=1

o(-) denotes the sign-function. The so-called bit package variant (cf. [13]) reduces
transmissions of outputs by an order of magnitude down to a few packages. Par-
ties A and B start with an individual randomly generated secret initial vector

wy, J’ (t,). These initially uncorrelated random variables become correlated (iden-

tical) over time through the influence of the common inputs and the interactive
adaptation as follows. After a set of b > 1 presented inputs, where b denotes
the size of the bit package, the corresponding b TPM outputs (bits) O*/Z(t)
are exchanged over the public channel in one package (see Figure 1b). The b
sequences of signs of the summation units y;/”(t) € {—1,1} are stored for the
subsequent adaptation process. A hebbian learning rule adapts the coefficients
(the preliminary key), using the b outputs and b sequences of signs. They are
changed only on equal output bits O“(t) = O (¢) at both parties. Furthermore,
only coefficients of those summation units are changed, that agree with this
output:

OBy =yp/P(t):  wifP(t) == wie/P(t — 1) + OV E(t) mj(t) - (2)



Coefficients are always bound to remain in the maximum range [-L,L] C Z
by reflection onto the boundary values. Iterating the above procedure in as an
interactive protocol, each component of the preliminary key performs a random
walk with reflecting boundaries. The resulting key space is of size (2L + 1)*V.
Two corresponding components in wj;(t) and wy;(t) receive the same random
component of the common input vector z;(t). After each bounding operation,
the distance between the two components is successively reduced to zero. When
both parties adapted to produce each others outputs, they remain synchronous
without further communication (see Equation 2) and continue to produce the
same outputs on every commonly given input. Common coefficients are now
present in both TPMs in each of the following iterations. This preliminary key
can be used to derive a common time-dependent final key by privacy amplifi-
cation [15, 16] or can be used directly. Furthermore, synchrony is achieved only
for common inputs. Thus, keeping the common inputs secret between A and B
can be used to have an (entity) authenticated key exchange. There are 2%V — 1
possible inputs in each iteration, yielding as many possible initializations for a
pseudo random number generator.

2.1 Trajectory Mode, Security and Attacks

Again consider that when the two parties are synchronous they also have the
same outputs in each iteration. Communication can thus be stopped and each
party then simply applies the adaptation (Equation 2) with its own output in
order to have a next key from the trajectory in key-space. Using the Trajectory
Mode this way avoids the stated security weakness in [19], which assumes an
ongoing communication. As soon as a new key is present, it is used for encryption.
Each integer component of the the key is again XORred with an appropriate
length concatenation of L input bits to further decorrelate subsequent keys. It
can then be used block-wise or be used on a per-packet basis, depending on the
concrete application. In any case, the key is only used to encrypt a certain small
subset of the plaintext. This especially allows to realize short key lifetimes.

For the key exchange protocol without entity authentication, eavesdropping
attacks have concurrently been proposed by Shamir et al. [20] and Kanter,
Kinzel et al. [21, 22, 23]. But the prevalent definition of a successful attack is
having a 98 percent average overlap |w?(¢t) - w*/?(t)| (averaged over all summa-
tion units) with the coefficients of one party, when parties A and B are already
synchronous and thus successfully finished the key exchange and the communi-
cation. The authors chose this definition, because of the strong fluctuations in
the success probability using a strict definition. The attacks in [20, 21, 22, 23]
can all be made arbitrarily costly and thus can practically be defeated by sim-
ply increasing the parameter L. The security increases proportional to L? while
the probability of a successful attack decreases exponentially with L [21]. The
approach is thus regarded computationally secure with respect to these attacks
for sufficiently large L [24, 23].

The latest attack, which does not seem to be affected by an increase of L
(but still by an increase of K) uses a hundred coordinated and communicating



TPMs [23]. A successful attack according to the definition given above could
be achieved with a probability of 0.5. The success probability of achieving a
99 percent average overlap drops down to 0.25. However, an attacker here does
not know either, which of the K - N components of the coefficients (the key)
are correct. In currently used symmetric encryption algorithms, the flipping of a
single bit only already leads to a complete failure in decryption. Due to the only
partial knowledge of an attacker on the final key, an added or included privacy
amplification through hashing can further significantly decrease this knowledge
and increase the secrecy of the final key (compare [17, 18]) and also the security
of the trajectory mode. It increases the entropy of the keys and destroys partial
knowledge an attacker might have gained on the key from the known attacks.

2.2 Key Exchange between Multiple Parties

Multiple parties can exchange a common key again based on TPM interaction
and the synchronisation property. Once two parties p; and ps have synchronized
and thus exchanged a common key, they have identical internal states w”1/?2 and
can be considered a single TPM p, ,. The exchange of a common key between
G > 2 parties can thus be achieved by two basic strategies: parallel interaction
processes and sequential interaction processes. Without loss of generality an
appropriate numbering (and renumbering) of parties can be performed.

Using parallel interaction processes, an even number of parties G is ini-
tially divided into k groups of interacting pairs (p;,p;), with &k = 1,--- | G/2,
i,j = 1,--- ,G and i # j, performing a pairwise (independant) key exchange
in parallel as explained before. After each group has a common key, pairs of
synchronous groups now interact again (in a divide-and-conquer strategy) to ex-
change a common key. This is done until two remaining groups synchronize the
final common key in a final interaction process:

(p17p2)1a(psap4)2a"' 7(pG—17pG)G/2 (3)
~ (p1,27p3,4)17(p5‘67p7,s)27"' 7(P(G/2)—17pc/2)c/4 ~ s Dy L (4)

If G is 0dd, the remaining party waits until all other G—1 groups have exchanged
a common key and then performs one last interaction process with the synchro-
nized group. The complexity of this multi-party key-exchange scales logarithmic
with the number of parties, i.e. O(log G). Note that the parallel variant requires
either independent parallel or multiplexed communication channels. Also note
that in practice only two TPMs in each group have to actively send and receive
output bits, whereas the others in the group only receive.

In a sequential interaction processes, two parties p; and p, exchange a com-
mon key as described before. Having a common key they become a group pi 2
that now interacts with a third party ps, and so on. This way, a linear chain

(" : ((p17p2)7p3)7' ")7pG) ~ ( o ((p1.27p3)7p4) o ')apG) M Dy (5)

of interaction processes is performed. Note that for the group only one sequence
of outputs has to be communicated, as it is identical to all parties (TPMs)



in the group. Again, in practice only one TPMs in the group has to actively
send and receive output bits, whereas the others in the group only receive. The
complexity of this multi-party key-exchange scales linear with the number of
parties, i.e. O(G).

As each key exchange process (parallel or sequential) can independantly be
attacked, the security in the presented multi-party scenario scales inversly pro-
portional to the number of parties.

3 Stream Cipher by Tree Parity Machines

A TPM stream cipher can be constructed as follows. Remember that once two
parties are synchronous and successfully exchanged a key, they remain syn-
chronous in each further iteration (trajectory mode) and produce equal outputs.
The synchronous TPM stream cipher is based on the iteration of K coupled
non-linear dynamic functions yi(t). The keystream generator can so be viewed
as being composed of K dynamic filter generators and a final (static) combiner
stage that acts similar to a threshold generator (see Figure 2). The initial state of
the keystream generator depends on the key w,‘fj/ ?(t,) and the initialization vec-
tor xy;(t,). Each dynamic filter generator consists of an N-bit LFSR (counter
variables z1;(t)) and of N L-bit up/down counters (U/D-CTRs) with a non-
linear dynamic filtering stage. The filter depends on the key or current state
(state variables wy;(t)). The pseudo-random states of the LFSRs are expanded
and mixed with the key state, pseudo-randomly modifiying signs of the key
state. The subsequent integer addition (Equation 1) and reduction ¢ to a single
sign (bit) yx(t) extracts the output of the dynamic filter generator. The final
keystream output is an Exclusive-Or of K sign bits o: O(t) = 0, Do, ®--- D ok.
The Exclusive-Or is also used as the statically balanced combiner to generate
the ciphertext ¢(t) from the keystream and the plaintext, i.e. ¢(t) = O(t) ® p(t).
The number of cycles to calculate one output bit (with the serial TPMRA) is
to=(K-N+K)+3.
The next-state function

¢, BXxLxBxB—L B={-1,1}, L=[-L,LCZ (6)
6:(O, wrj, Tjs Yr) = W (7)

defined via Equation 2, adapts and bounds the filter coefficients (the state) and
represents a nonlinear state update, i.e. the keystream depends on a non-linear
state-machine. As explained in Section 2, the state variables wy;(t) perform a
random walk with reflecting boundaries in a state space of size (2L + 1)*V. The
TPM stream cipher has (2¥¥ — 1) - (2L + 1)*~ possible internal states divided
into K - N state variables wy;(t) € [-L,L] and the same number of counter
variables z;(t) € {—1,1}.

Unlike other stream ciphers in output feedback mode (OFB), the keystream
O(t) is fed back to the next-state function and not to the LFSR (see Figure 2).
As an alternative, the ciphertext bits can be fed back (CFB) instead of the
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Fig. 2. The synchronous TPM stream cipher for K = 3. OFB and CFB modes are
indicated. Alternatively, the LFSRs can also have an internal feedback from the sum-
mation and thresholding units (dotted lines) resulting in the socalled Confused Tree
Parity Machine [25] with a simple shift register (with non-linear feedback) per hidden
unit replacing the LFSR.

output bits (see Figure 2), making the internal state change also depend on the
plaintext and yielding ¢, (¢, wg;, ©x;,yx) in Expression 7. An integrity mechansim
is present in the TPM stream cipher in CFB mode. Due to the feedback to the
next-state function, a manipulation of the ciphertext leads to a change of the
state update at the receiving side. A manipulated keystream thus leads to a
decryption failure.

Often, in a real application of a stream cipher, it is required to use a single
key many times but with a different initialization vector (IV). Using public initial
values of the LFSRs, 2%¥ — 1 IVs can be chosen. Yet, the TPMRA allows for
fast resynchronsation as a new key can efficiently be exchanged. Preliminary
statistical analysis yield the keystream to be indistinguishable from random.
Attacks on the stream cipher still have to be investigated.

4 ASIC-Implementation and Results

The Tree Parity Machine Rekeying Architectures (TPMRAS) [14] can be func-
tionally separated into two main structures. One structure comprises the Hand-
shake/Key Controller as well as the Bitpackage Unit and the Watchdog, the
other structure contains the Tree Parity Machine Unit for calculating the basic
TPM functions (Section 2). Figure 3a gives an overview of the hardware struc-
ture. The Handshake/Key Controller Unit handles the key transmission (even-
tually after privacy amplification) with an encryption unit and the bit package
exchange process with the other party by using a simple request and acknowl-
edge handshake protocol. It approves the handling of different synchronization
cycles between two key exchange parties in order to permit a regulated key- and
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Fig. 3. (a) Basic diagram of the Handshake/Key Controller with the Watchdog and
the Bitpackage Unit. (b) The serial Tree Parity Machine Unit. The TPM controller
state machine is omitted for clarity.

bit package exchange process. A key is handed over when the synchronization
process is finished, indicated by an acknowledge signal.

As described in Section 2, we implemented the bit package generalization of
the protocol [13]. It reduces communication down to a few packages. In both
architectures, the Bitpackage Unit partitions the parity bits (Equation 1) from
the TPM Unit in tighter bit slices. In addition, it serializes the incoming bit
packages from other TPM for the adaptation (Equation 2). The Bitpackage
Unit handles bit package lengths up to n bits (depending on the key length).

The Watchdog supervises the synchronization between the two parties, which
is determined by the chosen parameters and the random initial values of the par-
ties. The Iteration Counter in the Watchdog counts the number of exchanged
parity bits. It generates a synchronization error (Sync Error), if there is no
synchronization within a specific number of iterations. In this case, the synchro-
nization process is triggered again. The Sync Counter is needed to determine the
synchronization of the TPMs by comparing and counting equal output bit pack-
ages. It is increased when a sent bit package and the corresponding received bit
package is identical and otherwise cleared. A synchronization is recognized when
a specified number of equal bit packages is reached. Both Sync- and Iteration-
Counter are programmable for variable average synchronization times subject to
the chosen TPM structure.

4.1 Serial TPM Unit

Different from the realization in [14], the serially realized TPM Unit calculates a
parity bit serially in time and is a fully parameterizable hardware structure. The
parameters K, N and L as well as the bit package length can be set arbitrarily in
order to adopt this architecture variant for different system environments. The
serial TPM Unit consists of a TPM control state machine, a LFSR, a Weight
Accumulator, a Parity Bit Computation and Weight Adjustment Unit and a



memory (Figure 3b). The TPM controller is realized as simple finite state ma-
chine. It handles the initialization of the TPM, the adaptation with the parity
bits of the bit package from the other party and controls the parity calculation
and weight adjustment. The LFSR generates the pseudo random bits for the in-
puts xy;(t) of the TPM. The Parity Bit Computation computes the output par-
ity (Equation 1) and the Weight Adjustment Unit accomplishes the adaptation
(Equation 2). The Weight Accumulator computes each sum of the summation
units. Each partial result must be temporarily stored in the memory, due to the
serial processing of the summation units. The memory, implemented as a simple
register bank, stores the weights and the output bits from the summation units
in order to process the bit packaging. It could also be implemented as a register
file composed of several flip-flops. The memory size depends on the length of the
key, which is equal to K - N - L. The number of cycles for calculating a n-bit
package is typ, = (2n—1)- (K -N + K) + 3.

4.2 Results

Parameterizable serial TPMRAs were designed and simulated by using VHDL
(compare [14]). While a FPGA-realization was used for easy prototyping, stan-
dard cell ASIC-realization prototypes were build to verify the suitability as an
embedded system component. The underlying process is a 0.18y six-layer CMOS
process with 1.8V supply voltage based on the UMC library [26]. The linear
complexity of the key exchange protocol scales with the size K - N of the TPM
structure, which defines the size K - N - L of the key. We chose K = 3, a maxi-
mal N = 88 and L = 4 for the serial architecture. This leads to a key size of up
to 1056 bit.

The cell-area (Figure 4a) of the serial TPMRA scales approximately linear
due to the linear increase in required memory and ranges around 0.11 square-
millimeter for the investigated key sizes. The number in braces denotes used
standard cells. Note, that most of the area is consumed by the memory, because
of the necessary storage of the partial results. The achievable clock-frequency
(Figure 4b) ranges between 285 and 471 MHz for the investigated key lengths.

Additionally, we established the throughput for key exchange (i.e. keys per
second) subject to the average synchronization time of 400 iterations for different
key lengths in Figure 4c. A practically finite channel capacity is neglected here.
We assumed the maximally achievable clock frequency with regard to each key
length, which can be achieved by Digital Phase Lock Loop (DPLL), regardless of
the systems clock frequency. The serial TPMRA achieves a maximal theoretical
throughput in the kHz-range. After the initial synchronization, the trajectory
mode allows to increase the throughput by two orders of magnitude due to the
reduced number of cycles for one bit package and the missing communication
(interaction) overhead. This mode is identical to the stream cipher mode and
we also appoint the theoretical throughput (bit-rate) of the TPM stream cipher
which is in the MHz-range.

Figure 4d shows throughput regarding key exchange and stream cipher sub-
ject to a NFC and a RFID communication channel and their bandwidths. In key
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Fig. 4. Serial TPMRA post-synthesis area-optimized results (key exchange and stream
cipher) vs. key length (UMC 0.18y six-layer CMOS standard cell process).

exchange mode, for every protocol the minimum available packet length was used
due to the necessary interaction through our bit packages of 32 bit: NFC (ECMA
Intl. NFC IP-1) 136 bit and RIFD (TI Taglt-Protocol), 94 bit. For the RFID
channel we appointed a 10 kbps channel for simplicity. The capacities here vary
with regard to Reader-to-Transponder (5-11 kbps) and Transponder-to-Reader
(26 kbps) communication. In stream cipher mode, for every protocol the max-
imum available packet length can be exploited (NFC 359 byte with 255 byte
payload, RFID 317 bit with 256 bit payload). A comparison among the different
communication channels indicates different slopes of the calculated throughput
characteristics (Figure 4d). They denote the rising influence of the output bit (bit



packaging) calculations at smaller key lengths for channels of higher bandwidth.
Thus, the slope of the NFC throughput characteristic is slightly higher than for
RFID. As expected, the influence of the channel bandwidth significantly deter-
mines the performance of the key exchange protocol and of the stream cipher.
Obviously, the bottleneck is the underlying communication-bus.

5 Conclusions

We suggest to discuss Tree Parity Machine Rekeying Architectures (TPMRAS)
for low hardware-complexity lightweight authenticated symmetric key exchange
and stream cipher. Efficient frequent rekeying (equivalent to a resynchronisation
of the stream cipher) and short key lifetimes can be implemented. Next to using
sophisticated encryption algorithms like Rijndal (AES), for example, performed
with the exchanged key, the TPMRA itself allows for a lightweight stream cipher
with feasible frequent rekeying. The stream cipher allows for a high throughput
and is basically limited by the communication channel.

We regard the TPMRAs as IP-cores in embedded system environments with
a particular focus on transponder-based applications such as RFID-systems, but
also on devices in ad-hoc and sensor networks, in which a small area for crypto-
graphic components is often mandatory. They are especially suited for devices of
limited resources with no or only very limited microcontrollers available — even
more in moderate security scenarios.
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Abstract. A new stream cipher, Grain, is proposed. The design tar-
gets hardware environments where gate count, power consumption and
memory is very limited. It is based on two shift registers and a nonlin-
ear filter function. The cipher has the additional feature that the speed
can be increased at the expense of extra hardware. The key size is 80
bits and no attack faster than exhaustive key search has been identified.
The hardware complexity and throughput compares favourably to other
hardware oriented stream ciphers like EQ and A5/1.

1 Motivation

When designing a cryptographic primitive there are many different properties
that have to be addressed. These include e.g. speed, security and simplicity.
Comparing several ciphers, it is likely that one is faster on a 32 bit processor,
another is faster on an 8 bit processor and yet another one is faster in hardware.
The simplicity of the design is another factor that has to be taken into account,
but while the software implementation can be very simple, the hardware imple-
mentation might be quite complex.

There is a need for cryptographic primitives that have very low hardware
complexity. An RFID tag is a typical example of a product where the amount of
memory and power is very limited. These are microchips capable of transmitting
an identifying sequence upon a request from a reader. Forging an RFID tag can
have devastating consequences if the tag is used e.g. in electronic payments and
hence, there is a need for cryptographic primitives implemented in these tags.
Today, a hardware implementation of e.g. AES on an RFID tag is not feasible
due to the large number of gates needed. Grain is a stream cipher primitive that
is designed to be very easy and small to implement in hardware.

Many stream ciphers are based on linear feedback shift registers (LFSR), not
only for the good statistical properties of the sequences they produce, but also for
the simplicity and speed of their hardware implementation. Several recent LFSR
based stream cipher proposals, see e.g. [5, 6] and their predecessors, are based on
word oriented LFSRs. This allows them to be efficiently implemented in software



but it also allows them to increase the throughput since words instead of bits
are output. In hardware, a word oriented cipher is likely to be more complex
than a bit oriented one. We have addressed this issue by basing our design on
bit oriented shift registers with the extra feature of allowing an increase in speed
at the expense of more hardware. The user can decide the speed of the cipher
depending on the amount of hardware available.

The proposed primitive is a bit oriented synchronous stream cipher. In a
synchronous stream cipher the keystream is generated independently from the
plaintext. The design is based on two shift registers, one with linear feedback
(LFSR) and one with nonlinear feedback (NFSR). The LFSR guarantees a min-
imum period for the keystream and it also provides balancedness in the output.
The NFSR, together with a nonlinear filter introduces nonlinearity to the cipher.
The input to the NFSR is masked with the output of the LFSR so that the state
of the NFSR is balanced. Hence, we use the notation NFSR even though this
is actually a filter. What is known about cycle structures of nonlinear feedback
shift registers cannot immediately be applied here. Both shift registers are 80
bits in size. The key size is 80 bits and the IV size is specified to be 64 bits. The
cipher is designed such that no attack faster than exhaustive key search should
be possible, hence the best attack should require a computational complexity
not significantly lower than 230,

Grain provides a higher security than several other well known ciphers in-
tended to be used in hardware applications. Well known examples of such ciphers
are EO used in Bluetooth and A5/1 used in GSM. These ciphers, while also hav-
ing a very small hardware implementation, have been proven to be very insecure.
Compared to E0 and A5/1, Grain provides higher security while maintaining a
small hardware complexity.

The paper is organized as follows. Section 2 provides a detailed description
of the design. Section 3 gives the design criterias and the design choices and the
strengths and limitations of the design are presented in Section 4. In Section 5
we consider the hardware implementation of the cipher and in Section 6 we give
the results of our security analysis. Section 7 concludes the paper.

2 Design Specification

This section specifies the details of the design. An overview of the different
blocks used in the cipher can be found in Fig. 1 and the specification will refer
to this figure. The cipher consists of three main building blocks, namely an
LFSR, an NFSR and a filter function. The content of the LFSR is denoted by
Siy Sitls - -+ Si+79 and the content of the NFSR is denoted by b;,b;41, ..., bi+79.
The feedback polynomial of the LFSR, f(z) is a primitive polynomial of degree
80. It is defined as

f($) =14+ I18 T .7729 T .7742 + $57 T $67 + ISO.

To remove any possible ambiguity we also define the update function of the
LFSR as

Si+80 = Si+62 T Si+51 T Si+38 + Si+23 + Si+13 + Si-



The feedback polynomial of the NFSR, g(z), is defined as

g(:c) =1 +£L’17 +£L’2O +l‘28 +£L’35 +l‘43 +l‘47+1'52 +l‘59 +£L’65 +£L’71 +l‘80+
+£L'17£L'20 +l‘431‘47 +:L'65£L'71 +x20:c28:c35 +£L’47£L'521‘59 +LL‘17£L'35£L'52£L'71+
+x20$28x43x47 + .7717I20I59I65 + $17$20$28$35$43 + I47$52$59$65$71+
+I28I35$43$47$52$59.

Again, to remove any possible ambiguity we also write the update function of
the NFSR. Note that the bit s; which is masked with the input is included in
the update function below.

bitgo = 8; + bi163 + bige0 + bits2 + biyas + biy37 + bir3z + bipag + bipa1+
+bit15 + bivo + bi + bitesbitreo + bitsrbitss + bit15bito+
+bit60bit52biras + bir33bizagbitor + biye3birasbitasbiiot+
+bi160bi52bi137bi 133 + biye3biteobit21biy15+
+bi163bi1+60bi1520i 1450137 + big33bi 12805 12101 15bi 19+
+biy 5205145054371 3301280121

g(x) f(x)

Y
‘ NFSR }17<—{ LFSR

Fig. 1. The cipher.

The contents of the two shift registers represent the state of the cipher. From
this state, 5 variables are taken as input to a boolean function, h(x). This filter
function is chosen to be balanced, correlation immune of the first order and has
algebraic degree 3. The nonlinearity is the highest possible for these functions,
namely 12. The input is taken both from the LFSR and from the NFSR. The
function is defined as

h(x) = 1+ T4+ T0T3+ L2034+ T3T4+Tx1 X2 +X0T2T3+ LoTaTs+T1T2Xg +T2T3Ty
where the variables xg, z1, x2, 3 and z4 corresponds to the tap positions s;3,

Si+25, Si+46, Si+64 and b;ye3 respectively. The output of the filter function is
masked with the bit b; from the NFSR to produce the keystream.



2.1 Key Initialization

Before any keystream is generated the cipher must be initialized with the key
and the IV. Let the bits of the key, k, be denoted k;, 0 < i < 79 and the bits
of the IV be denoted IV;, 0 < ¢ < 63. The initialization of the key is done as
follows. First load the NFSR with the key bits, b; = k;, 0 <1 < 79, then load
the first 64 bits of the LFSR with the IV, s; = IV;, 0 < i < 63. The remaining
bits of the LFSR are filled with ones, s; = 1, 64 < i < 79. Because of this
the LFSR cannot be initialized to the all zero state. Then the cipher is clocked
160 times without producing any running key. Instead the output of the filter
function, h(x), is fed back and xored with the input, both to the LFSR and to
the NFSR, see Fig. 2.

g(x) f(x)

‘ NFSR }c—i-——{ LFSR }<—<+
A

A
E
X

Y

Fig. 2. The key initialisation.

3 Design Criteria

The design of the cipher is chosen to be as simple as possible for a hardware
implementation. The security requirements correspond to a computational com-
plexity of 289, equivalent to an exhaustive key search. To meet this requirement
it is necessary to build the cipher with a memory of 160 bits. Implementing
160 memory bits in hardware can be seen a lower bound for the complexity. To
develop a small hardware design we have to focus on minimizing the functions
that are used together with this memory. The functions used need to be small
in order to save gates but still large enough to provide high security. It is well
known that an LFSR with primitive feedback polynomial of degree d produces
an output with period 2¢ — 1. The LFSR in the cipher is of size 80 and since the
feedback polynomial is primitive it guarantees that the period is at least 289 —1.
Because of the NFSR and the fact that the input to this is masked with the
output of the LFSR the exact period will depend on the key and the IV used.
The input to the NFSR is masked with the output of the LFSR in order to make



sure that the NFSR state is balanced. The nonlinear feedback is also balanced
since the term % only appears linearily.

The filter function is quite small, only 5 variables and nonlinearity 12. How-
ever, this is compensated by the fact that one of the inputs is from the NFSR.
The input bit from the NFSR will depend nonlinearily on other bits in the state,
both from the LFSR and from the NFSR.

In the key initialization phase the goal is to scramble the contents of the
shift registers before the running key is generated. The number of clockings is a
tradeoff between security and speed. If the cipher is to be reinitialized often with
a new IV, then the efficiency of the initialization is a possible bottleneck. Before
initialization the LFSR contains the IV and 16 ones. For initialization with two
different IVs, differing by only one bit, the probability that a shift register bit
is the same for both initializations should be close to 0.5. Simulations show that
this is achieved after 160 clockings. See section 6.4 for further discussion about
this. Finally, no hidden weaknesses have been inserted by the designers.

3.1 Throughput Rate

Both shift registers are regularly clocked so the cipher will output 1 bit/clock. It
is possible to increase the speed of the cipher at the expense of more hardware.
This can very easily be done by just implementing the feedback functions, f(x)
and g(x) and the filter function, h(z) several times. In order to simplify this
implementation, the last 15 bits of the shift registers, s;, 65 < ¢ < 79 and
b;, 65 < i < 79 are not used in the feedback functions or in the input to the
filter function. This allows the speed to be easily multipled by up to 16 if a
sufficient amount of hardware is available. An example of the implementation
when the speed is doubled can be seen in Fig. 3. Naturally, the shift registers also
need to be implemented such that each bit is shifted ¢ steps instead of one when
the speed is increased by a factor ¢t. By increasing the speed by a factor 16, the
cipher outputs 16 bits/clock. Since, in the key initialization, the cipher is clocked
160 times, the possibilities to increase the speed is limited to factors < 16 that
are divisible by 160. The number of clockings used in the key initialization is
then 160/¢. Since the filter and feedback functions are small, it is quite feasible
to increase the throughput in this way.

4 Strengths and Limitations

The design of a cipher needs to be focused on some specific properties. It is not
possible to have a design that is perfect for all purposes i.e., processors of all word
lengths, all hardware applications, all memory constraints etc. Grain is designed
to be very small in hardware, using as few gates as possible while maintaining
high security. The cipher is intended to be used in environments where gate
count, power consumption and memory needs to be very small. While Grain
is still possible to use in general application software, there are several ciphers
that are designed with software efficiency in mind and thus are more appropriate



‘ H NFSR

Fig. 3. The cipher when the speed is doubled.

when high speed in software is required. Because of this it does not make sense
to compare the software performance of Grain to other ciphers. To emphasize
the focus on hardware, no software speed measurements have been conducted.

The basic implementation has rate 1 bit/clock cycle. The speed of a word
oriented cipher is typically higher since the rate is then 1 word/clock. Grain is
bit oriented due to the high focus on small hardware complexity and this has
been compensated by the possibility to increase the speed at the cost of more
hardware. This allows a vendor to choose how fast the cipher should be according
to the amount of hardware available in the product produced.

5 Hardware Complexity

To get some practical indications on complexity and other important features of
a possible hardware implementation of the stream cipher, we performed a design
based on standard FPGA architectures.

Starting with Fig. 1 (normal operating mode) and Fig. 2 (key initialisation)
we added a third mode (loading key bits into NFSR and IV into LFSR, as de-
scribed in Sect. 2.1). This whole circuit was described in VHDL (about 300 lines
of code) depending on the parameter ¢ as defined in Sect. 3.1. The ALTERA
MAX 3000A family was choosen since we have most experience with the associ-
ated design equipment and it is seen as adequate for this purpose. MAX 3000A is
a low end product using flash Memory as storage for the programming data; i.e.
these data are persistent, and no loading procedure is necessary as with RAM-
based FPGAs. The EPM3256 is the smallest chip of this family which will meet
our requirements (more than 160 flipflops and some combinatorial logic). Using
the ALTERA Quartus design tool, we carried out logical synthesis, place/route



and post-layout timing analysis. We found that ¢t < 4 fits into the EPM3256,
leading to a usage of about 90% of the 256 available macrocells. The maximum
clock frequency is in the range of 35-50 MHz, depending on the operating mode
and the output interface. Also ¢ = 8 fits into this chip, but the maximum clock
frequency was limited to 30 MHz. The number of output bits per second is ¢
times clock frequency.

In order to make a fair comparison between different ciphers, the imple-
mentations has to be tested on the same FPGA. To highlight the performance
difference between different FPGAs we have simulated our design on two ad-
ditional FPGA families, namely the ALTERA MAX II and ALTERA Cyclone.
These two allowed the cipher to be clocked at higher speed and it also allowed
an implementation of the cipher when the speed was increased 16 times the
original speed, i.e. when ¢ = 16. It should be mentioned that there are other
manufacturers of FPGAs (e.g. Actel, Xilinx), which may offer devices that will
meet all requirements too at lower prices. Some products are including security
mechanisms, prohibiting reverse engineering of a programmed chip.

The gate count for a function varies depending on the complexity and func-
tionality. The numbers are no natural constants and will depend on the imple-
mentation in an actual chip. We have chosen a gate count of 8 for a flip flop.
This figure ensures enough functionality for our application. Table 1 lists the
factors chosen in our implementation.

Table 1. The gate count used for different functions.

Function | Gate Count
D flip flop 8
NAND2 1
NAND3 1.5
NAND4 2
NAND5 2.5
NANDG6 3
XOR2 2.5
MUX3 5

In our design we have calculated the gate count for ¢ = 1,2,4,8 and 16. Ta-
ble 2 shows the gate count and the corresponding throughput for the 3 different
FPGA/CPLDs. More details regarding the figures in the hardware implementa-
tion can be found in Appendix A.

This gate count can be compared to other hardware oriented stream ciphers,
e.g. EO used in Bluetooth and A5/1 used in GSM. Using figures taken from [2],
the gate count for EO is about the same as for Grain. A5/1 has a gate count
of approximately half. In all 3 ciphers, most of the gates are used for memory
implementation. Grain, E0 and A5/1 use 160, 128 and 64 bits memory respec-
tively. Moreover, the throughput of Grain also compares favourably to EO and



Table 2. The gate count and throughput of Grain for t = 1,2,4,8 and 16.

Throughput
t| Gate Count \—yraarn A T NAX TT Cydlone
T 1435 49 Mbit/s | 200 Mbit/s | 282 Mbit/s
2] 1607 98.4 Mbit/s | 422 Mbit/s | 576 Mbit/s
4] 1950 196 Mbit/s | 632 Mbit/s | 872 Mbit/s
8] 2636 240 Mbit/s | 1184 Mbit/s | 1736 Mbit/s
16| 4008 — 2128 Mbit/s | 3136 Mbit/s

A5/1, mostly due to the fact that it can be increased efficiently with just a small
increase in gate count. Both EQ and A5/1 have been proven to be very insecure.
In [8], an attack against EO using 2%° frames and computational complexity 240
was shown. This attack is on the borderline of being practical. Also, several at-
tacks against A5/1 have been shown, see e.g. [1,4,9]. Grain has been designed
to provide much better security than both EO and A5/1 while maintaining a low
gate count.

6 Cryptanalysis

In this section we consider some general attacks on stream ciphers and investi-
gate to which extent they can be applied to Grain. Resistance against all known
cryptanalytic attacks is the most important property of a new cipher. There
should be no attack faster than exhaustive key search. Initial cryptanalytic at-
tempts against the cipher show the following.

6.1 Correlations

Due to the statistical properties of maximum-length LFSR sequences, the bits
in the LFSR are (almost) exactly balanced. This may not be the case for a
NFSR when it is driven autonomously. However, as the feedback g(x) is xored
with a LFSR-state, the bits in the NFSR are balanced. Moreover, recall that g
is a balanced function. Therefore, the bits in the NFSR may be assumed to be
uncorrelated to the LFSR bits.

The function h is chosen to be correlation immune of first order. This does
not preclude that there are correlations of the output of hA(z) to sums of inputs.
As one input comes from the NFSR and as h(x) is xored with a state bit of the
NFSR, correlations of the output of the generator to sums of LFSR-bits will be
so small that they will not be exploitable by (fast) correlation attacks.

6.2 Algebraic Attack

A filter generator alone with output function h(x) of degree only three would
be very vulnerable to algebraic attacks. On the other hand, algebraic attacks



will not work for solving for the initial 160-bit state of the full generator, as the
update function of the NFSR is nonlinear, and the later state bits of the NFSR
as a function of the inital state bits will have varying but large algebraic degree.
Using key initialization, it may be possible to express the output of the generator
as a function of state bits of the LFSR alone. As the filter function h(x) has one
input coming from the NFSR, and h(z) is xored with a NFSR-state bit, the
algebraic degrees of the output bits when expressed as a function of LFSR-bits,
are large in general, and varying in time. This will defeat algebraic attacks.

6.3 Time/Memory/Data Tradeoff Attack

The cost of time/memory/data tradeoff attacks on stream ciphers is O(2"/?),
where n is the number of inner states of the stream cipher, [3]. To obey the mar-
gins set by this attack, n = 160 has been chosen. It is known that stream ciphers
with low sampling resistance have tradeoff attacks with fewer table lookups and
a wider choice of parameters, [3]. The sampling resistance of h(z) is reasonable:
This function does not become linear in the remaining variables by fixing less
than 3 of its 5 variables. Similarly, the variables occuring in monomials of g(z)
are sufficiently disjoint. Hence the resulting sampling resistance is large, and
thus time/memory/data tradeoff attacks are expected to have complexity not
lower than O(280).

6.4 Chosen-IV Attack

A necessary condition for defeating differential-like or statistical chosen-IV at-
tacks is that the initial states for any two chosen IV’s (or sets of IV’s) are
algebraically and statistically unrelated. The number of cycles in key initial-
ization has been chosen so that the Hamming weight of the differences in the
full initial 160-bit state for two IV’s after initialization is close to random. This
should prevent chosen-IV attacks.

It may be tempting to improve the efficiency of the key initialization by
just decreasing the number of initial clockings. Indeed, after only 80 clocks,
all bits in the state will depend on both the key and the IV. However, in a
chosen-1V attack it is possible to reinitialize the cipher with the same key but
with an IV that differs in only one position from the previous IV. Consider the
case when the number of initial clockings is 80 and the last bit of the IV is
flipped i.e., sg3 is flipped. This is the event that occurs if the IV is chosen as
a sequence number. Looking at the difference of the states after initialization
it is clear that several positions will be predictable. The bit sg3 is not used
in the feedback or in the filter function, hence, the first register update will
be the same in both cases. Consequently, the bit sy will be the same in both
initializations. In the next update, the flipped bit will be in position sgz. This
position is used in the linear feedback of the LFSR, and consequently the bit s;
will always be different for the two initializations. Similar arguments can be used
to show that the difference in the state will be deterministic in more than half
of the 160 state bits. This deterministic difference in the state can be exploited



in a distinguishing attack. Let x = x¢, 21, 22,3, x4 be the input variables to
h(z) after the first initialization and let =, = xg,x1,x2,x3, 24 be the input
variables to h(x) after the second initialization. Now, compute the distribution
of P(z,z »). If this distribution is biased, it is likely that the distribution of the
difference in the first output bit,

P(h(z) @ h(z,)),
is biased. Assume that
P(h() @ hlza) = 0) = 1/2+ ¢,

then the number of initializations we need will be in the order of 1/¢2. This attack
can be optimized by calculating which output bit will give the highest bias since
it is not necessarily the bits in the registers corresponding to the input bits
of h(x) that have deterministic difference after the initializations. This attack
shows that it is preferred that the probability that any state bit is the same after
initialization with two different IVs should be close to 0.5. As with the case of
80 initialization clocks, it is easy to show that after 96, 112 and 128 there are
also state bits that will always be the same or that will always differ.

6.5 Fault Attack

Amongst the strongest attacks conceivable on any cipher, are fault attacks. Fault
attacks against stream ciphers have been initiated in [7], and have shown to be
efficient against many known constructions of stream ciphers. This suggests that
it is hard to completely defeat fault attacks on stream ciphers. In the scenario
in [7] it is assumed that the attacker can apply some bit flipping faults to one
of the two feedback registers at his will. However he has only partial control
over their number, location, and exact timing, and similarly on what concerns
his knowledge. A stronger assumption one can make, is that he is able to flip a
single bit (at a time instance, and thus at a location, he does not know exactly).
In addition, he can reset the device to its original state and then apply another
randomly chosen fault to the device. We adapt the methods in [7] to the present
cipher. Thereby, we make the strongest possible assumption (which may not be
realistic) that an attacker can induce a single bit fault in the LFSR, and that he
is somehow able to determine the exact position of the fault. The aim is to study
input-output properties for h(x), and to derive information on the 5 inputs, out
of known input-output pairs (similar as for S-boxes in differential cryptanalysis
of DES). As long as the difference induced by the fault in the LFSR does not
propagate to position b; g3, the difference observed in the output of the cipher is
coming from inputs of h(x) from the LFSR alone. If an attacker is able to reset
the device and to induce a single bit fault many times and at different positions
that he can correctly guess from the output difference, we cannot preclude that
he will get information about a subset of the state bits in the LFSR. Such
an attack seems more difficult under the (more realistic) assumption that the
fault induced affects several state bits at (partially) unknown positions, since



in this case it is more difficult to determine the induced difference from output
differences.

Likewise, one can consider faults induced in the NFSR alone. These faults do
not influence the contents of the LFSR. However, faults in the NFSR propop-
agate nonlinearly and their evolution will be harder to predict. Thus, a fault
attack on the NFSR seems more difficult.

7 Conclusion

A new stream cipher, Grain, has been introduced. It is designed with small hard-
ware implementation in mind. A complete description of the algorithm as well
as a security analysis based on known attacks have been given. The construction
is based on two shift registers, one with linear feedback and one with nonlinear
feedback, and a nonlinear filter function. The key size is 80 bits and no attack
with complexity better than exhaustive key search has been identified.

Grain is a bit oriented stream cipher producing 1 bit/clock in its simplest
implementation. However, as an important feature, it is very easy to increase
the rate up to 16 bits/clock if some additional hardware is used.
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A Hardware Figures
In Table 3 we summarize hardware figures when the implementation was simu-

lated on three different FPGAs. A fair comparison between different implemen-
tations and different ciphers requires that the same FPGA family is targeted.

Table 3. Hardware related figures for Grain.

Supplier ALTERA ALTERA ALTERA
FPGA/CPLD MAX 3000A MAX II Cyclone
Type EPM3256ATC144-7 | EPM570T100C3 | EP1C3T100C6
Total LABs [LE] [256] 57 291
Gate Count 1435 1435 1435
Max. Clock 49.2 MHz 200 MHz 282 MHz

=1 %LAB [LE] usage [68%] 38% 8%
Power drain 700 mW 365 mW 835 mW
Throughput 49 Mbit/s 200 Mbit/s 282 Mbit/s
Efficiency 70 Mbit/Joule | 0.55 Gbit/Joule | 0.38 Gbit/Joule
Gate Count 1607 1607 1607
Max. Clock 49.2 MHz 211 MHz 288 MHz

t—2 %LAB [LE] usage [75%] 42% 10%
Power drain 750 mW 395 mW 855 mW
Throughput 98.4 Mbit/s 422 Mbit/s 576 Mbit/s
Efficiency 131 Mbit/Joule | 1.07 Gbit/Joule | 0.67 Gbit/Joule
Gate Count 1950 1950 1950
Max. Clock 49 MHz 158 MHz 218 MHz

t—a %LAB [LE] usage [89%] 49% 12%
~ 7 |Power drain 835 mW 330 mW 660 mW
Throughput 196 Mbit/s 632 Mbit/s 872 Mbit/s
Efficiency 235 Mbit/Joule | 1.95 Gbit/Joule | 1.32 Gbit/Joule
Gate Count 2636 2636 2636
Max. Clock 30 MHz 148 MHz 217 MHz

t—g | PLAB [LE] usage [98%] 61% 11%
~ " |Power drain 775 mW 350 mW 665 mW
Throughput 240 Mbit/s 1184 Mbit/s 1736 Mbit/s
Efficiency 310 Mbit/Joule | 3.38 Gbit/Joule | 2.6 Gbit/Joule
Gate Count 4008 4008
Max. Clock 133 MHz 196 MHz
t—16 %LAB [LE] usage 85% 19%
Power drain 420 mW 625 mW
Throughput 2128 Mbit/s 3136 Mbit/s
Efficiency 5.06 Gbit/Joule | 5.18 Gbit/Joule
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Abstract. In this paper we present effective small scale formulations
of the Secure Hash Standard; we focus on the SHA-2 family of algo-
rithms, introducing new compact instances baptized SHA-16, SHA-32,
and SHA-64. These may be useful for computing hashes and Message
Authentication Codes (MACs) on small platforms where only 8-bit pro-
cessors are available, such as in the case of Radio Frequency Identifi-
cation (RFID) devices and embedded systems. To prove the soundness
of our scaling approach, we analyze the cryptographic properties of the
proposed constructions in terms of adherence to the Strict Avalanche
Criterion (SAC) and of robustness to birthday attacks, by also compar-
ing the results with the expected values from random functions. As an
additional contribution, we complete the theoretical results for the bal-
ance property of random functions, thereby also calculating the expected
robustness of the original SHA-2 family versus birthday attacks.
Keywords: hash functions, balance, SAC, small scale, RFID.

1 Introduction

The ever-growing availability of mobile and embedded devices poses new chal-
lenges with regards to performance, quality of service and, most of all, security
and privacy. Research on ad-hoc networks and especially sensor networks has
increased significantly in the last few years, proposing interesting solutions but
also introducing new questions. The reader is referred to [1] for a good survey
on the topic.

There is a clear need for strong authentication primitives to be introduced
in sensor and RFID devices. In fact, the former may be used in large quanti-
ties to monitor environmental changes, or dangerous events such as landslides,
tsunamis, and earthquakes; in this case an adversarial forgery of messages can
lead to false alarms, which eventually may decrease the level of trust in these
services and may constitute an indirect, but effective, terroristic act. RFID tags
can be conveniently used to monitor goods or can be embedded into personal
documents (e.g. passports) to strengthen authentication procedures; it is clear
that in this context strong authentication means increased difficulty in forging
false documents or in counterfeiting goods.



The flow of information to and from these embedded devices can be secured
with known techniques, such as by introducing MACs. These can be built start-
ing from available primitives like block ciphers, e.g. with the CBC-MAC [2], or
cryptographic hash functions, e.g. with the HMAC [3] or the UMAC [4] construc-
tions. There are several related proposals for lightweight security layers, among
those is TinySec [5]. The designers of TinySec correctly point out [6] that MACs
are necessary, and that small sized ones are probably sufficient in the foreseen
use-cases, as they make up for a good compromise between security and other
desirable properties (e.g. battery duration, latency overhead).

While the panorama of block ciphers is relatively quiet, with the Advanced
Encryption Standard (AES) [7] being an efficient and secure solution, the hash
functions world has been recently shaken by the publishing of successful attacks
against the MD5 [8] and SHA-1 [9] algorithms. It seems today that the SHA-
2 family [10] is an appealing replacement, as it benefits from a strengthened
structure with regards to SHA-1. It is also probable that the research community
will introduce new, open and secure hash functions in the near future.

The SHA-2 family of algorithms was designed specifically for 32-bit and 64-bit
processors, and the hash lengths are 256, 384 or 512 bits. These algorithms are
too cumbersome to manage on 8-bit embedded platforms. It is always possible
to compute a 256-bit MAC and truncate it to the desired length, but this is not
an efficient approach.

We show that a small scale design approach can be adopted and conveniently
applied to the SHA-2 algorithm; small scale versions of cryptographic algorithms
can be useful to test the quality of the design methodologies and also, in our case,
to define and validate reasonably-sized hash functions that can be conveniently
used in RFID and sensor platforms. A similar approach was used in [11] to test
the expected robustness of the AES versus algebraic attacks.

In Section 2, we present our small scale SHA variants, discussing the parts
of the original algorithm that scale quite easily and the parts that instead need
to be customized; since no details are known about the original design strategy,
we make, and explain why we think this is the case, the assumption that the
robustness properties are inherited from the older siblings in the family. We
examine the possible solutions to the scaling problem, giving guidelines that
may also shed some light on the original design rationale (not published by
NIST). These small scale variants are named SHA-X, where X is the bit size of
the final hash, following the notation used in the original specification.

In Section 3, we tackle the problem of how to validate the robustness of the
proposed constructions; we also improve on the current results for the balance
metric [12], deriving a simple formula that can be used to estimate the average
and minimum expected balance values for an arbitrarily-sized random function.
As a side result, we prove that for functions with the input/output size of SHA-
256 the difference between random and regular functions vanishes, and quantify
the minimum expected effort to produce collisions for the SHA-256 function.

In Section 4, we present the results of our experiments, which validate the
quality of our design approach. Section 5 concludes the paper.



2 Small Scale Formulations

The concept of small scale variants of cryptographic algorithms is not new. They
have been used on block ciphers as learning tools to understand the functioning
of such algorithms, and as tools in the evaluation of techniques which could be
used to break them [11]. To our knowledge, no small scale variants of hashing
constructs have been built for this purpose.

2.1 The Scaling Strategy

The first useful observation that can be made about SHA-256 is that it seems
to scale up quite easily, as NIST has also presented SHA-512, an adaptation of
SHA-256 which produces a 512-bit hash [10]. The two algorithms are virtually
identical, with the exception that SHA-256 uses 32-bit operands, while SHA-
512 uses 64-bit operands. However, it is important to note that the choice of
the so-called sigma functions is different, and that NIST has not provided any
explanation as to their choices in the design of either of these algorithms.

It is clear that the algorithm can also be scaled down, as the primitive opera-
tions it bases its security on can also scale easily. Hence, by simply reducing the
size of the registers used in the function, most of the algorithm will scale along,
as modulo addition, and the choice and majority bitwise non-linear functions
can be defined over any operand size. Our small scale variants of SHA-256 can
keep the exact same structure with smaller register sizes, as long as we change
the sigma functions to reflect the new operand sizes. Also, the constants that
are used in the main loop and the initial values of the chaining variable can be
adapted by simply truncating the originally specified values to the desired bit
sizes.

For very small register sizes, the number of unique operations which can be
combined to form the sigma functions is quite limited. In this case, we can simply
explore the full design space in order to find the optimal combination of these
functions and set these as the sigma functions of our small scale variant. However,
as the word size increases, such an approach becomes infeasible. We now turn
our attention to the known properties of the sigma functions of SHA-256 and
SHA-512, in an effort to minimize this design space exploration.

The constants chosen for the sigma functions in SHA-256 and SHA-512 make
each sigma function invertible. Hence, we can first choose our constants in such
a way that the resulting function is invertible. Small scale variants of SHA-256
have relatively small operand sizes, and thus, such functions can easily be tested
with a brute force approach. It is important to note that there exist more formal
methods of testing for invertibility.

It has been reported that the choice of the constants in the sigma functions
results in a faster convergence of the hash function towards the strict avalanche
criterion [13]. To our knowledge, there exists no formal methodology to obtain
a shape for these functions which can guarantee the speedup of this process.
However, the adherence of a hash function to the strict avalanche criterion can
easily be measured. We can compare the adherence of a potential small scale



variant to the SAC, with that of a subset of the bits of the output of SHA-256. We
can also compare this result with the expected value of a purely random function,
obtained by using simple discrete mathematics, as can be seen in Section 3.

It is interesting to note that individual subsections of SHA-256 behave in a
very similar way in the SAC test to the results expected from a random function.
We can thus say that SHA-256 behaves in a pseudo-random manner from this
point of view. A second interesting observation that can be made is that by
replacing the sigma functions in the full version of SHA-256 with an identity
operation, its new outputs begin to diverge from that of a true random function
in the SAC test.

Hence, it is clear that close adherence of a potential small scale variant of
SHA-256 to the expected results of a random function is a very desirable prop-
erty. It will be shown that small scale variants also exhibit a divergence from the
random case when their sigma functions are replaced by identity operations.

The sigma functions in SHA-256 and in SHA-512 also have some particular
properties with respect to their number of fixed points. In the case of SHA-256,
oo and o7 each have two fixed points, while Xy has two fixed points and X'; has
eight. In the case of SHA-512, oy and oy have a unique fixed point corresponding
to the null input, while Xy and ¥ have two.

2.2 Choice of Parameters

The small scale variants obtained by following the few design tips available in
Section 2.1 are denoted as SHA-X, where X is the number of output bits of the
hash function, and must be a multiple of 8, as we are primarily decreasing the
word length of the operands in the original algorithm. For practical purposes,
we will limit ourselves to 3 different word sizes (2, 4, and 8), which will yield
small scale variants named SHA-16, SHA-32 and SHA-64. The sigma parameters
selected for each of these variants are shown in Table 1, where SHp (RTY)
denotes right shift (rotate) by X bit positions.

Table 1. Sigma functions of selected small scale variants

Sig. |SHA-16 SHA-32 SHA-64

Yo(x){z2, 21 ® 22} RT3 (z) ® SHy(x) ® SHy(z)|RTx(x) ® RT3 (z) ® RTx(x)
Si(z){z1, 21 ® 22}z © RTE(x) ® SHE (x) RTZ(x) ® RT3 (x) ® RTS ()
oo(w) {1 ® 72,22} |z © RTh(z) ® SHy(z)  |RTh(v) © RTj(x) © SHA(2)
o1(x) |{z1 ® z2,71}|r © RTH(z) © RT3 (x) RT%(x) ® RTE(x) ® SHE(2)

The design options for the sigma functions in the case of SHA-16 are quite
limited, as the small word size restricts the number of functions which can be
considered. Furthermore, it is important to note that the sigma functions of SHA-
16 exhibit symmetric behaviour, which could potentially decrease the overall
strength of the construction. The small size of the output would make such



a construction highly ineffective for most cryptographic applications, and this
formulation is therefore considered to be a purely academic exercise.

However, the number of possible sigma function choices increases drastically
as we move to larger word sizes. It is thus possible to attempt to mimic the
behaviour of the original sigma functions in the small scale versions with larger
operand sizes. The sigma function choices for SHA-32 and SHA-64 reflect this
approach.

2.3 A Note About SHA-64

SHA-64 is probably the most interesting construction from a practical point
of view; a calculation of a 64-bit hash can be computed very efficiently on 8-bit
microcontrollers, such as the widely used ATMEL devices, with an effort roughly
1/4 of that required to run a full SHA-256 computation.

Even if a 64-bit hash does not protect from collision attacks, in some appli-
cations the real objective is the calculation of a relatively short MAC. A possible
method to obtain a secure 64-bit MAC is as follows. First, a 128-bit key & is cho-
sen (possibly the result of a key distribution undertaken previously); the length
of the key is chosen in order to rule out the risk of exhaustive searches onto
the key-space. The key is used to replace the initial constants in the SHA-64
algorithm, following the NMAC construction [3]:

MACg4 = SHA‘64kl (SHA—64kh (m)) (1)

where m is the message and k = (kp||ki).

To obtain a fully usable specification, there are some padding issues to be
solved with regards to SHA-64. We propose to use the same padding strategy
used for the full SHA-256, the only difference being that the last 4 message bytes
are reserved for the message length. This allows for messages of length up to 232
bits to be hashed, corresponding to a maximum length of 512 Mbytes. Consid-
ering the typical usage on embedded platforms, this should be high enough.

In some applications, e.g. sensor devices, the limit may be safely decreased,
by reserving less space for padding (2 bytes allowing the computation of MACs
on messages with length up to 8 Kbytes). It is important to note that such
customizations always preserve the relative security of the full construction, the
parameters being only scaled down to the desired amount.

3 Benchmarking Techniques

Even if there are good reasons to believe that the cryptographic robustness
is inherited from the original algorithms, we need to test the cryptographic
properties of the proposed small-scale variants of SHA-256. This will confirm
our assumptions and possibly shed some light on the role that the different
components play in the global construction.

We will not investigate the robustness to differential [14] and linear [15] crypt-
analysis techniques. The first reason is that, due to space and time constraints,



we prefer to focus on basic properties, such as the adherence to the SAC, and
the collision resistance. A second reason is that, since the structure of the origi-
nal algorithm is essentially preserved, attacks of this kind that prove successful
on small-scale variants are probably also applicable, with some scaling effort, to
SHA-256, and vice versa. These results would exceed the goals of this paper.

3.1 Adherence to SAC

The Strict Avalanche Criterion is a basic, but important tool that can be used to
test the quality of cryptographic constructions. The approach is to collect statis-
tics for the number of bit-flips in the hash values, when single bits are flipped in
the input messages. The results are then compared with what is expected if the
function is randomly picked from the set of all functions with the same domain
and range sizes; if the gain of the adversary in distinguishing the two cases is
small, i.e. if the data series are in good agreement, we can say that the hash
function behaves like a good pseudo-random function (PRF), at least with re-
gard to the SAC. This is only a necessary robustness condition for cryptographic
functions.

For a randomly-picked function f :{0,1}™ = {0,1}", and a set of pair-wise
distinct input values Ds = {d;,1 < i < 2%}, considering the corresponding set of
output values Rs = {r;,1 <14 < 2%} we have that:

27 "n/!

Problw(r; ® riy1) = k] = m (2)

where w(z) denotes the Hamming weight of . This is the expected distribution
because for the process we assume that every single output bit has exactly a 50%
probability of being flipped; the expected number of bit flips is §. The validity
of (2) extends to the case when

D, = {d; : w(d; ® diy1) = 1} (3)

thereby offering a comparison ground for the SAC adherence of real functions.

3.2 The Balance Metric

The balance property is, roughly speaking, an estimate of the regularity of a
vectorial Boolean function f; it is a real number lying in the (0,1) interval,
equal to 1 if all pre-image classes of f have the same cardinality, and equal to
0 if f is a constant function. The exact formulation is given in [12], along with
the proof that the complexity of birthday attacks on a given hash function is
directly linked to its balance value.

It is still an open problem to derive an expected range of balance values for
random functions with domain and range sizes comparable to those of SHA-256.
In the following, we will obtain a simple expression for the latter, which can be
used to test our small-scale variants and also to calculate the collision resistance
of functions like the full SHA-256.



A first thing to clear out is that, in general, there is no link between the
balance value of a function and its randomness, since it is easy to see that there
exist highly balanced functions that are not at all random, and any random
function has a finite probability of having any balance value between 0 and 1.
Thus the two properties seem to be orthogonal, at least in general.

However, we are justified to say that a function randomly picked from the set
of all functions with domain size |D| = 2™ and range size |R| = 2" is expected
to have a definite balance value. This is nothing but the expected value (mean)
of the distribution of balance values for all functions in the set. If the variance of
this distribution is very small, the claim has a strong basis, and if we have good
reasons to believe that a function is behaving randomly, then we can say that
its balance is likely to be very near to the mean value of the balance for the set
of functions with the same domain and range size.

If f is randomly chosen, we can model its behaviour with the following pro-
cess. There is a basket which contains 2" balls, each one indexed by a unique
number (for instance in the range 0...2" — 1). The index of each ball corre-
sponds to the output of f. We randomly pick one ball from the basket, we read
the index and we increment a corresponding counter; the ball is then put back
into the basket. We repeat the extraction 2™ times and in the end we calculate
the expected balance from the values of all the counters.

The problem can be reduced to calculating the expected values of the coun-
ters. In the above experiment, the chance that a ball with a given index is
extracted k times is Py; also, z = m —n > 0 and we may assume that m,n > 8.

n= (D)) (%) z

- k!(;nmi k)‘z%(%z: 1)zm (2"2; 1)46 -
k=1 /om _ - n 1
e et () ) -

~Traw() =G @) ®)

As expected, the distribution approaches a Poisson distribution [16], and
thus the probabilities depend only on the difference between m and n. The
above distribution of probability is true for each counter value. From this, one
can calculate the balance with the usual formula, taking into account that the
mean value and the variance of distribution (5) are:

pp = B[P] = 27 (6)
oy = E[(Py — pp)?] = 27 (7)

We can write the balance formula considering that every counter value ¢; will be
distributed according to (6) and (7), and indicating the distance of each counter



value from the mean value with d;:
22711,
B = 10g2n (f) =
25:1 c
22m
= 10g2n ("—> =
iy (p + di)?

22m
:mn( - ) ®)
AT (12 + dF + 2u,d;)

In any realization of the above process, one has to remember that the values of
the counters are not independent, since it must hold that Zle ¢; = 2™. This
implies that the third term in the sum of (8) can be ignored, since:

2™ 2"
Z 2ppd; = Z 2pp(ci — pp) =
i=1 i=1
=2pp »_2"c; — 22" =
i=1
— 99m-—nogm __ 22n22m72n =0 (9)

Moreover, if we want to get an expected value of the balance, we can use the
expected value of d? which is exactly 012) (this is very easy to see). Elaborating
on (8) we obtain:

22m ( )
Begp = logyn (—> = 10
AT (12 + 02)

22m
= 10g2n <72n(22z T 22’)) =

22m
= 10g2n (722’”1_" T 2m)) =
1 1
= —logyn (2—m + 2—n) (11)

which is an elegant and simple formulation of the expected balance of a random
function with the given domain and range sizes.

For interesting values of m, n the value of B, will be very near to 1, which is
always an upper bound on the balance value and is reached by regular functions.
What is an acceptable tight lower bound for B for a random function? We can
easily answer starting from (10) and using the Chebyshev inequality. For each
counter value, we know that:

g

z\:|'u %)

—~
—
N

~—

Prob[(u, —¢;)* > ¢%] <
Prob[d? > 2°71] < 1 (13)
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The probability that all the d? are greater or equal than 2**! is thus negligi-
ble, although this may happen and there is no contradiction with the fact that
Z?:l C; = 2™,

1
Prob[Vi,d; = 2°1'] = 5 (14)

When this happens, the value of the balance is equal to:

B 92m B 2 1
Brin = logya (22 4 2et1) = —logyn | g + 5m (15)

We now have a definite range for the balance of a random function; in our
experiments the balance should be near to Be;, and should never fall below
Bmin-

Using a program such as Mathematica, it is possible to tabulate the expected
and minimum balance values for all interesting input and output sizes. Compar-
ing the results from this paper with the ones from the experiments in [12] we
always have a very good agreement, an indication that the few approximations
we have made are reasonable.

The above formulas can be used to estimate the expected resistance to birth-
day attacks of a random function with the domain and range size of SHA-256.
The minimum balance value can be calculated and the minimum collision-finding
effort Cpyin can be obtained using the formula in [12]. If SHA-256 has good ran-
dom properties the probability that less than 2 to the power of:

127. 9999999999999999999999999999999999999999999999999 . . .
---999999999999999999999999999875406424532840401821

trials are needed to obtain a collision is negligible.
We can clearly say that for such domain and range sizes, the difference (with
regard to birthday attacks) between regular and random functions vanishes.

4 Experimental Results

Two experiments were conducted on the resulting small scale formulations, in
order to ensure that they behaved similarly to the full SHA-256. The first ex-
periment was testing the adherence of each small scale version to the strict
avalanche criterion, which is a common way to evaluate the fitness of a secure
hash construct. The second was to obtain a measure of the balance of the new
constructs.

4.1 Strict Avalanche Criterion

The adherence of the three small scale formulations to the strict avalanche crite-
rion is shown in Figure 1; with SHA-256-X we denote the function obtained by
taking the X most significant bits of the output of SHA-256. One can see that all



three formulations behave identically to their parent. However, it is important
to note that there is a noticeable difference in the behaviour of the formulations
with that of their parent (and the random case) when the sigma functions are
replaced by identity transformations (NS stands for no sigma).

SAC adherence of SHA-16 SAC adherence of SHA-32
0.2 T T 0.18 T
SHAF{andom SHAF{andom
-256-16 -------—- 1 \-256-32 -
018 SHA-16 016 - SHA32 %
016 SHA-16NS =r-eeevee
SHA-256-16NS ——— 0.14

Probability
°
Probability

10 15 20 25 30
No. of bit flips No. of bit flips

(a) (b)

SAC adherence of SHA-64

Random
SHA-256-64 -

0.1 |

0.08 -

0.06 -

Probability

0.04 -

10 20 30 40 50 60
No. of bit flips

(c)
Fig. 1. SAC adherence of SHA-16, SHA-32 and SHA-64

Thus, we can see that careful selection of the sigma functions in each small
scale variant is critical. It must be noted that there are many possible design
choices resulting in constructions which behave well with respect to this cri-
terion. Since NIST has not made their selection criteria publicly available, and
adherence to the SAC alone is not enough to confirm the fitness of the introduced
variants, we should consider further fitness tests.

4.2 Balance

The balance of the small scale formulations of SHA-256 was also measured us-
ing the method described earlier. The results of this experiment in the case of
SHA-16 can be seen in Figure 2. It is interesting to note that also from the
balance point of view, SHA-16 behaves exactly like a random function. Further-
more, the version of SHA-16 where all sigma functions are the simple identity



operation does not behave randomly. It is clear that any hashing construction
which does not meet the minimum bound on balance is not a suitable candidate.
The balance of each 16-bit subset of SHA-32 and SHA-64 has also been obtained

Balance

L Random Exp.
Random Min, -------—
HA-1

. . . _ SHABNS oo
16 17 18 10 ™ - .
No. of inputs considered (log base 2)

Fig. 2. Balance of SHA-16

experimentally. The size of the segments considered was chosen due to the ex-
tensive storage space and execution time required to test larger 8-bit increments
thoroughly. These results are shown in Table 2.

Table 2. Balance of 16-bit portions of small scale SHA-256 formulations

Inp.||S-16 S-320..15|S-3216..31 || S-640..15|S-6416..31|S-6432._47|5-6443 63
216 110.937288](0.937455 [0.937589 [/0.937324 [0.937457 [0.937544 [0.937816
217 110.963500(|0.963503 [0.963366 |/0.963071 |0.963195 [0.963497 |0.963363
2'® 110.979860|/0.979892 [0.979911 {|0.979846 |0.979667 [0.979784 [0.980001
219 110.989392(|0.989422 |0.989307 {|0.989413 [0.989381 [0.989332 |0.989437
220 110.994510|(0.994542 [0.994503 |/0.994516 |0.994498 (0.994543 [0.994547
22 110.997213(0.997236 [0.997208 {/0.997223|0.997232 [0.997221 [0.997221
222 110.998599(|0.998607 |0.998592 {/0.998607 |0.998606 [0.998593 |0.998600

One can see that all 16-bit subsets of SHA-32 and SHA-64 behave in a very
similar manner to SHA-16, which was previously shown to behave like a random
function with respect to this test. Hence, we now have small scale formulations
which behave identically to SHA-256 under two different tests. Further assess-
ments on the quality of these constructions are beyond the scope of this paper.
However, one can see from the results of these experiments that it is possible to
obtain seemingly well-behaved small scale versions of SHA-256 by using a careful
design methodology.

It is also important to note that all experiments were performed on the full
64 rounds of SHA-256. Considering the impact of round reduction on the small
scale variants compared to the full SHA-256 would also be interesting.



5 Conclusions and Future Work

In this paper, we have presented scaled versions of the Secure Hash Algorithm
that can be used to implement security features on embedded devices; the most
appealing variant, named SHA-64, can be used to efficiently calculate MACs on
8-bit microcontrollers.

We have studied the security of the proposed constructions by considering
the adherence to the SAC and the balance metrics, also improving on the known
results regarding the latter. In particular we calculate the expected minimum
effort needed to find collisions for the full SHA-256 hash function.

Further work includes publishing a full specification and reference code of
the small scale variants, analysing the effect of reducing the number of rounds
and assessing the quality of the scaling method using different randomness tests.
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Abstract. Most present symmetric encryption algorithms result from a
tradeoff between implementation cost and resulting performances. In ad-
dition, they generally aim to be implemented efficiently on a large variety
of platforms. In this paper, we take an opposite approach and consider a
context where we have very limited processing resources and throughput
requirements. For this purpose, we propose low-cost encryption routines
(i-e. with small code size and memory) targeted for processors with a
limited instruction set (i.e. AND, OR, XOR gates, word rotation and mod-
ular addition). The proposed design is parametric in the text, key and
processor size, provably secure against linear/differential cryptanalysis,
allows efficient combination of encryption/decryption and “on-the-fly”
key derivation. Target applications for such routines include any context
requiring low-cost encryption and/or authentication.

1 Introduction

Resource constrained encryption does not have a long history in symmetric cryp-
tography. Noticeable examples of such ciphers are the Tiny Encryption Algo-
rithm TEA [32] or Yuval’s proposal [33]. However, both of them are relatively old
and do not provide provable security against attacks such as linear and differen-
tial cryptanalysis. Present block ciphers, like the Advanced Encryption Standard
Rijndael [17, 18] rather focus on finding a good tradeoff between cost, security
and performances. While this approach is generally the most convenient, there
exist contexts where more specialized ciphers are useful. As a motivating exam-
ple, ICEBERG [30] is targeted for hardware implementations and shows significant
efficiency improvements on these platforms compared to other algorithms.

Embedded applications such as building infrastructures present a significant op-
portunity and challenge for such new cryptosystems. Introducing programma-
bility into the configuration of lights and switches, thermostats and air handlers,
promises to improve the cost of construction, flexibility in occupancy, and energy



efficiency of buildings. But meeting this demand on a scale compatible with the
economics of the trillion-dollar construction industry is going to require secure
lightweight implementations of peer-to-peer networks in resource-constrained
systems. The Internet-0 approach to end-to-end modulation for interdevice in-
ternetworking is typically appropriate in this limit [20]. SEA,, ; constitutes a
suitable solution for low-cost encryption/authentication within such networks.
RFID’s or any power/space-limited applications are similarly targeted.

In this paper, we consequently consider a general context where we have very
limited processing resources (e.g. a small processor) and throughput require-
ments. It yields design criteria such as: low memory requirements, small code
size, limited instruction set. In addition, we propose the flexibility as another
unusual design principle. SEA,, ;, is parametric in the text, key and processor
size. Such an approach was motivated by the fact that many algorithms behave
differently on different platforms (e.g. 8-bit or 32-bit processors). In opposition,
SEA,,» allows to obtain a small encryption routine targeted to any given pro-
cessor, the security of the cipher being adapted in function of its key size.

Beyond these general guidelines, alternative features were wanted, including the
efficient combination of encryption and decryption or the ability to derive keys
“on the fly”. Both of them result in an improved efficiency and are particularly
relevant in contexts where the same constrained device has to perform encryption
and decryption operations (e.g. authentication). As a final bonus, the simplicity
of SEA,, , makes its implementation in assembly code straightforward.

2 Specifications

2.1 Parameters and definitions

SEA,,, operates on various text, key and word sizes. It is based on a Feistel
structure with a variable number of rounds, and is defined with respect to the
following parameters:

— n: plaintext size, key size.

b: processor (or word) size.

— np = 5 number of words per Feistel branch.
— n,: number of block cipher rounds.

As only constraint, it is required that n is a multiple of 6b. For example, using
an 8-bit processor, we can derive 48, 96, 144, ...-bit block ciphers, respectively
denoted as SEA4878, SEA9678, SEA14478,

Let x be a 5-bit vector. In the following, we will consider two representations:

— Bit representation: , = 2(§ — 1) (5 —2) ..., z(2) z(1) 2(0).
— Word representation: zw = Tn,—1 Tpn,—2 -.. T2 T1 To-



2.2 Basic operations

Due to its simplicity constraints, SEA,, j is based on a limited number of elemen-
tary operations (selected for their availability in any processing device) denoted
as follows: (1) bitwise XOR @, (2) substitution box S, (3) word (left) rotation
R and inverse word rotation R~!, (4) bit rotation r, (5) addition mod 2° M.
These operations are formally defined as follows:

1. Bitwise XOR @®: The bitwise XOR is defined on %—bit vectors:

@:ZEXZ§—>Z§:x,y—>z:x®y < z(@)=z(@)dy@E), 0<i<——1

|3

2. Substitution box S: SEA, ; uses the following 3-bit substitution table:
St :={0,5,6,7,4,3,1,2},

in C-like notation. For efficiency purposes, it is applied bitwise to any set of three
words of data using the following recursive definition:

Sl — Loy :x—x=28(z) &
x3; = (342 A T3i41) D T34,
T3i+1 = (T3i42 A T37) D T3i41,

T3it2 = (T3 V T3i41) © T3i42, 0<i< % -1,

where A and V respectively represent the bitwise AND and OR.

3. Word rotation R: The word rotation is defined on ny-word vectors:
R:Zy —Zy:x—y=R@) & yiy1=z; 0<i<n,—2
yO = xnbfl
4. Bit rotation r: The bit rotation is defined on n,-word vectors:
7Ly — Ly cx —y=1(r) S Y3 = a3 3> 1,
Y3i+1 = T3i+1,
Ysive = T2 <K 1, 0<i< 5 —1,

where 3> and <K represent the cyclic right and left shifts inside a word.

5. Addition mod2® B: The mod 2% addition is defined on ny-word vectors:

B:7Zy x Loy — Lot w,y —»z=acBy & z=2;By;, 0<i<n—1
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Fig. 1. Encrypt/decrypt round and key round.

2.3 The round and key round

Based on the previous definitions, the encrypt round Ffg, decrypt round Fp
and key round Fi are pictured in Figure 1 and defined as the functions F' :
Zgn/z X Zigns2 — 72, ,, such that:

2n/2
[Lit1, Ri+1] = Fe(Li, Ri, K;) & Ry =R(L)@r(S(R,BK;))
Liy1=R;
[Lit1, Ris1]) = Fp(Ls, R, K;) & Ry =RT! (Li @ r(S(R; B Ki)))
Lit1 = Ry
[KLiy1, KRis1] = Fx(KLi, KR;,C;) & KRy = KL; & R(T(S(KRZ- i ci)))
KL;y1 = KR;

2.4 The complete cipher

The cipher iterates an odd number n, of rounds. The following pseudo-C code
encrypts a plaintext P under a key K and produces a ciphertext C. P,C and
K have a parametric bit size n. The operations within the cipher are performed
considering parametric b-bit words.

C=SEA, (P, K)

% initialization:
Lo&RO = P;
KL()&KRO = K,

% key scheduling:
for iin 1 to |

[KLZ', KRl] = FK(KLi—h KRi_l, C(Z)),
switch KL\_%J , KR\_%J ;
for iin [%] ton, —1

[KL“ KRl] == FK(KLi_h KRi—h C(T - Z)),

Ny



% encryption:
for i in 1 to [ %]
[Li, Ri) = Fe(Li—1, Ri—1, KR;_1);
for i in [ ]+ 1 to n,
[Li, Ri] = F(Li—1, Ri—1, KL;_1);
% final:
C=R,&L,,;
switch KLnrfl, KRnrfl;

b

where & is the concatenation operator, KRL%T | is taken before the switch and
C(7) is a np-word vector of which all the words have value 0 excepted the LSW
that equals ¢. Decryption is exactly the same, using the decrypt round Fp.

3 Security analysis

3.1 Design properties of the components

Substitution box S: The substitution box was searched exhaustively in order
to meet the following security and efficiency criteria:

A-parameter!: 1/2.

— f-parameter?: 1/4.

— Maximum nonlinear order, namely 2.
— Recursive definition.

— Minimum number of instructions.

Remark that, if 3-operand instructions are available, the recursive definition
allows to perform the substitution box in 2 operations per word of data. As a
comparison, the 3 x 3 bitwise substitution box used in 3-WAY [15] requires 3.
The counterpart of this efficiency is the presence of two fixed points in the table.

Bit and word rotations r and R: The cyclic rotations were defined in order
to provide predictable low-cost diffusion within the cipher, when combined with
the bitslice substitution box. It is illustrated in Figure 2 for a single substitution
box scheme with parameters n = 48, b = 8, n, = 3.

Looking at the figure, it can be seen that SEA,, ; divides its data in % blocks
of 3 words. The substitution box is applied in parallel to these blocks. Therefore,
the diffusion process (starting with one single active bit in the left branch) is
divided into two steps3:

! We define the bias of a linear approximation that holds with probability p as ¢ =
|p — 1/2|. The A-parameter of a substitution box is equal to 2 times the bias of its
best linear approximation.

2 The §-parameter equals the probability of the best differential approximation.

3 For simplicity purposes, we don’t consider the additional diffusion provided by the
carry propagation in the mod 2° key addition in this discussion.
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Fig. 2. Diffusion process: grey boxes represent active bits.

— During an initialization step, the single active bit has to be propagated to
all the words of the cipher (e.g. to our six words in Figure 2).
— During the second step, the diffusion has to be completed within each block.

The first phase is obtained by the combination of the word rotation R (which
is the only transform to provide inter-word diffusion) with the substitution box.
It requires at most n, rounds to be completed (in our example, n, = 3 which
yields 3 rounds). Once every word has at least one active bit, the combination of
r and S yields six more active bits per block in each round. Therefore, finishing
the diffusion of all the blocks requires at most |b/2| rounds. Combining these
observations, the diffusion is complete after nj, + [b/2] rounds.



Addition mod 2% B: Using a mod 2° key addition in place of a bitwise XOR
was motivated by different reasons: (1) improvement of the diffusion process, (2)
improvement of the non-linearity, (3) same cost/speed as the bitwise XOR in
most processors, (4) necessity to avoid structural attacks (see next section).

Overall structure: The overall structure of the cipher follows the Feistel
strategy. However, a few points are specific to SEA,, ,, namely the key schedule
and the position of R, R™! in the encrypt/decrypt rounds.

The key schedule is designed such that the master key is encrypted during half
the rounds and decrypted during the other half. It allows to obtain a particular
structure of the sequence of round keys such that the key expansion is exactly
the same in encryption and decryption. Namely, we have:

KOaK15K27'"aKL%hKL%Jflv"'5K27K1aK0

As a consequence of this structure, the encryption/decryption rounds cannot
keep the traditional Feistel structure: it would result in having identical encryp-
tion and decryption functions. This is the reason of moving the word rotation
to the left branch of the Feistel round.

3.2 Resistance against known attacks

Linear and differential cryptanalysis. From the properties of the substi-
tution box, we can compute bounds for the best linear and differential charac-
teristics through the cipher. We use the following lemma [29]:

Lemma 1. Let f be the bijective nonlinear function of a 3-round Feistel cipher.
Assuming that the linear parameter of f is smaller than A and its differential pa-
rameter is smaller than §, then the linear, differential parameters of the 3-round

cipher A, A are respectively smaller than A2, §2.

For a n-bit block cipher, it is required that A < 27™ in order to have resistance
against differential cryptanalysis [4]. As our nonlinear function S has parameter
§ =272 it is required that:

(272)2"/% < g

Similarly, for resistance against linear cryptanalysis [28], it is required that A <
27%. As our nonlinear function S has parameter A = 271, it yields:

(271" <278

In both cases, the required number of rounds is: n, > 3n/4.



Extensions of linear and differential cryptanalysis. Classical extensions
of linear and differential cryptanalysis are non-linear approximations of outer
rounds [26], bi-linear cryptanalysis [14], differential-linear cryptanalysis [27],
multiple linear cryptanalysis [22, 10], boomerang [31] and rectangle [8] attacks,...
However these extensions usually imply only a small improvement compared to
the basic attacks. As a matter of fact, non-linear approximations of outer rounds
allow to improve the bias of one or two rounds only. Regarding bi-linear crypt-
analysis, we quote the author of [14]: For ciphers similar to DES, based on small
substitution boxes, we claim that bi-linear cryptanalysis is very closely related to
LC, and we do not expect to find a bi-linear attack much faster than by LC. It is
difficult to evaluate the efficiency of multiple linear cryptanalysis, but it seems
more promising for big substitution boxes (as mentioned in [22]). Moreover the
improvement on classical cryptanalysis obtained in [10] for the case of DES
(which shares with SEA,, ;, a Feistel structure and a poor diffusion) is limited.
Finally, the complexity of differential-linear cryptanalysis and of the boomerang
attack and its variants is inherently greater than the one of the basic attacks.
As an example, the boomerang (or rectangle) attack allows us to use two short
differentials instead of a long one, but using a long differential with probability
pq is in general highly preferable to applying a boomerang attack with two short
differentials of probability p and ¢. Therefore although these attacks can perform
slightly better in specific cases, the expected improvement is never outstanding.
The conclusion is that these extensions actually deserve to be considered in the
estimation of the number of rounds necessary to achieve security, but that a
reasonable multiplicative factor should be enough to take them into account.

A dedicated attack against a modified version. For x € Zg‘,ﬁ’, we denote
by x << a the left rotation by a bits of each of the n;, words of z. The non-linear
and diffusion layers have the following properties:

- Srxa)=5)Ka
—rlr<ka)=r) Ka
~ Rlz < a)=R(z) < a

Consider a modified version of our cipher where key addition is performed using
@® rather than modular addition. We denote it by ®-SEA,, ;. As a consequence
of the previous observations, the modified round F, has the following property:

Property 1. Let [L1, Ry] and [L2, R3] be such that

(L1, B1] @ [L2, Ra] = A4
and FE([LD Rl]a K) ® F,E([L% RQ]? K) = AQ?
for a given round key K. Then if we define [L}, Ri] := [L1, R1] < a and
[L3, R3] :=[La, R2] < a, for a given a, we have:
LT, Ri| @ L5, Ryl = A1 « a
and  Fp([L], R}], K) ® Fp([L3, R3], K) = A K a



This property is iterative, in the sense that it also holds for the composition of
several rounds. It is immediate to deduce from it a distinguisher on the modified
cipher, which requires 4 chosen encryption queries.

In SEA,, », the key addition is performed word-wise mod 20 As the property
(A« a)BK = (AHK) <« a is prevented by certain carry propagations, it
only holds with a probability p, depending on the word size b. In the worst case,
b =1 and we have p =1 (i.e. ® and H are equivalent). For larger b’s, we have:

b1 2 3 4 5 6 7 8
p|1]0.625]|0.4375 | 0.3047 | 0.2129 | 0.1489 | 0.1042 | 0.0730

Of course, these value are averaged for all possible keys and certain keys (e.g.
“all zeroes”) yield no carry propagation at all. However, the design properties
of the key schedule prevent SEA,, , from having such weak keys. It avoids this
structural distinguisher to be propagated through more than a few rounds.

Square attacks. We explored square attacks [16] on SEA4gs. More precisely,
we considered all possible sets of inputs to one branch of the Feistel structure,
where the input to some of the substitution boxes is active (i.e. takes all possible
input values the same number of times), and the input to the other substitution
boxes is constant. The other branch is also constant. Therefore the number of
plaintexts considered goes from 23 (when the input to only one substitution
box is active) to 22! (when the input to 7 substitution boxes is active). Our
experiments showed that square attacks do not allow to pass through more
rounds than the diffusion pattern illustrated in Figure 2. It is expected that
it remains the same when different parameters n and b are considered, which
implies that ny + [b/2] rounds are enough to prevent square attacks. Note that
although our observations also hold for @&-SEA,, 1, the use of addition mod b
provides better resistance against square attacks.

Truncated and impossible differentials. As for square attacks, the diffusion
analysis illustrated in Figure 2 provides an estimation of the number of rounds
required to prevent truncated differential attacks [25]. Impossible differentials
[7] are usually built by concatenating two incompatible truncated differentials.
As a consequence, we estimate the number of rounds necessary to prevent the
construction of an impossible differential distinguisher as 2 - (ny + [b/2]).

Interpolation attacks. The interpolation attack [21] is possible when the
whole cipher can be written as a relatively simple algebraic expression. It re-
quires the substitution box to have a compact expression, and the diffusion layer
to permit the composition of these expressions. In the case of SEA,, 3, there is a
priori no such expression, and the bitwise diffusion would make the combination
of algebraic expressions difficult anyway.



Slide attacks. The sequence of round keys of SEA,, ; is the same as the one
of ICEBERG. Therefore the analysis done in [30] is still valid. Namely, the non-
periodicity of the sequence should make slide attacks [11,12] irrelevant. The
particular structure of this sequence also has some similarities with the one of
GOST, of which the vulnerability against slide attacks is examined in [12]. None
of the attacks presented in [12] seems to be applicable to our cipher.

Related-key attacks. The first related-key attack has been described in [5].
It is the related-key counterpart of the slide attack. Such an attack is applicable
when a round key K; is computed from the previous round key K;_; using
a function f which is always the same: K; = f(K;_1). However in the case of
SEA,, », a round constant that changes for each key round is used, which prevents
this attack. Another type of related-key attack is the differential related-key
attack [23,24]. The non-linearity of the SEA,, , key schedule should prevent it.
Moreover, note that the improvement of the differential related-key attack over
classical differential cryptanalysis usually results from the fact that choosing a
given round key difference allows to “counter” the effect of the diffusion layer
on the differential characteristic; a typical example is the attack on 3-WAY [24].
As the security of SEA,, ;, against differential cryptanalysis results from its large
number of rounds rather than from its diffusion, this effect is not relevant here.

Complementation properties. The DES has the following complementation

property: if P K denotes the fact that encryption of P under key K gives

ciphertext C, then: P K, ¢« P £ T. The non-linear key scheduling and
the presence of carry propagations in the actual SEA,, ; algorithm prevents this
property. We are not aware of any other similar structural feature in the design.

Algebraic attacks. Algebraic attacks intend to exploit the simple algebraic
structure of a block cipher. For example, certain block ciphers can be written
as an overdefined system of quadratic equations. Reference [13] argues that a
method called XSL might provide a way to effectively solve this type of equa-
tions and recover the key from a few plaintext-ciphertext pairs.

Clearly, SEA,, ; has a simple algebraic structure, as it is based on a 3-bit sub-
stitution box. Therefore, if such an attack practically applies to a cipher like
Serpent [1], it is likely applicable to one of the versions of our routines. As the
complexity of XSL is supposedly polynomial in the plaintext size and number of
rounds, it is specially true when those values increase. However, as the criteria
for these techniques to be successful are presently speculated [9], we did not
consider them in our design.



3.3 Suggested number of rounds

From the previous descriptions, the minimum required number of rounds to
provide security against known attacks would be 2% + 2. (n, + |b/2]). This
roughly corresponds to the number of rounds to resist linear/differential attacks
plus twice the number of rounds to obtain complete diffusion (to prevent both
structural attacks and outer rounds improvements of statistical attacks). A more
conservative approach (applied in most present block ciphers) would be to take
a large security margin, e.g. by doubling this number of rounds?*. n, has to be
odd: we add one if it is even. We also assume a minimum word size b > 8 bits.

4 Performance analysis

SEA,, 1 is targeted for being implemented on low-cost processors, with little code
size and a small instruction set. However, SEA,, ;’s simple structure makes it
easy to implement on any processor. In appendix, we propose a pseudo-assembly
code of an encryption/decryption design with “on the fly” key scheduling. The
implementation objectives were, in decreasing order of importance: (1) low RAM
and registers usage, (2) low code size and (3) speed. It is based on the following
(very) reduced instruction set (assuming 2-operand instructions only):

— Arithmetic and logic operators: V, A, ®,H, > <.
— Branch instructions: goto, subroutine call and return.
— Comparison, load RAM in register, store register in RAM.

According to the code in appendix, the performances can be roughly estimated as
follows. First, the combined number of RAM words and registers equals 5ny + 3.
Then, the code size and implementation time (both in expressed in ops.) is
evaluated by summing the values given in appendix. For the code size, it di-
rectly yields 31n;, + 36 ops. For the implementation time, the round and key
round respectively require 12n, + 11 ops. and 10n, + 11 ops. It yields a total of
(np —1) x (12np + 11 + 10np + 11 + 7) + (12np + 11) 4 8np + 7. These values
are summarized in Table 1. Remark that, due to the particular structure of the

l [ # ram [ # regs. [ code size (ops.) [ implementation time (ops.) ‘
[SEAwp | 4ny [ nme+3 ]  3Imp+36 [ (ne— 1) x (22n, +29) + 20n, + 18 |

Table 1. Performance evaluation of SEA, ; (encryption + decryption).

key scheduling, we do not need to keep the master key in memory as, at the
end of an encryption/decryption, we have K,, _1 = Kj. Remark also that this
implementation uses a low number of registers, namely n; + 3. However, if more
registers are available, they can be traded for RAM words, which will result in
lower code size and faster implementation.

4 Note that the additional non-linearity provided by the modular addition also provides
a security margin, under-estimated in our predictions.



For illustration purposes, we implemented SEA,, ;, on Atmel AVR ATtiny [3]
and ARM [2] microprocessors. The Atmel ATtiny represents a typical target
for such a low-cost encryption routine. We chose the ARM platform in order to
provide rough comparisons between SEA,, ;, and the AES Rijndael.

Algorithm | E/D Device # ram | # regs. | code | # clock | # cycles X
size | cycles code size
SEAge,s yves | Atmel ATtiny 1 32 386 | 17 745 | 6849.10°
SEA 192,32 yves | ARM (risc-32) 6 12 420 | 27 059 |11 364.10°
Rijndael [19] | no |ARM (risc-32) 16 12 1404 | 2889 4056.10°
SEA 128,32 yes | ARM (risc-32) 6 12 280 | 18 039 | 5050.10°

Table 2. Comparisons: the code size is expressed in bytes. The results of
SEA ;25,32 where obtained by multiplying the code size and number of cycles
of SEA192,32 by 2/3, since 128 is not a multiple of 6.

While direct comparisons are made difficult by their high dependencies on the
target devices, the following general comments can be made:

— SEA,,; designs combine encryption and decryption more efficiently than
most other encryption algorithms. In particular, key agility in decryption is
usually not possible (e.g. for the AES Rijndael).

— The combined number of RAM words and registers of SEA,, ; implementa-
tions (i.e. bnp + 3) is generally lower than for other block ciphers.

— The code size of SEA,, ;, is generally lower than for other block ciphers im-
plemented on similar platforms.

The flexibility of SEA,, ; also makes it less sensitive to the choice of a proces-
sor than fixed-sized algorithms, although it is obvious that large buses improve
efficiency. The drawback of these limited resources is in the number of cycles
required for the encryption (i.e. SEA,, ; trades space for time, which may be rel-
evant due to present processors speeds). Looking at the code size - cycles product,
the efficiency of SEA,, j remains similar to the one of Rijndael (encryption only)
that is well known for its efficient smart cards implementations.

5 Conclusion

SEA,,; is a scalable encryption algorithm targeted for small embedded appli-
cations. The plaintext size n, key size n and processor (or word) size b are pa-
rameters of the design. The structure of SEA,, ; allows provable security against
linear/differential attacks and a fast evaluation of the cipher efficiency on any
RISC machine. The typical performances of SEA,, ; (encryption + decryption)
for present key sizes and processors (e.g. 128-bit key, 1 Mhz 8-bit RISC) are
in the range of an encryption/decryption in a few milliseconds, using a few
hundreds bytes of ROM. One additional advantage of the design is its extreme
simplicity. Based on the pseudo code provided in this paper, it is expected that
the implementation of the cipher in assembly can be done within a few hours.
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end:

Pseudo-assembly code: # ram

% Init

Lo, Ro, KLo, KRg stored in RAM; 4ny
Set i = 1;

Set E/D;

% Subroutines (including return):

1 reg «— S(reg);
1 reg «— r(reg);
sw:

switch KL;, KR;;

Round:
reg <« Ry;
i< /2]

goto a:
reg «— reg H KL;;
goto b:
reg « reg H KR;;

¢ call S;

call r;
if E/D=1;
goto c:
reg «— reg @ L;;
goto d:
reg «— reg @ R(L;);

¢ Liy1 < Ry

if E/D=1;

goto e:
Rit1 — R~ *(reg);
goto f:
Rit1 + reg;
return;

Key round:
reg «— KR;;
if i < [n,/2]

goto g:
temp — n, — i;
reg <« reg H temp;
goto h:

. reg «— reg Bi;
¢ call S

call r;

reg <— R(reg) ® KLj;
KLii1 — KRi;
KRit1 < reg;
return;

% Total:

: call round;

it i # [n,/2]
goto k:
call sw;

if 1 = n,

goto end:
call key round;
i =14+ 1;
goto j:
call sw;
switch L;, R;;

# regs.

ny + 1
np

ny + 1

ny + 1

ny + 1

ny + 1

# ops.

3np+1
ny + 1
Adnp + 1

o

e e S ]

2np + 1
2’ﬂb
np

N e e
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